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SECTION 1. COMPUTER ENGINEERING

DOI: 10.46299/1SG.2026.MONO.TECH.2.1.1

1.1 Kidep¢izuuni maninyasitopu. Po3podka 3D mopeseii Niryo One ta 7-DOF
Manipulator Coppeliasim

VY cydacHy emnoxy TEXHOJOTIYHHX 1HHOBaliil po3pobOka Kibep(hi3MUHUX CHUCTEM,
TakKUX SK MaHIMyJIsITOopH, HaOyBae Bce Oumbmoi BaxkauBocTi. Kibepdizuuni
MaHIMyJATOPH BUIITPalOTh BHUPIMIAIBHY pPOJIb y TaKuX cdepax, sIK MPOMHUCIOBICTb,
MEIUIIMHA, aBTOMAaTu3allii BUPOOHUIITBA Ta HAYKOBI JOCHIKEHHS. BoHuM
BIJIKpDUBAIOTh HOBI MOXJIMBOCTI [IJI1 BUKOHAHHS CKJIQJHHUX 3aBAaHb, MiJABUIIYIOThH
TOYHICTh 1 IIBUJKICTh OIEpaIiid, 3HWKYIOTh PU3UKHU IS JItOJIeH 1 3a0e3MeuyroTh
BHUCOKY €(DeKTUBHICTb POOOTH.

HuHi icHye mUpOKUN aCOPTUMEHT MAaHIMMYJSATOPIB, IO PI3HIATHCS 3a CBOIM
MIPU3HAYEHHSAM, KOHCTPYKIIE€I Ta (PYHKIIOHAIBHUMH MOXJIMBOCTAMH. Po3poOka
POOOTU30BAHOIO0 MAHIMYJISITOPA BUMArae AeTajabHOTO PO3YMIHHS TEXHIYHUX ACIICKTIB,
TaKUX SIK CUCTEMHU YIPaBJIIHHS, CEHCOPU Ta MpOTrpaMyBaHHs alropuUTMiB pyxy. s
YCHIIIHOI peani3alli TakuX CHCTEM HEOOXIJHO 3a0e3ME€YUTH TOYHICTh KEpyBaHHS,
BHUCOKY SKICTh B3a€MO/IIT 3 OTOYCHHSIM 1 HAAIMHICTh POOOTH B Pi3HUX yMOBax. MeTor0
1i€i poOOTH € POo3poOKa POOOTH30BAHOTO MAHIMYJSATOpa, IO BKJIIOYAE aHAII3 Ta
MPOEKTYBaHHS TEXHIYHUX XApPAKTEPUCTUK, CHUCTEM YIOPABIIHHS Ta 1HTErparito
CyYaCHHUX TEXHOJIOTiH. AKTYallbHICTh IIl€i TeMHu OOyMOBJIeHa HEOOX1JHICTIO
BJIOCKOHAJIEHHSI pOOOTH30BAaHUX CHCTEM 1 MiJBUIICHHS iX €(pEKTUBHOCTI B yMOBax
Cy4acHOi aBTOMaTH3aIlli

Po3pobka ki6epdizuyHOTO MAHIMYJIATOpA € KOMIUIEKCHHM HayKOBO-TEXHIYHUM
3aBJIaHHSIM, 1110 00'€/THY€ pi3H1 00JIaCT1 3HAHb, BKIIIOYAIOYM MEXAHIKY, aBTOMAaTH3all110
Ta cUCTeMHu ympaBiiHHA. [IpoekTyBaHHsS Ta po3poOKU pOOOTH30BAHMX CUCTEM - II€
aHaii3 1 CHUHTE3 MEXaHIYHUX CHUCTEM, pPO3pOOKY HOBHUX METOAIB 1 aJropuTMIB

KEepyBaHHS MaHIMYJISATOPAMH Ta iX BOPOBAIKEHHA Y MPAKTUYHI YMOBH [2].
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1.1.1  3ATAJIBHI BITOMOCTI ITPO KIBEP®I3NYHI
MAHIITYJATOPU

KiGepdi3uyai MaHIMyISITOpH — 1€ aBTOMATH30BaHI CHUCTEMH, SIKI MOETHYIOTH
Gb13u4H1 eIeMEeHTH, TaKi sIK MEXaHI4HI CTPYKTYPH Ta PyXJIHMBI YaCTUHHU, 3 HUPPOBUMU
KOMIIOHEHTaMH, 30KpeMa CEHCOpamH, CHCTEMaMd YIPaBIiHHSA Ta MPOrpPaMHUM
3a0e3neueHHsIM. BoHM npu3HaueHi sl BUKOHAHHS CKJIAJIHUX 3aBJlaHb, 30KpeMa JUis
nepeMimieHHs1 00'eKTIB, TOYHOTO BUKOHAHHS OMepaiiil 1 B3aeMo/ii 3 HaBKOJHUIIHIM
cepenoBuilieM. MaHIMmyIsSTOPU BHUKOPUCTOBYIOTHCS B PIZHHX Taly3siX, TaKuX SK
MIPOMUCIIOBICTh, MEIUIIMHA, HAYKOBI JOCIIKEHHS, aBTOMAaTH3aIlisi BUPOOHUIITBA Ta
JIOTICTHUKA.

Mojenb BUKOPUCTAHHS POOOTH30BAHMX MAHIMYJSITOPIB — 1€ HAOIp METOMIB 1
TEXHOJIOT1M, 110 peami3yloTh NEeBHI (PyHKIT abo 3amayl B 3aJeXKHOCTI Bl ramysi
3actocyBaHHA. KoxkHa Mozenb BU3HAYa€e crielu(piyHi aIrOpUTMHU Ta iXH1 BIACTUBOCTI,
AK1 TATPUMYIOTh KOHKPETH1 QYHKIIIT MaHIMYJIATOpA:

- CxiananbHi pobotu. Il Mozaens 103BOJISE MaHIMYJSITOpaM BHUKOHYBATH
aBTOMATU30BaHI CKJIa/IalibHI MPOIIECH Ha BUPOOHUYMX JiHIsAX. BoHa BKItOUae TouHE
MO3UITIOHYBAHHS €JIEMEHTIB, 3'€IHAHHS JieTajel 1 KOHTPOJIb SIKOCT1 CKIIaJaHHs.

- JloricThka Ta ckjiaayBaHHS. BHKOPHUCTOBYIOUM IO MOJAENH, MaHIMyJIATOPU
aBTOMATH3YIOTh TIPOIECH TIEpPEMIIIEeHHS BaHTaXIB Ha CKjlIagaXx. BoHM 31aTHI
BUKOHYBAaTH 3aBAHTAKEHHS, PO3BAHTAKEHHS Ta MEPEMILIEHHS TOBapiB MIX Pi3HUMU
30HaMHU CKJIaJTy, 110 3HAYHO MiJIBUIIYE €PEKTUBHICTh JIOTICTUYHUX OTIEPAIliii.

- Jocmimxkenns ta anami3. Lls monens 3a0esneuye aBTOMATHU3AIlI0 HAYKOBHUX
€KCIIEpUMEHTIB, JIe MaHIMyJISITOPH BUKOHYIOTh TOUHI MaHIMyJIALIi 31 3pa3kamMu. Bonu
MOYTb aBTOMAaTHYHO MTPOBOJIUTH aHAJII3H, 30MPATH JIaH1 Ta BUKOHYBATU MIOBTOPIOBAHI
i1, 0 CpUsie MABUIIEHHIO TOYHOCT1 TOCTIIKEHb.

- Meauuni npouenypu. Y i MoJedl MaHIMyJIsSTOPU BUKOHYIOTh XIPYpridyHi Ta
MEIUYHI 3aBJaHHs, 3a0€3MeUyI0Yl TOYHICTh Ta KOHTPOJb IMiJa 4ac omepaiiii. Bonu
MOYTb BUKOPHUCTOBYBATHUCS JJIsl TPAHCIIOPTYBAHHS IHCTPYMEHTIB Ta MaTepiaiiB il

qac XipypriyHUX MPOIeayp.
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- CepBicHl Tociyrd. MaHINyJIsSTOPU MOXKYTh  BHUKOPHUCTOBYBAaTHUCS B
o0CITyroByBaHHI, HaIlpUKIAJ, Yy TOTelsaxXx abo pecTopaHax, i€ BOHH BUKOHYIOTh
3aBHaHHS JIOCTaBKM iK1 abo mpemmeriB. Ilg wmomens onTumizye Tmporec
00CIIyroByBaHHsI KJIIE€HTIB Ta MOKpAIY€ 3arajibHy €(peKTHUBHICTh O13HECY.

Mopeni BUKOpPHCTaHHS POOOTH30BAHMX MAHIMYJIATOPIB JAEMOHCTPYIOTh IXHIO
YHIBEPCANBHICTh 1 3[ATHICTh aJamnTyBaTUCS IO PI3HUX MOTped MPOMUCIOBOCTI Ta
CJIy»aTh OCHOBOIO JIJISl TIOJIAJIBIIIOTO PO3BUTKY Ta BIPOBAKEHHSI HOBUX TEXHOJIOT1i.

[li cucreMu CKIaNAlOTHCA 3 MEXaHIYHUX EJIEMEHTIB, SIKI MOXYTh BHUKOHYBAaTU
PI3HOMaHITHI PyXH, Takl SK 3aXOIUICHHS, TPAHCHOPTYBaHHS Ta MAaHIMTYJIIOBAHHS
o0'ektamu. BoOHU oOCHallleHI 1HTEJNEKTYaJlbHUMHU CHCTEMaMH YMPaBIIHHS, SIKI
IJIaHYIOTh Ta KOHTPOJIOKOTH IXHI PyXH, a TAaKOX alrOpUTMaMH JJIsl ONTHUMI3aLlii
BUKOHAHHS 3aBJaHb, 3a0€3MEUyI04Yd TOYHICTh 1 MIBUAKICTH poboTu. CeHcopH, sIKi
BOyJIOBaHI B MAaHIMYJISTOPH, JO3BOJIAIOTH iM B3aEMOJIATH 3 HABKOJIMIIHIM
Cepe0BHILEM, 3UUTYIOUH iH(popMaIliro mpo 00'€KTH, 110 JO3BOJISIE aIaNITyBaTH PYXH B
pearbHOMY Yaci.

[aTepdeiicu A1 KOpUCTYBaviB 1aIOTh 3MOTY OIIEPaTOPy KEPyBaTHU MAHIMYJISATOPOM
a00 HaJIAITOBYBAaTH MOTO /i1 BUKOHAHHS KOHKPETHUX 3aBJaHb. Taki MaHIMyJIATOPH
MalTh 3HAYHY TepeBary, OCKUIbKM MOXYTh BHUKOHYBaTH CKJIaqHI W HeOe3meuH1
3aBJIaHHs, 1110 paHillle BUMarain JIOACHKOI y4acTi, HalpUKIIaJ, MPaIfoBaTH B YMOBaX,
7€ € PU3MK IS 370pOB'S JIIOAWHHU. 3aBASKH BHCOKIM TOYHOCTI Ta MOJKIIHMBOCTI
ajanTarlii, BOHU 3Ha4YHO M1JIBUILYIOTh €(DEKTUBHICTD 1 0€3MEKy BUPOOHUYHMX IIPOLIECIB.
VY nockoHasieHHsI KI0epPi3MUHUX MAHIMyJIATOPIB 32 JOMOMOT'OF0 HOBITHIX TEXHOJOTIH,
TaKUX SIK ITYYHUW IHTEJIEKT 1 MAIlIMHHE HAaBYaHHS, J]A€ MOKJIUBICTh PO3IIUPHUTH 1XHI
MOXJIMBOCTI i 3aCTOCYBaHHS B pi3HUX c(epax.

KoHnrtienirisi Ta OCHOBHI MOJIOKEHHS TEXHOJIOT1T pOOOTU30BaHUX MAHIITYJISTOPIB.

Kibepdiznuni MaHimyasTOpU — 1€ Cy4acHl MEeXaHI4H1 CUCTEMHU, MPU3HAYECHI JJIs
aBTOMaTHU3allli PI3SHOMAHITHUX 3aBAaHb Y TaKUX Tally3dX, SK MPOMHCIOBICTD,
MEIUIIMHA Ta HAYKOB1 JOCHIKEHHS. BOHM MOXyTh BUKOHYBaTH PyXd 3 BHCOKOIO
TOYHICTIO Ta MAHIMYJIIOBaTH 00'€KTaMu pi3HUX (OPM 1 Baru, 1o 3ade3nevye BEIUKY

THYYKICTh 1 €(peKTHBHICTh y po0OoTi. [[ns iX BUKOpHCTaHHS HEOOXiTHA CHCTEMa



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

KepyBaHHs, Ka JA03BOJIS€ MPOTrpaMyBaTH Jii MaHIMYJISTOPIB 1 KOHTPOJIIOBATH iX pyXU
B peaIbHOMY 4aci.

O6mnacTi 3acTocyBaHHS KiOepPi3UIHUX MaHIMYISTOPIB

Po6oTr30BaH1 MaHIMyISATOPU HIMPOKO BUKOPUCTOBYIOTHCS B PIZHHUX Tally3siX
MIPOMHCIIOBOCTI Ta HAyKH, 3aBISIKA CBOIH THYYKOCTI, TOYHOCTI Ta 3IaTHOCTI
BHUKOHYBATH CKJIaH1 3aBaaHHs. OCHOBHI 00J1acTi iX 3aCTOCYBaHHS BKIIOYAIOTh:

1. IIpomwucioBe BUPOOHUIITBO. MaHIMYISITOPH BUKOPUCTOBYIOTHCS — JIJISt
aBTOMAaTH3aIlli MPOIECIB CKJIaJaHHs, YITaKOBKU Ta 00poOku ToBapiB. BoHH MOXYTh
BUKOHYBATH PYTHHHI 3aBJIaHHS, TakKl SK 3BaproBaHHs, (papOyBaHHSA, MOHTaX Ta
nepeBipKa AKOCTI, 1O MiIBUIINYE eeKTUBHICT, BUPOOHUIITBA Ta 3HUKYE BUTpaTH [7].

2. Menuuuna. Po00OTH30BaHl MaHIMYJATOPH AKTUBHO BUKOPUCTOBYIOTHCS B
XIpyprii a1 BUKOHAHHS TOYHUX orepaiiid. BoHn MOXyTh loromaraty JiKapsM il
qac CKJIaJHUX MPOLEAYP, 3a0€3MeUyI0ur BUCOKY TOUHICTh Ta 3MEHITYIOUN PU3UKH IS
nari€eHTiB. TakoX MaHIMyJISITOPH 3aCTOCOBYIOTHCS ISl TPAHCTIOPTYBAHHS MEAMYHUX
THCTPYMEHTIB Y JIKAPHSX.

3. Jlorictuka Ta ckiiagyBaHHsA. MaHIMyIsSTOPYU MOXYTh aBTOMATU3yBATH MPOLECH
3aBaHTAKCHHS, PO3BAHTAXKEHHS Ta MEPEMIIIEHHs TOBapiB Ha CKJanax. BoHu 3matHi
MpaIlOBaTH B TICHUX MPOCTOPAX 1 BAKOHYBATH 3aBAaHHS 3 BUCOKOIO HIBUIKICTIO, 10
CIPHUSIE MIIBUILICHHIO TPOAYKTUBHOCTI JIOTICTUYHUX ONEPALIiii.

4. HayxoBi pgocinimkeHHs. Y mabopaTopisix poOOTH30BaHI MaHIMYJISTOPU
BUKOPHUCTOBYIOThCSl JIJII aBTOMAaTH3allli €KCIIEPUMEHTIB, 300py JaHUX Ta OOpOOKH
3pa3kiB. BoHU MOXyTh BUKOHYBAaTH PYTHHHI 3aBJaHHS 3 BHCOKOIO TOYHICTIO, IO
JI03BOJISIE BUCHUM 30CEPEIUTHUCS HA OUIBII CKIIATHUX aCEeKTax JTOCTIKSHHS.

3aBAsSKA CBOiM YHIBEpCAJIBbHOCTI, KiOep(}i3nyHI MaHIMyISTOPU MPOJIOBKYIOThH
3HAXOAWTH HOBI c(epu 3acToCyBaHHA, aaNTYIOUHWCh [0 MOTPed CydacHOTo
cycninascTBa [3].

CyyacHl MaHIMyJISTOPU OCHAIIEHI pPI3HUMHU MNPUBOJAMU — EJIEKTPUYHUMU,
rigpaBmiyHuMA 200 THEBMAaTUYHHUMH — Ta CEHCOPHUMH CHCTEMaMH, SKi
3a0e3MeuyoTh 3BOPOTHUN 3B'SI30K  UIsi TO4YHOro KoHTpoidio. lle mo3Bosse

MaHiHy.]'IHTOpaM I[MpanroBaT B CKIAJJHUX YMOBAX, BUKOHYBATHU 3aBAdHHS 3 MOHTAXY,
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3BaproBaHHs a00 300py KOMIIOHEHTIB, a TaKOXX BHKOPHUCTOBYBATHUCS B MEIUYHUX
orieparlisix, je noTpioHa ocodJIMBa TOUHICTb.

KoHrmemnirisi MaHIMyJIATOPIB MOJSATAE B aBBTOMAaTH30BaHOMY BUKOHAHHI 3aBJaHb, 110
IMITYIOTh PYXH JIOJMHM 200 CIieliaii30BaHi omnepailii, ki cKiaagHo abo HeOe3neyHo
BUKOHYBaTH BpPYYHY. 3aBISKU PO3BUTKY TEXHOJOTIH YIPaBIIHHS Ta CEHCOPHHUX
CUCTEM, MaHIMMyJISITOPH MOXKYTh 1HTETpYBaTUCA 3 PI3HUMU IIaTGOopMaMu KepyBaHHS,
10 JIO3BOJISIE 3aCTOCOBYBATH iX Y IIMPOKOMY CHEKTP1 Pi3HUX 3a1ad [1].

Hns 3a0e3meueHHss Oe3medHoi  poOOTH  KiOep(i3WYHMX — MaHIMYJISATOPIB
3aCTOCOBYIOTBCS TPU OCHOBHI P1BHI 3aXHCTY:

[lepmmii piBeHb — MiIHIMAJIBHUN PiBEHb O€3MEKH, Je nepeaadya 6a30BUX KOMaH]I
Ta IaHUX 371MCHIOETRCA 0e3 mudpyBanHs. L{e 103BoJIsA€ MBUAKO BUKOHYBATH MPOCTI
orepallii, ajie MiIX0UTh JUIIIE IJIs1 BIIKPUTHX CUCTEM, JIE 3aXUCT JAHUX HE € KPUTUIHO
BaYKJIUBHM.

Hpyruil piBeHb — 3aXHMCT Ha PIBHI MPUCTPOIO, KOJHU KOKEH MaHIMyJSATOp abo
KOHTpOJIEp Ma€ yHiKaabHu# 11eHTudikatop. Lle oOmMexye 1ocTym 10 CUCTEMU TiIbKU
aBTOPU30BAaHUM TMPHUCTPOSIM, WIO JIONIOMAara€ 3amoO0IrTH HECAHKI[IOHOBAaHOMY
BTPYUYaHHIO B pOOOTY MaHIITyJISITOPA.

Tpertiii piBeHb — 3aXUCT Ha PiBHI CEAHCY KEPYBaHHS, € IS epenaydl KOMaH][ Ta
JAHUX BUKOPHCTOBYIOTHCS METOAM WM(pPYBaHHS, HaNpHUKIad, 3a JONOMOrow 128-
OITHUX KJIIOYiB, [0 TEHEPYIOTHCS MPU BCTAHOBJICHHI 3'€THAHHS MK KOHTPOJIEPOM Ta
MaHimyiasTopoM. Llell miaxin 3abe3nedye BUCOKMH pPiBEHb O€3MEKH, 3arnodirarouu
MepEeXOIUICHHI0O a00 TiAMIHI JaHUX I 4Yac BUKOHAaHHS omeparii. Ilpuniumm
moOy10BH 1 PYHKITIOHYBaHHS pOOOTHU30BAHUX MaHIMYJIATOPIB

Koxxen kibep(i3nyHuil MaHIMyJISATOP CKIAJAETHCA 3 MEXAHIYHMX €JIEMEHTIB,
CUCTEMH YIPaBIIHHS Ta MporpaMHOro 3abesneuyeHHs. lle mporpamue 3abe3neueHHs
BKJIIOYA€ B ceOe KOHTPOJIEp pyXy, IHTepdeiic 1uist ynpaBiIiHHS 1 MOHITOPUHTY, & TAKOX
QITOPUTMH, SIKI BHUKOHYIOTH HEOOXimH1 (QyHkuii. B3aemoxmiss Mix pi3HUMH
KOMIIOHEHTaMH MaHIIyJIaTopa 3abe3neuyerbes 4depe3 iHTepdeiicu, Ttaki sk USB,

UART a6o CAN.
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PoGoTu3zoBaHuii MaHIMyJSATOp 3JaTHUM BUKOHYBATH SIK MPOCTi, TaK 1 CKJIAJHI
3aBJaHHS, B3a€EMOJIIOYM 3 CEHCOpaMHM Ta IHIIMMU MpucTposmu. KomyHikaris 3
KOHTPOJIEPOM 3IIHCHIOEThCS 4epe3 IIBUAKICHI 1HTepdeicH, sKi 3a0e3nedyroTh
nepenavy JaHux y peaibHomy daci. Kontpoinep pyxy oOpoOisie komMaHau, OTpUMaHi
BiJl KOPHCTyBaua, Mepeae iXx Ha BHKOHABYI MEXaHI3MHU MaHIMYJATOpa 1 OTPUMYE
3BOPOTHI JaHi B/l CEHCOPIB.

KitouoBUM pUHIMIIOM pOOOTH pOOOTU30BAHUX MAHIIMYJISITOPIB € BUKOPUCTAHHS
3BOPOTHOTO 3B'SI3KY [IJI1 MOHITOPHMHTY IXHBOTO pyXy Ta ToO3uIlioHyBaHHA. lle
JIOCSITA€ThCA 32 JOTMIOMOTOK0 JIATYMKIB, $IKI BIACTEXYIOTh IOJOKEHHS KIHIIEBUX
edeKTopiB 1 epenarTsh 1HGOPMAIIIIO 10 KOHTPOJEpa M KOPEKIlli TPAEKTOpIi pyxy.
Kpim Toro, cructeMu ymnpaBiliHHS MOXYTh BUKOPHCTOBYBATH aJITOPUTMHU MAITMHHOTO
HaBYaHHSA JIJIsl ONTUMI3allii poOOTH MaHIMYJSATOPA B CKIAAHUX YMOBAX, 110 T1JBUIIY€E
Horo eeKTUBHICTD 1 3JATHICTH /10 aJanTallii .

O6umacti 3acTocyBaHHA Ki0ep()13UYHMX MAHIITYJIATOPIB.

Po6oTu30BaH1 MaHIMyISTOPU 3HAXOAATH IMIMPOKE 3aCTOCYBAHHS B PI3HUX TaTy3sX
MIPOMUCIIOBOCTI Ta HayKH 3aBJASKH CBOIM BHCOKIM THYYKOCTI, TOYHOCTI Ta 3/1aTHOCTI
BUKOHYBAaTH CKJaiHi 3aBiaaHHsA. OCHOBHI cdepu iX BUKOPHCTAHHS BKJIIOYAIOTh:
BUKOHYIOTh 3aBaHTA)XCHHS, PO3BAHTAXEHHS Ta TPAHCIIOPTYBAHHS TOBapiB MiX
PI3HUMHU 30HAMU CKJIaJly, 110 3HAYHO ONTHUMI3YE JIOTICTUYHI Omepalii Ta 3HUKYE vac
Ha OOpOOKYy BaHTaXiB, 3BaproBaHHs, (papOyBaHHS, MOHTaX 1 MepeBipKa SIKOCTIi, 10
3HAYHO MiABUILY€E €(DEeKTUBHICTh BUPOOHUIITBA Ta 3MEHIITY€E BUTPATH.

Y wMemuinuHl poOOTH30BaHI MAaHIMYJISTOPH 3aCTOCOBYIOTHCA B XIpyprii mis
BUKOHAHHS TOYHUX omepaiii. BoHu nomomararoTh JiKapsM TMpH  CKIATHUX
nporeaypax, 3a0e3neuyroyr BUCOKY TOUHICTh 1 MIHIMI3YHOUM PU3UKH JIJIsl TIAIIE€HTIB.
Kpim ToOrOo, MaHIMyJsTOpH BHKOPUCTOBYIOTHCS ISl TPAHCIOPTYBAHHS MEIUYHUX
IHCTPYMEHTIB Yy JIKapHSAX, WLI0 MIJBUILYE €(PEKTUBHICTH pPOOOTH MEAUYHOIO
MIEPCOHATTY.

B gjorictumi  Ta ckiaayBaHHI MaHINYJSATOPM ABTOMAaTU3YIOTh  IPOIIECH

3aBAaHTAKCHHS, PO3BAHTAXKEHHS Ta TEPEMIIICHHS TOBAapiB Ha CKJIajax. 3aBIsKU
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3IaTHOCTI TPAIIOBAaTH B OOMEKEHUX MPOCTOpPAxX 1 BUKOHYBATH 3aBIaHHS 3 BUCOKOIO
IIBUJIKICTIO, BOHH CIPHUSIOTH 301JIBIIEHHIO TPOTYKTUBHOCTI JJOTICTUYHHUX OIEpallii.

VY HayKOBHUX JTOCIIHKEHHAX pOOOTH30BaH1 MaHIMyISTOPH BUKOPUCTOBYIOTHCS IS
aBTOMAaTH3allli €KCIIEPUMEHTIB, 300py JAaHUX Ta 00poOKHU 3pa3kiB. BoHW BHKOHYIOTH
PYTHHHI oreparlii 3 BUCOKOIO TOYHICTIO, 1110 JI03BOJISIE BUCHUM 30CEPEIKyBaTHCS Ha
OLIIBII CKJIAIHUX aCMEKTax JTOCIHIKEeHb.

3aBAsSKA CBOIM YyHIBEepcaJbHOCTI KiOep(di3uyHi MaHIMyJIATOPH MPOJIOBKYIOThH
3HAaXOJIMTH HOBI cepH 3aCTOCYBaHHS, aIaNITYIOYHCh 10 BUMOT CY4aCHOTO CYCHUIECTBA
[1,2].

Mopeni BUKopucTaHHs Kibep(hi3uIHUX MaHIyJISATOPIB

Mopeinb BUKOpUCTaHHS pOOOTHU30BaHUX MAHIITYJISITOPIB PEICTABIIsIE COOOK0 HAOIP
METO/IIB 1 TEXHOJIOT1M, 1110 peasizyloTh KOHKpETHI (yHKIII a00 3aBIaHHS B 3aJIEKHOCTI
Bil cdepu 3acrtocyBaHHs. KoxkHa Mojzienb BU3HAYae crenudiyHl alropuTMu Ta
BJIACTUBOCTI, SIK1 JIO3BOJIAIOTh MAHIMYJIATOpaM €(DEKTUBHO BUKOHYBATH CBOI (DYHKIII1 B
PI3HHX yMOBaXx.

Monens s CcKiIaJadbHUX POOIT T03BOJISIE MaHIMyJIATOpaM aBTOMATHU3YyBaTU
CKJIaJIaJTbHI MPOIIECH Ha BUPOOHUYUX JiHIAX. BoHa BKJIIOYa€E TOUYHE MO3UIIOHYBAHHS
KOMIIOHEHTIB, 3'€THAHHS JAETajeil Ta KOHTPOJb SKOCTI CKJaJaHHs, M0 3abe3nedye
BHCOKY TOYHICTb 1 €()EKTUBHICTh Y IIPOLIECAX BUPOOHHUIITBA.

Moenb TOTICTUKY Ta CKJIalyBaHHS OpIEHTOBaHA HA AaBTOMATH3AIIII0 IIEPEMIIIIEHHS
BAHTAXIB Ha CKJIalax. MaHINyJIATOpH B MeXax 11€i MO

CyyacHl  MaHIMyJSTOpPM  3a3BUYail  OOJaJHAaHI  PI3HUMU  MPUBOJAMHU
(eIEKTpUYHUMU, T1IPaBITYHUMHU 200 THEBMAaTUYHUMU) 1 CCHCOPHUMU CUCTEMaMHU, SIK1
3a0e3MeuyoTh 3BOPOTHHM 3B'A30K [JIs1 TO4YHOro KepyBaHHs. lle mo3Bossie
MaHIMyJIATOpaM TMPAIoBaTH B CKIIAJHUX CEPEIOBUIAX, BUKOHYBATH 3aBIaHHS 3i
300py, MOHTa)XKy a00 3BaprOBaHHs, a TAKOXK 3aCTOCOBYBATHCS B MEIUYHHX OTIEPAIlisiX,
e TOoTpiOHAa oco0iMBa TOYHICTh. BIIOCKOHAJIEHHS TEXHOJOTrd KepyBaHHS Ta
CEHCOPUKH 3a0€31edy€e CyMiCHICTh MaHIIMyJISTOPIB 3 PI3HUMH CUCTEMaMU YTIPABIIIHHS,

110 T03BOJISIE BAKOPUCTOBYBATH iX y IIMPOKOMY CIIEKTP1 3aCTOCYBAHb [6].

13



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

Moaenb OCHIIKEHb Ta aHallily OpIEHTOBAaHA HA aBTOMATH3AIll0 HAyKOBHX
eKCIIepUMEHTIB. MaHinyisiTopy B Hili cpepli BUKOHYIOTh TOYHI MAaHIMYJAIIT 31
3pa3kamH, aBTOMAaTUYHO MPOBOJATH aHaNi3W, 30MpPalOTh JaHi Ta BHUKOHYIOTb
MOBTOPIOBAaH1 oOmepallii, M0 MiABUIILYE TOYHICTh 1 e(QEKTHUBHICTh HAYKOBUX
JOCHIJIKEHb.

Y MeauuHuX MpoIenypax MaHIMyJISTOPH BUKOPHCTOBYIOTHCS AJII BUKOHAHHS
XIpypriyHux 1 MEMYHUX 3aBJaHb. BoHU 3a0e3medyoTh BUCOKY TOUHICTh 1 KOHTPOJIb
Mi]] yac omeparii, a TaKoK MOXYTb OyTH 3a]lisIH1 JJIsl TPAHCIOPTYBAHHS 1HCTPYMEHTIB
Ta MaTepiajiiB B XOJI MEAUYHUX MPOUEAYP, MOKPAIIYIOUYH PE3yJIbTaTUBHICTD 1
3HIDKYIOUW PU3UKH JIJIST TTAIIIE€HTIB.

Mopenbp cepBICHMX MOCIAYr JO3BOJSE 3aCTOCOBYBAaTHM MAHINYJISTOPU B
00CIIyroByBaHHI, TaKHUX K B TOTEJIAX YM PECTOPAHAX, A€ BOHU BUKOHYIOTh 3aBJIaHHS
JOCTaBKM K1 4M mpeameTiB. Ll Moxpens chpuse onTumizaiii 00CITyrOBYBaHHS
KJIIEHTIB 1 MJIBUILYE €(PEKTUBHICTH O13HEC-ITPOLIECIB.

[li Momem  JEMOHCTPYIOTh  BHCOKY  YHIBEPCAIBHICTH  POOOTHU30BAHMX
MaHIIyJISTOPIB, 3[aTHUX aJIallTyBaTUCA 0 PI3HOMAHITHUX MOTPEO y PI3HUX ramy3sx, 1
CJIYTYIOTh OCHOBOIO JUIsI MOJAJIBLIOTO PO3BUTKY Ta BIPOBAKEHHS HOBUX TEXHOJIOT1H
y BUPOOHHULTBO 1 00CITyrOBYBaHHS.

['ymaHOigH1 MaHIMyISATOPU

['ymaHOiH1 MaHITyISTOPU MatOTh (OPMY, 110 IMITYE JTIOJCHKY PYKY, BKIIOUAOUN
KHUCTb 1 masiblii. BoHU po3po0IieHi 111 BUKOHAHHS 3aBJIaHb, SIK1 MOTPEOYIOTh TOYHOCTI
Ta MaHEBPEHOCTI, OII0HO JI0 JTFOAMHH. Taki MaHIMyISTOPH YaCTO BUKOPUCTOBYIOTHCS
B JIOCJIIIPKEHHSX, aBTOMATHU3aIlli BUPOOHUIITB Ta JJIA B3a€EMOJIT 3 JIIOJBMH Y PI3HUX
cthepax [4].

[TapanenbHi MaHITyIATOPU

i MaHIMyISATOPU MAIOTh KOHCTPYKIIIIO, /1€ pPyXOMI KIHIIIBKH 3'€/THaHI 3 OCHOBOIO
yepe3 napajiesbHl JaHIoru. Bonu 3a0e3neuyoTh BUCOKY )KOPCTKICTh, CTA0LIBHICTb 1
TOYHICTb, 1[0 POOUTH iX 1/1€aTbHUMHU AJIs 3aCTOCYBaHb Y MEIULIMHI Ta TPOMHUCIIOBOCTI,

7ie TOTPiOH1 TOUHI MaHITYJISAIII.
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CepiitHl MaHINYJISITOPU MalOTh TMOCHTIOBHO 3'€THAaHI JIAHKH, IO JO3BOJIAE M
3MIMCHIOBATA IIMPOKHI Jiama3oH pyxiB. BoOHM YacTo BUKOPUCTOBYIOTHCA B
aBTOMATU30BAaHUX BUPOOHWYMX JIHISX JUIsl BAKOHAHHS TaKUX 3aBJaHb, K 30MpaHHs,
NaKyBaHHSI Ta 3BAPIOBAHHSI.

Mo0inpH1 MaHimysTopH. Lleit Thn MaHimyIsaTopiB OCHAILIEHUH KosecaMu abo
T'YCEHUISIMHU, 1110 TO3BOJISE iM TIEPEeMIIATHC 1O TUIOMKHI. MOO1IbHI MaHIMy IS TOPH
BUKOPUCTOBYIOTHCS B CEPEAOBHINAX, JI€ MOTPIOHO 3a0€3MEeUNUTH THYUYKICTh Ta
aBTOHOMHICTh, HalPUKJIa/l, B CKJIaJCHKIX MPUMIIIEHHSIX a00 Ha Oy/IiBEIbHUX
MalgaHYUKax.

Po6otuzoBani maninynastopu 1l MaHimynsTopu MOXKYyTh BUKOHYBAaTH 3aBJIaHHS
aBTOHOMHO, 3aBJsIKM BOYJJOBaHUM JlaT4YMKaM 1 MporpaMHOMY 3a0e3nedeHHio. BoHu
3HAXOJATh 3aCTOCYBAaHHSA B MEIUYHUX NPOLEAYpax, A€ MOTPIOHO TOUYHE BUKOHAHHS
orepailiii, a Tako>K y BUPOOHMIITBI, JJIsl aBTOMAaTH3allii mporuecis [5,6].

Cucrtema ymnpaBiiHHS (MiKpOKOHTposiepu). st oOpoOku KOMaHI 1 KepyBaHHS
CEPBOINPHUBOJIAMU BUKOPUCTOBYIOTHCS MIKPOKOHTPOJIEpH a0O0 MporpamMoBaHi JIOT14HI
inTerpaneHl  cxemu (IIJIIC). BoHu TakoX KOOPAMHYIOTH pOOOTY MJAaTYMKIB 1

3a0€e3Meuy0Th 3BOPOTHUMN 3B'SI30K /I KOPUTYBAHHS PyXiB MaHIMyJIATOpA.

1.1.2 POBOT Niryo One

Po6ot Niryo One € BucokotounuMm 6-DOF (Degrees of Freedom) po6oTuzoBanum
MaHIMyJATOPOM, IO OCHAIEHWH YHUCICHHHMH MEXaHIYHHUMH Ta EJIEKTPOHHUMHU
KOMITOHEHTaMHU JUIsi €(eKTUBHOTO BUKOHAHHS PI3HOMAHITHUX 3aBiaaHb. OCHOBHI
eJeMeHTH KOHCTpyKiii Niryo One BKITIOYAIOTh:

CepBonpuBoau Niryo One BiANOBIIAIOTH 3a pyX 1 TOUHICTh MaHimynaTopa. Bonun
J03BOJISIFOTh TOYHO KOHTPOJIIOBATH TOJOXKEHHS Ta KYT MOBOPOTY KOXHOI 3 JIAHOK
MaHIMmyJasTopa, 3a0e3Medyloud BUCOKY MAHEBPEHICTh 1 TOYHICTh. /[l 1boro
MaHIIyJISTOPa BUKOPUCTOBYIOTHCS OE3ITITKOBI CEPBOMPUBOIH, IO XaPaKTEPU3YIOThCS
BHCOKOIO €()EKTUBHICTIO Ta TPUBAIUM TEPMIHOM CITYXKOHU.

Jlanku ManinymsTopa.. Jlanku maninysstopa Niryo One BUKOHaHI 3 JIETKUX, aje
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MIIIHUX MaTepiaiiB, TAKUX K aTFOMIHIH, 1110 3a0€3Me4Yy0Th CTa0UIbHICTh KOHCTPYKIIIT
pHu BUCOKiN MaHeBpeHOCTi. KoxHa naHKa 3'€lHaHa 3 TIONIEPEIHBOIO Yepe3 CYTII00H,
0 JI03BOJIAIOTh MAHIMYJISATOPY PyXaTUCS B PI3HUX HAMpSIMKax. 3aBASKHA IIECTH
nankaMm, Niryo One 37aTeH BHKOHYBaTH CKJIAJIHI MAaHIMYJALll, MalOud BHUCOKY
TOYHICTb 1 aJIalITUBHICTb.

30BHIIIHIN BUTJISA MaHIyJITOpa MPEACTABICHUIN Ha PUCYHKY 1

Pucynox 1 — 3oBHimmHIN BUTIISAL MaHimysTopa [12].

Cucremu ympaBmiHHA. Jlns  ynpaBiliHHS — MaHIMYJISTOPOPOM Niryo Oe
BUKOPUCTOBYIOTBCSI MIKPOKOHTPOJIEPU, BIAMOBIIalOTH 3a OOpOOKYy  KOMaHJI Ta
YOpaBIiHHSA CEpBONPUBOAAMHU. BOHM 1HTErpyloTh AaT4YMKH, $KI 3a0€3Meuyl0 Thb
3BOPOTHHUM 3B'SI30K 1 JIO3BOJISIIOTH TOYHO KOHPOJIIOBATH PyXH MaHIMyJATOpa B
pearbHOMY 4Yac

Niryo One ocHaiieHui pPI3HOMAHITHUMM JaTYUKaMHU, TAKUMH SK JATYUKH
MOJIOKEHHS, CUJIM Ta HATATY, @ TAKOX Bi3yaJIbHUMHU JaTuyukamu. BoHu 3a0e3mneuyioTh
MaHIIMyJISTOPY 3BOPOTHUM 3B'SI30K TIPO BUKOHAHHSI 3aBJIaHb 1 JO3BOJISIIOTH aJIaNTyBaTH
foro Jiii BIAMOBIIHO J0 3MiH B HABKOJIUIIIHBOMY CEPEOBHIIII.

1. OcHoBHa matdopma.

OcHoBna miatdopma Niryo One miaTpuMye CTaOUIBHICTD 1 HAIHHICTD BCi€l
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cuctemu. Bona mMoke OyTH 3akpilieHa Ha CTalllOHApHOMY MicIli a00 OCHaIleHa
MOJKJIMBICTIO MEPEMIIIEHHS, 10 J1a€ 3MOTY MAHIMYJISITOPY aJanTyBaTUCSA 0 PI3HUX
poOOUYNX CepeOBUIII.

[{i KOMIOHEHTH Pa30M YTBOPIOIOTh €(EKTUBHY 1 THYUKY CHUCTEMY, IO JTO3BOJIIE
Niryo One BUKOHYBAaTH LIMPOKWN CHEKTp 3aBJaHb B aBTOMAaTH3allii, HaBYaHHI,
JAOCTDKEHHSAX 1 BHPOOHUITBI, 3a0€3Meuyroud BHUCOKY TOYHICTb, HAJIAHICTH 1
aJanTUBHICTD JI0 PI3HUX YMOB.

3aranbHa iHpopMalis mpo Niryo One MaHITyIsSATOp

Niryo One — ne 6-DOF (Degrees of Freedom) poGoTuzoBanuii MaHIimyJsTop,
KU po3po0IeHNH JIIsl BUKOPUCTAHHS B HABYAaHHI, JOCIIIPKEHHSAX Ta aBTOMATH3allii.
Lleli poOOT moegHye B c001 TOCTYNHICTb, YHIBEPCAJIBHICTh 1 BUCOKY TOYHICTb, IO
pOOUTH HOTO 1€aJIbHUM JIJIs1 pI3HUX 3aCTOCYBaHb, B1Jl OCBITHIX MPOEKTIB JI0 CKJIaJIHUX
MPOMHUCIIOBUX 3aBJaHb.

Masninynstop Niryo One ocHallleHHid ITICThMa CTYNEHSIMU CBOOOIH, IO AO3BOJISIE
oMy 3/11MCHIOBaTH IIUPOKUM CHEKTP PyXIB Y TPUBUMIPHOMY MPOCTOPI, 1110 BaXKJIUBO
JUISl BUKOHAHHS TOYHUX MaHIMJIALIA 3 00'€eKTaMu.

Onnieto 3 ocHOBHUX 0cobsmBocTer Niryo One € HOro THYYKICTh y ITporpaMyBaHH1
Ta IHTErpaii 3 IHIKUMHA cucTeMaMu. PoOOT miATpuMye pi3HOMAaHITHI IHTEppEncH 1ist
MIJKYEHHd Ta ynpasiiHHs, Bkiatoyatoun USB, Ethernet, a Takoxk MOXIUBICTb
mporpamyBaHHs 3a nonomoror Python abo uepes mpoctuii intepdetic Niryo Studio,
[0 JO03BOJIIE KOPUCTyBauyaM CTBOPIOBaTHM BJAcHI aJropuTMu 1 3aBlaaHHs. Bin
TaKOXK MIATPUMYE IHTETpAIlll0 3 PI3SHOMAHITHUMHU JaTYUKAMH Ta KaMmepamu JIsl
3BOPOTHOTO 3B'SI3KY 1 aBTOMATH3allii MPOIIECIB.

3aBAsSKMA CBOiM KOHCTPYKIIi Ta BUKOPUCTAHHIO BHCOKOSKICHUX CEPBOIPHUBO/IIB,
Niryo One mMo)xe BUKOHYBaTH 3aBJaHHSA, 110 BUMaraloTh BHCOKOiI MaHEBPEHOCTI Ta
TOYHOCTI, TaKl K CKJIaJaHHs, TPAHCIIOPTYBAHHS, BAMIPIOBAHHS Ta 0araTo 1HIIUX.

[Ipu 1bOMyY, MOXJIMBOCTI MIJIKJIIOYEHHSI IO PI3HUX CEHCOPIB, KaMEp Ta 1HIIMX
npuctpoiB, Niryo One mMoxe OyTH BUKOPUCTaHMN JJIsl BUKOHAHHS 3aBJaHb y TaKHX
cdepax, sIK TOCHIIKEHHS, HABYaHHS, IPOTOTUITYBaHHS Ta HaBITh Y IPOMUCIOBOCTI AJIs

aBTOMaTHu3aIli BUPOOHUUYUX TporieciB. POOOT € AOCTYymHUM Il HMIMPOKOTO KOJIa
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KOPHUCTYBaYiB, BiJl CTYJIEHTIB Ta JOCJIIHHUKIB JI0 MpodecioHamiB, 1Mo A03BOJISE HOMY
BUKOHYBATHU SIK MPOCTI, TaK 1 CKJIAH1 3aBJIaHHS 3 BUCOKOIO €(DEKTUBHICTIO.

HeoOximHi enemenTu 1is ctBopeHHs Niryo One MaHInyJsTopa

Jnst ctBopenHst madinynstopa Niryo One HeoOXigHO 310paTH pi3HOMAaHITHI
MEXaHIuHl, EJEeKTPOHHI Ta MpOrpaMHI KOMIIOHEHTH, IO 3a0e3NMeuyyloTh HOro
(GYHKIIIOHABHICTh, TOYHICTh 1 €()EKTUBHICTh Yy BUKOHAHHI 3aBAaHb. OCb OCHOBHI
€JIEMEHTH, $IKI BHUKOPHUCTOBYIOTbCS [UIsi CTBOPEHHS I[OTO POOOTHU30BAHOIO
MaHIMyJsITopA:

CepBonpuBoau  (ABUTyHH). bBe3IIITKOBI  CEpBONPHUBOIM €  KIOYOBUMHU
KOMITOHEHTaMHU JJ1s 3a0e3MeYeHHs pyXy MaHimyasTopa. BoHU BIMOBIAAIOTH 32 TOYHE
MO3UIIIOHYBAaHHS KOXKHOI JIAaHKH MAaHIMyJIATOPa, O3BOJISTIOYM JOCSTTH BHCOKOI
MaHEBPEHOCTI Ta TOYHOCTI Y BUKOHAHHI 3aBJaHb [5,0].

Hatunku. JIaTYuky € BaXJIUBUMH JJI1 OTPUMAHHS 3BOPOTHOTO 3B'S3KYy 1 TOYHOTO
YIpaBIIHHSA MaHITYISTOPOM. L{e MoKy Th OyTH JaTUMKU MTOJIOKEHHS, CUIIH, HATATY 200
Bi3yaJIbHI JAaT4YMKH, W0 JO3BOJISIOTH KOHTPOJIIOBATH PyXH MAaHIMyJIsITOpa Ta
KOPUTYBATH iX BIJAIMOBIJHO /10 3MIH Y HABKOJUIIIHBOMY CEpPEIOBHIIII.

Ocnogna mnardopma [InaTrdopma ManimysiTopa 3abe3neyye Horo cTablIbHICTS 1
MIATPUMKY, HAJlal0ud MOXJIMBICTh 3aKPIIJIEHHS MaHIMyJsITOpa Ha podOYOMYy MICII
abo 3a0e3nedyroun MOOUIBHICTh, 3aJIeXHO Biag mnoTpeOu. Bona wmoxe Oytu
CTallloHapHO 200 MaTh MOOLITbHY KOHCTPYKIIIO.

[aTepdeiicu 1uist MiIKIIOUEHHS Ta KOMYHIKaI1

Niryo One BuxkopuctoBye iHTepdeiicu it 3'€IHAHHS 3 THITUMH MPUCTPOSIMU  Ta
cuctemamu, Taki sk USB, Ethernet, Wi-Fi abo Bluetooth, s kepyBanus ta nepenaui
nanux. lle mo3Bossie 3miMCHIOBATH BiJaJICHE yYIPaBJIiHHS Ta IHTETPallil0 3 1HIIUMHU
pPOOOTU30BAHUMHU CUCTEMAMHU YU IPUCTPOSMHU.

[Iporpamue 3abe3nedenHs. [ns mporpamyBanHs MaHimyjsstopa Niryo One
BUKOPUCTOBYIOTbCS Taki muardopmu, sk Python abo crmemianizoBane mporpamse
3abe3neueHdss Niryo Studio. BoHm J03BOMSIIOTE KOpHICTYBauaM PO3POOIISTH
QITOPUTMHU ISl yTIPABIiHHSA MAaHIMYJISITOPOM, HaJalITOBYBaTH HOro poOoTy Ta

BUKOHYBATH CKJIaJIH1 MaHIMyJISI1.
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EnextpoxuBnenns ta akymysstopu s 3ade3neueHHs OesnepeliitHOT poOoTH
MaHIMyJISITOpa HEOOXIHO MaTH JDKEPeNo IKUBJEHHS, SIKE MOXE BKIIIOYATH
aKyMyJsITOpu a00 MepekeBe KUBIICHHS, B 3aJIEKHOCTI BiJl KOH(Irypaiii poOoTa.

BizyanbHi kommoHeHTH (kamepu) MaHInynsTopy MOXYTh OYTH OCHaIeHI
Kamepamu ab0 1HITUMU Bi3yaTbHUMH JAaTYUKAMU JUTsI aBTOMATHYHOTO PO3ITi3HABAHHS
00'eKTiB, TIO3UITIOHYBaHHS a00 HaJaHHS 3BOPOTHOTO 3B'S3KY IIPO CEPEIOBHIIE, IO
3abe3reuye TOYHIII OTepartii.

i emeMeHTH B KOMILUIEKC1 3a0€3Me4yI0Th CTAaOUIBHY 1 TOUHY POOOTY MaHIMyJIATOpA
Niryo One, 103B0JIAI04YM TOMY BUKOHYBATH PI3HOMaHITHI 3aBJIaHHSA B aBTOMAaTH3aIlli,
HaBYaHHI Ta 1HIMX cPepax. MexaHiuHe 3'€THaHHS JJTAHOK Ta MPUBO/IIB.

- ITouatu 31 30MpaHHs MEXaHIYHOI KOHCTPYKIIIT MaHIITyJISTOPA, 3'€IHYIOUN JJAHKH
32 JIOMOMOTOI0 TPHUBOIIB (€JIEKTPOJBUTYHIB, TIPABIIYHUX a00 MHEBMAaTUYHUX
MIPUBO/IB) 1 IAPHIPHUX 3'€IHAHbD.

- 3albe3neunTH HaJIMHE KPIMUICHHS JIAaHOK, 100 YHUKHYTH JIOQPTIB abo
HECTaOUIBHOCTI MiJi 4Yac poOOTHM MaHimynsaropa. BukopucToByBaTH BiAINOBIIHI
KpINWIbHI €JIEMEHTH, TaKl SIK TBUHTH, TAKK Ta M AMIUITHUKH.

- IlpuBogm moBHMHHI OyTH BCTAHOBJIEHI TaK, 00 BOHM MOTJU BUIBHO
nepeMilaTH JJAaHKHU Y BCIX HEOOX1JHUX CTyneHsx cBoOoau [9].

2. ITigkIr04eHHsT CEHCOPIB.

- BcTraHoBuTHM [aTyMKM KyTOBUX €HKOJIEPIB HA KOXHOMY TIPUBOJI JUIS
BU3HAYEHHS MOJIOKEHHSI MaHIMyJIATOPA B KO)KHOMY IIAPHIPI.

- Ilig'eqnaT MOMATKOBI JAaTYMKH, TakKi SIK JATYUKH 3yCHJUIS, MOMEHTY a0o
KIHIIeB1 BUMHKAY1, 0 BIAMOBIIHUX TOYOK HA MAHIMYJISATOPI.

- IlepeBipuTu HamIMHICTH 3'€HAHHS KaOENiB CEHCOPIB Ta iXHIO poOOTYy, 1100
YHUKHYTH TTIOMIJIOK Y BUMIPIOBAHHSIX.

3. [aTerparis KOHTpoIepa 3 MPUBOJAMH Ta CEHCOPaMHU.

- IlipknrounTy BUXOAM KOHTpoOJiepa A0 Kepylouyux BXOAIB mpuBojiB. Lle
JI03BOJIUTH KEPYBATH IMIBUJIKICTIO, HAIIPSIMKOM Ta TIOJIOKEHHSIM KOKHOTO TMPUBOJTY.

- BxigHi curHanu 3 c€HCOPiB MIIKIIOYUTH JI0 BIJMOBIAHUX BXOJIB KOHTpOJEpa

JUTSI OTPUMAHHS 3BOPOTHOTO 3B'SI3KY TIPO MOJIOKEHHS, CHITY Ta 1HIII MapaMeTpHu.
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- HanmamryBatu mpoTOKONM 3B'SI3KY MK KOHTPOJIEPOM Ta MPUBOJAMU IS

3a0€3IMeUCeHHS] CHHXPOHHOTO YIPABIIHHS BCiMa CTYyIIEHSIMH CBOOOIN.
4. IligxmoYeHHs JKepesa >KUBICHHS.

- 3a0e3neunTy HeOOX1/IHE KUBIICHHS JIJIsl IPUBO/IIB, CEHCOPIB 1 KOHTpoJiepa. Jlis
CJICKTPUYHHUX TPUBOAIB II€ MOXYTh OyTH aKyMyJsTopu abo OJOKHU >KUBJICHHS, SIKI
MAaloTh JOCTaTHIO MOTY>KHICTb JJI1 pOOOTH BCIX KOMIIOHEHTIB.

- [lepexonartucs, 110 BCi CHIIOB1 Ka0e MpaBUJIBHO IMIAKIIOUEHI, a Halpyra

BIJINTOBI/Ia€ TEXHIYHUM XapPaKTEPUCTUKAM KOMITOHEHTIB.

- BcranoBuTtu Bumukaui abo peie st 0€3MeYHOr0 YBIMKHEHHS] Ta BUMKHEHHS
KUBJICHHS.

5. [Iporpamua koH}irypartiisi KOHTpoJiepa.

- 3aBaHTaXWUTH MporpamMHe 3a0e3MEUEHHs B KOHTpOJIEp, sKe 3abe3nedye
YIPaBIIHHSA MaHIITYJISITOPOM.

- HanmamtyBatu ainropuTMu YyHOpaBlIiHHS, SIKI BPaxXxOBYIOThb JIaHI 3 CEHCOPIB,
KOOPAUHYIOTh PYyXHU MPHUBOMAIB 1 3alO0IraloTh MNEPEBUILEHHIO TOMYCTUMHUX MEX
MepEMIILICHHS.

- [lepeBipuTH KOPEKTHICTH pOOOTH BCiX 3'€IHAHb Ta KOMIIOHEHTIB, BUKOHYIOUH
TECTOBI PYyXU MaHIMyJISTOpPA.

JloTpyMaHHS IUX €TaliB MIJKJIOYEHHS BCIX YacTUH J03BOJISE€ 3a0e3MeunTu
6e3repediitHy poOOTy MaHIMyJsATOpa Ta HOTO TOYHE BUKOHAHHS 3aJJaHUX

Jlanku maninyisitopa. JIaHKM BUTOTOBJISIFOTHCS 3 JIETKUX, ajie MIITHUX MaTepialliB,
TaKUX SK aIIOMIHIA a00 KOMIO3UTH, IO 3a0e3neuye 3pydHy Bary i CTaOUIbHICTH
koHCTpyKuli. KokHa naHKa 3'€lHaHa 3 MONEPETHBOIO 3a JOMOMOIOI CYIJI00iB, L0
JI03BOJISIE MAHIMYJISITOPY pyXaTHCs B KUTbKOX HaNpsIMKax.

3aranbHi BiJoMOcTi Madimysstopa Niryo One.

Niryo One — 11e po60TH30BaHuil MaHIyIATOp 3 6 cTyneHsmMu ceodoau (6-DOF),
po3pobIieHni komnaHiero Niryo Jijii BAKOPUCTAHHS B OCBITHIX IIJISAX, JTOCTIIKEHHSIX
ta aBTroMmaru3auii. Llel MaHimynsaTOop NO€AHYe B CcOOl BHCOKY TOYHICTb,

YHIBEPCAJIBHICTh 1 JOCTYMHICTh, 10 POOUTH MOTO iJ€aJIbHUM 1HCTPYMEHTOM IS
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HaBYaHHS pOOOTOTEXHIIIl, MPOrPaMyBaHHIO, a TAKOX JIs BUKOHAHHS P13HOMAaHITHUX
3aBAaHb Y MPOMUCIIOBOCTI Ta HAYKOBUX JTOCIIIIKEHHSX.

Niryo One ocHaieHUil Cy4acHHMHU CEPBOIMPHUBOJAMH JIJIsI TOYHOTO YTPaBIIHHA
pyXamu, 110 J03BOJIIE€ MAHIMYJISATOPY BUKOHYBATH CKJIaAHI MAHIMYJISII1, BKIIOYAI0UH
MOHTa, TPaHCIIOPTYBaHHsI, 301pKy, MaKyBaHHs Ta Oarato iHIoro. MaHinynstTop Mae
MO>KJIUBICTB MPOTpaMyBaHHA yepe3 mpocTuil intepdeiic Niryo Studio abo Python, mio
JI03BOJISIE  KOPHCTYBauaM CTBOPIOBAaTH QJITOPUTMHM JJiI BUKOHAHHA KOHKPETHUX
3aBJIaHb.

OcnogH1 xapaktepuctuku Niryo One BKITIOYAIOTh:

1. 6 cryneniB cBobonu (6-DOF), mo nae 3Mory MaHimyJsiTopy
BUKOHYBATH IIMPOKUI CIEKTP PyXiB y TPUBUMIPHOMY HPOCTOPI.

2. Jlerka KOHCTPYKIIiSl 3 MIIIHMX MaTepialiiB, IO J03BOJISE€ 3HUZUTH
3arajibHy Bary po0oTa, OJJHOYaCHO 30epiratouv Moro MilHiCTh.

3. BHCOKOTOUYHI CEpBO-NIPUBOAM, SIKI  3a0€3MEUyIOTh TOYHE Ta

HaJIliTHe yIpaBIiHHSA KOKHUM 13 6 pyXiB MaHIITyJISITOPA.

4. IIporpamysanns yepe3 Python abo Niryo Studio, o gae 3mory
HaJalTyBaTu poOOTa Mij Pi3HI 3aBJIaHHS.

5.  T'HydkicTh 3aBIASKH MOXJIMBOCTI MIAKIIOUYEHHS JI0 PI3HUX JATUMKIB 1
Kamep JJisl 3a0e31e4YeHHs 3BOPOTHOTO 3B'SI3KY B peaJIbHOMY Yaci.

6. Jlerkuil y HamamTyBaHHI Ta IHTETpaIlli B pi3Hi cepeOBHINA IS
aBTOMATHU3aIlii, MPOTOTUITYBaHHS Ta HAYKOBUX JOCTIIKCHD.

Niryo One — 11e yHiIBepCaJIbHUN IHCTPYMEHT JJIsl OCBITHIX YCTaHOB, JabopaTopii,
cTapTamiB 1 HaBITh JUISI MaJIOTO Ta CEPEIHbOTO OI3HECy, SIKUW XOoue IHTErpyBaTu
pOOOTOTEXHIKY Ta aBTOMATH3AIlll0 Yy CBOI MpOIECH. 3aBISKH CBOI MPOCTOTI
BUKOPUCTAHHSA 1 aJanTUBHOCTI 1€ MAaHIMyJSTOP JO03BOJISIE IIBHIKO OCBOIOBATH
OCHOBH pOOOTOTEXHIKH, MPOTPaMyBaHHS Ta MAlTHHHOTO HaBYaHHSI.

Onuc Niryo One manimyssiTopa

Niryo One— 1e poOOTH30BaHUI MAaHIMyJISTOP, PO3POOJICHUIA /Ui HaBYAHHS,
JOCIIKEHb Ta aBTomMaTu3ailii. Bin Mae 6 ctyneniB cBodoau (6-DOF), mo nae iomy

MOMKJIUBICTh BHUKOHYBATH IIHUPOKUAN CIEKTP CKIQJAHUX MAHIMYJALIA, TaKuX SK

21



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

CKJIQJIaHHSl, TPAHCIOPTYBAHHS, IAKyBaHHS, 3BaplOBaHHS, a TaKOX pI3HI THUIH
BUMIPIOBaHb 1 AocikeHb. Manimysstop Niryo One € 3py4HUM 1HCTPYMEHTOM JIJist
THX, XTO X0U€ BUBYATH POOOTOTEXHIKY, MPOTpaMyBaHHS Ta IHTErPaIil0 TEXHOJIOTIHN Yy
pi3HUX cdepax.

OcHoBHi xapaktepuctuku Niryo One:

1. 6 crymeniB cBobomu (6-DOF) A1-A6: Ile mae MOXIMBICTH MaHIMYJIATOPY
3M1MCHIOBATH TOYHI W CKJIaAHI PpyXd B TPUBHMIPHOMY IIpOCTOpi, 3abe3leuyroun
MaHEBPECHICTb, SIKa HEOOXiHA /11 BUKOHAHHS PI3HOMAHITHUX 3aBAaHb

2. Mexaniuyna koHCTpyKIis: Niryo One mae Jierky, ajie MIiIIHY KOHCTPYKIIitO,
BUT'OTOBJICHY 3 QJIIOMiHIIO Ta KOMIIO3UTHUX MaTepiaiiB. Lle 3a0e3nedye HamiMHICTB 1
3MEHIIY€ 3arajabHy Bary, 10 Ba>KJIMBO JJIsl TOUHOCTI PyXiB.

3. CepBoIpuBOAN BUCOKOT TOYHOCTI: MaHIMyJISATOp OCHAIICHUI O€3IITKOBUMU
CEPBOMPHUBOJAMH JJII KOKHOTO 3 CTYNEHIB CBOOOIH, 1110 JO3BOJISAE JOCIATTH BUCOKOI
TOYHOCTI Ta CTa01ILHOCTI B pyXax.

4. IlporpamyBannsa uepe3 Python a6o Niryo Studio: KopuctyBaui MOXyTb
MporpamMyBaTH MaHIMYJSATOp Yepe3 IMOMyJIIpHy MOBY mporpamyBaHHs Python a6o
yepes cremanbHe mnporpamue 3abesmeueHHs Niryo Studio. Ile mae MOXIMBICTB
CTBOPIOBATH aJTOPUTMH I aBTOMATH3aIlii 3aBAaHb Ta iHTErPyBaTH MAHIMTYJISATOD 3
IHIIIMMHU T€XHOJIOT1SIMH.

5. IligkmioueHHS JOAATKOBUX JaTyukiB Ta kamep: Niryo One MoxHa
OCHAIIYBAaTH Pi3HOMAHITHUMHU JAaTYNKAMH, BKITIOUAIOUN KaMepH JJISI KOMITFOTEPHOTO
30py Ta 1HII CEHCOpPH, IO JI03BOJISIE BAKOHYBATH 3aBAaHHS 13 3BOPOTHUM 3B'SI3KOM 1
3a0e3reuyBaTy OUIBII CKJIQIHI MaHIITYJISIII].

6. T'HyukicTb Ta aJanTUBHICTh: MaHIMyJATOp MOXHA HAJIAIITOBYBaTH s
pPI3HHX THWITB 3aBAaHb, BiJI HABYAJBHUX IMPOCKTIB JIO TMPOTOTUITYBAaHHA Ta
aBTOMaTH3allli BUpOOHUIITBA (puUC.2).

7. Inrepdeiicu 3B's3ky: Niryo One miaTpumye komyHikaiiio yepe3 USB,
Ethernet 1 Wi-Fi, mo go3Bosisie 3pyyHOo MiAKIIOYaTH MAHIMTYJISITOP O KOMI'TOTEPIB Ta
IHIIMX IPUCTPOIB.

Xapaxkrepuctuku Niryo One MaHITyJIsTOpa 3B€/IeH] B TAOIHIIO 1.

22



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

3acTOCYyBaHHS:

Niryo One BHUKOPUCTOBYETHCS HJisi HaBYaHHA pPOOOTOTEXHIlll, HAYKOBUX
JOCTIKEHb, a TaKOXX Yy TMPOMHUCIOBOCTI Ta aBToMaTH3ailii. 3aBASKA CBOIA
YHIBEPCAIBHOCTI, MAaHINYJSITOP 1J€abHO MIAXOAWTH I J1abopaTopiid, OCBITHIX
YCTaHOB, CTapTaIliB Ta MMiAMPHUEMCTB, 1110 MPAIIOI0Th Y cdepi aBToMaTHu3allii MpoIiecis,

CTBOpEHHS MPOTOTHUIIIB 00 TECTYBaHHS HOBUX TE€XHOJOT1H.

Pucynoxk 2 - Onuc Niryo One maninysnsitopa [12].
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Tadoauusa 1- Xapakrepuctuku Niryo One mMaHiIysiTopa

[TapameTtp 3HaueHHs

KinbkicTb cTymeHiB cBOOO U 6

MakcumainbHa poboua o6acts 0.6 M (pajiyc)

TouHIICTD +0.5 mm

MaxkcuMalibHE HaBaHTAKEHHS, 4.2 xr

Tum npuBoxy CepsomnpuBoaun

Jliana3oH KyTiB IOBOPOTY +180°
HIBUAKICTB pyXy o 0.4 m/c

CucreMa kepyBaHHA Linux, Windows, MacOS
JlaTunkn [linTpumKa KaMepu, JaTYHUKIB 1J15

KOMIT FOTEPHOTO 30py

BixuBana enepris 12B,2 A

KuBnenus

Niryo One — 11e poOOT-MaHIMYJSATOpP, SIKUW 3a3BUYali BUKOPUCTOBYE CTaHIaPTHE
YKUBJICHHS Yepe3 aJlantep, NAKII0UYEHUN 10 eIeKTpUYHOI Mepexki. OCh KiJIbKa JeTanei
1010 JKUBJICHHSI IILOTO pobOOTa:

Hanpyra: Niryo One 3a3Buyaii mpaiftoe Bij Jpkepesia ®UBJICHHs 3 Hanpyrowo 12 B.
Ile cranmapTHe »XUBJICHHS JJIsi 0araTboX POOOTHM30BAaHUX CUCTEM, SIKE 3a0e3reuye
JIOCTaTHIO TOTYXKHICTh JJI1 pPOOOTH CEPBOMOTOPIB Ta 1HIIMX KOMIIOHEHTIB
poOoTa.Anantep >KUBJICHHS: Y KOMIUIEKTI 3 poOOTOM MoOxe OyTH ajgantep s
MIIKITIOUYCHHS 70 CTaHJAPTHOI EJIEKTPUYHOI PO3ETKH, KU 3abe3nedye cTabuIbHE
KUBJICHHSL.

CnoxuBaHa MoTy>kHicTh: CrokuBaHa MoTy>XHICTh Niryo One Moxe 3MIHIOBAaTUCS

B 3aJIC)KHOCTI BiJ 3aB/IaHHA, iK€ BUKOHY€E poOoT. I1i1 yac iIHTEHCUBHUX MaHIITyJIALIN 3
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BOKKHUMHU 00'€KTaMU YM IIBUIKUX PYXiB MOKE CIIOKMBATUCS OUIbIIIE €HEPTii.

barapei (omis): 3a3Buyail poOoTa KUBUTHCS BiJl alanTepa, OJHAK MOYXHA TaKOX
BUKOPHCTOBYBATH CIICIIAIbHI aKyMYyJIATOPH JUIsi aBTOHOMHOI pPOOOTH B JESKHX
MozesX abo MoaudiKalisX.

3aranom, Niryo One — 11e IOCUTh €HEeproe(peKTUBHUN POOOT, 110 MPAIIOE Bij
CTaHJIapPTHOTO JyKepena kuBieHHsa 12 B g 3a0e3neuenns ctabiabHOI poOoTH.

Bxoau ta Buxogu. Po6ot Niryo One mae pi3HOMaHITHI BXOJW Ta BUXOAM IS
B3a€EMOJIII 3 HABKOJMIIHIM CEPEIOBHUINECM 1 IMAKIIOYCHHS JO I1HIIUX MPHUCTPOIB.
OCHOBHI THUITY BXO/IiB 1 BUXO/1B, siKi jocTymnH1 y Niryo One: Buxoau (Output) Bxoau
(Input):

CepBomoropu: Niryo One BHUKOPUCTOBYE CEpPBO-PYXOMI MEXaHI3MHU Jis
MaHImyJIs1i# 13 00'ekramu. KokeH 3 X cepBOMOTOPIB MOXKHA KOHTPOJIOBATH Yepe3
BI/IMOBIIHI BUXO/IU Ha IJIaT1 KOHTpoJiepa. Buxoau Ha riiaTi BIAMOBIIAIOTH 3a Mepeiavy
CUTHAJIIB JIJI1 TOUHOTO KepyBaHHA pPyXaMu PYKHU poOoTa.

[TinkroueHHs 10 JKepena xuBjieHHs: OCHOBHUN BUX1J — 1€ MIAKIIOYEHHS 0
ajanTepa UBJIEHHSA g mogadl mnoctidHoro ctpymy (12 B). Ile 3abesneuye
€HEPreTUYHY MOTYKHICTh JIJIsi pOOOTH BCIX KOMITOHEHTIB.

KomyHikarliiiHi nopTu.

USB-noptu: BUKOPHUCTOBYIOTHCS IS IMIAKIIOYEHHS po0OTa 10 KOMIT'IOTEpa IS
HaJalITyBaHHs a00 MPOrpaMyBaHHS.

Ethernet-mopr. Iy migkmtoueHHs poOOTa 10 JIOKAJIbHOT MEPEXK1 111 MOHITOPUHTY
Ta YIpaBIiHHA 4Yepe3 BiajganeHuit goctyn. latumku mosnoxkeHHs ([HKpemMeHTasbHI
JaTYuKK): BXIiJHI CUTHaIM 3 JATYMKIB TO3MUIIT BUKOPUCTOBYIOTHCS IS TOYHOTO
BU3HAYCHHS MICIIS PO3TAIlyBaHHS KOKHOT'O CEpPBOMOTOpa poOoTa.

Hatuuku cunu: Lle qaTanku, 1o BUMIpIOIOTH CHIIH, 3aCTOCOBAHI 0 MaHIMTyJISITOPA,
O0COONIMBO BaKJIMBI JJIsS 3a/ad, 110 BHMAaralOTh BHCOKOi TOYHOCTI ab0 M'SIKOTO
B3a€MO/IIT 3 00'€KTaMH.

Kamepa abo 300paxkeHHs: 3a JOMOMOTO0 MIJKIIOYSHUX KaMmep (HalpHuKIa:, 3a
nornoMoror RPi kamepu abo 1HIIUX CEHCOPIB) pOOOT MOKE 3/11MCHIOBATH Bi3yallbHE

CHPHUUHATTS, OTPUMYBATH 300paKCHHS Ta BUKOPUCTOBYBATH iX [IJI1 BU3HAYEHHS
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00'€KTIB YU MO3UI[IOHYBAHHSI.

Po3s'emu m1s1 30BHIIIHIX JaTYUKIB a00 nepudepii:

Po6or mae kimpka pos'emiB GPIO (General Purpose Input/Output) mms
MIIKITIOYEHHST  JTOJAATKOBUX  JAaT4WMKIB  4u  mpucTpoiB. Ll mopTtu  MOXyTh
BUKOPUCTOBYBATUCS JJIsi IHTErpamii 3 pi3HOMaHITHUMHU 30BHIIIHIMH CEHCOPAMH,
TaKUMH SIK JATYUKH TEMIIEpaTypH, BOJOTOCTI UM 1HII1 iHTepdeiicu s poO0TU30BaHUX
CUCTEM.

[aTepdeiic qis mporpaMmyBaHHS:

BuxopucroBytotbces ctangaptHi Bxoau uepe3 USB a6o Ethernet juist migkimtoueHHs
710 KOMIT'IOTepa, HATAIITYyBaHHS Ta KEpyBaHHS pOOOTOM 3a JOTIOMOT'OI0 ITPOrPAMHOTO
3a0e3neueHHsl, sike MOXKHa HasamTyBaTh yepe3 APl abo uepes rpadiunmii iHTepdeiic.

3aranpH1 XapakTepucTUKH Bxo1iB/BuxoiB Niryo One:

[Toptu GPIO: MarTh po3MHpIOBalibHI MOXJIUBOCTI ISl JOJaBaHHS HOBHX
CeHCOpIB a00 aKkTHBAIlil 30BHILIHIX MPUCTPOIB.

Iatepdetic USB/Serial: Jlna miakmouenns po IIK ans kepyBanHs abo
MpOrpaMyBaHHSI.

Ethernet/Wi-Fi: Jlng 3'eqnanHs depe3 JOKanbHYy Mepexky ado IS BiJIaieHOTO
JOCTYTLY.

3aBasku TakuM BxogaM 1 BuxojgaMm Niryo One Mae BUCOKY THYYKICTH JIJIst
iHTerpai 3 1HIIMMHA NPHUCTPOSMH Ta MOMKJIMBICTh BUKOHAHHS CKJIQIHUX 3aBJIaHb,
TaKUX K MaHIyJIIOBaHHS 00'eKkTaMu, 0OpOOKa CEHCOPHUX JaHUX 1 HaBITh poOOTa B
CKJIQJHUX yMOBax [7].

3B's130K, 3B's130K y poOoTi Niryo One opraHizoBaHO 3a JIOIMOMOIOI KIJBKOX
KJIFOUOBUX TEXHOJIOT1H Ta 1HTepdeiciB A 3a0e3MeUeHHsI KOMYHIKAI[li MK pOOOTOM,
KOMITFOTEpPOM a00 1HIMUMHU TTPUCTposiMu. Och OCHOBHI criocoOu 3B's13ky Niryo One:

l. Ethernet (IIpoBiaHuii 3B'430K):

Ethernet mopt Ha Niryo One 103B0JIsI€ MIAKIIOYUTH poOOTa 10 JTIOKATBLHOT MEpPEexKi
(LAN). Lle nae MOXITUBICTb 3/1ICHIOBATH MOHITOPUHT, TPOTPaMyBaHHS Ta KEPyBaHHS

pPOOOTOM uepe3 MEPEKY.
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Take MiAKIIOYEHHS 103BOJISIE OPTraHi3yBaTH BiAJalEHUH IOCTyN A0 poboTa aJis
HaJAIITyBaHHA 1 YHOPaBIiHHSA, a TakoX 1HTerpyBatd Niryo One B Ouiblil
aBTOMATU30BaHI CHCTEMH.

2. Wi-Fi (besnpoBiiHuii 3B'130K):

Wi-Fi € 3pyuynuM BapiaHToM s 3B'sS3Ky 3 pobOoTtom 0e3 HEoOXiTHOCTI
HiIKII0YeHHS dyepe3 kabenb. 3a momomororo Wi-Fi poGoTta MoXKHA MiJKIIOYUTH J0
JIOMAIIIHbOI Y1 KOPIIOPATUBHOI MEPEXKI.

Ile mo3BOMsIE BUKOPHCTOBYBATH TMpOTpaMHE 3a0€3MEUCHHs] sl KepyBaHHS
poboToM uepes BeO-iHTepderic ado cnemianbai APl mis Bignanenoro kepyBanss [8].

3. USB ([nst mporpamyBanHs Ta HanamrtyBanHsa): USB-nopt Ha Niryo One
JI03BOJISI€ MIAKIIOUUTH poOoTa Oe3mocepeHho A0 kKoMmm'torepa. lle 3pyuHo s
HaJalllTyBaHHS Ta TMporpaMmyBaHHa po0OoTa 3a  JIONOMOIOK0 CHEIllaIbHOTrO
MIpOrpamMHOro 3ade3neyeHHs ado yepe3 KOMaHIHUH PSIOK.

3a 1onomMororo nboro iHTepdeiicy MoxkHa 0€e3Mocepe/IHbO epeIaBaTH THCTPYKIIIT
ab0 OTpUMYBATH JIaH1 BiJl poOOTa.

4. InTepdeiic qs nporpamysanus (API):

API nns mporpaMmyBaHHS Ja€ 3MOTY KOPUCTyBadam pPO3POOJISITH CBO1 BIIACHI
nporpamMu Jyisi yrpasiiiHHS poootoM. YUepe3 11 APl mMokHa mucaTu CKpUNTH AJis
aBTOMAaTH3allli 3aBJaHb, MIKIIOYATH Pi3HI JaTYUKU UM 1HII TTPUCTPOI.

API migrpumye Python, mo € momynspHOIO MOBOIO it pOOOTOTEXHIKH, Ta
J03BOJISIE B3a€EMOJISITH 3 poOOTOM yepe3 mepexy, USB abo ixmn intepdeiicu.

3. Cencopu 1 kKamepH (JJ1s1 B3aEMOJIT 13 CEPEIOBHIIIEM):

Niryo One moke OyTH OCHAIIEHU CEHCOpaMU Ta KaMepamH, IO JIO3BOJISIOThH
po0OOTYy 3M1MCHIOBATH Bi3yalbHUM 3B'SI30K 13 30BHIMIHIM CBITOM. 3a JIOMTOMOTO0 ITUX
CEHCOPIB pOOOT MOXKe «O0aunTU» 00'€KTH, a TAKOK OTPUMYBATH JaH1 JJIT BUBHAYCHHS
CBOIX pYXIB 1 MaHIMyJISALIM.

Kamepa abo cencopu, taki sk RGB kamepa abo LiDAR, MoxxyTh OyTH MIIKITIOUEHI
JUTS pO3MTi3HABAHHS 00'€KTIB Ta B3a€MO/IIT 3 HUMH Yepe3 BIJIMOBIIHI IHTEphEnCH.

6. Honatkosi npuctpoi uepe3 GPIO:
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GPIO mnoptu (General Purpose Input/Output) nHa Niryo One MOXyTh
BUKOPUCTOBYBATHUCS JIJIS TKIIFOUEHHS T0JAaTKOBUX CEHCOPIB, IPUCTPOIB UM aKTUBAIII]
30BHINIHIX ejeMeHTiB. Lli mopTH TakoX MOXYTh BHUKOPUCTOBYBATHUCA IS
0e3MpoBiTHOTO ab0 MPOBOJOBOTO 3B'SA3KY 3 I1HIIMMHU MIKPOKOHTPOJIEpAMH UM
JTaTYNKAMHU.

7. MepexeBi MpOTOKOJIN Ta CEPBICH:

Niryo One niaTpumye pizHi MepeskeBi mpoTokonu, Taki sk TCP/IP, s 3pyuHoro
T IKJTFOYEHHS JI0 30BHIIIHIX CEPBICiB, M0 03BOJISIE OPTaHI30BYBATH 3B'SA30K 3 1HIIIUMH
MPUCTPOSIMU YU TIPOTPaMaMH JIJIsi OUIBII CKIIATHUX aBTOMATU30BAaHUX CUCTEM.

8. [aTepdeiic s BiA1aneHOrO KepyBaHHS:

JUist KopucTyBayiB JOCTYIHI Pi3HI 1HTepdelcH Uisl BIAJAIEHOTO KEepyBaHHS
poboTOM, HampuKiIaa, depe3 BeO-Opaysep abo crermiaabHl MOOUIBHI JOJATKH, IO
MIIKTI04YatoThes 10 podota mo Wi-Fi abo Ethernet [9].

Ile no3BoisiE BUKOHYBaTH 3aBJaHHs 0Oe3 HEOOXIAHOCTI (PI3MYHOI MPUCYTHOCTI
opy4 3 poOOTOM, a TaKOK HaJaBaTH JIOCTYII 10 Oro HajalTyBaHb Y€pe3 IHTEPHET.

9. 3B'A30K 3 IHIIUMH POOOTAMH:

3a 1OMOMOro0 CreliadbHUX MPOTOKOJIIB Ta MPOTPAMHOTO 3a0€3MEUEeHHS MOYHA
HaJAIITYBaTH 3B'SI30K MIXK KiIJIbKOMa pobotamu Niryo One Jj1s1 BAKOHAHHS CHIJIbHUX
3aBllaHb, TAKUX K CKJIaJaHHs, TPAHCTIOPTYBAHHS UM 1HIIUX KOOPIUHOBAHUX JIii.

TexniuHi xapakTepucTUKu Niryo one MaHimyssiTopa

1. Bucora: npubnusuo 40 cm.

2. JloxxuHa poO0YOT0 MpocTopy: 10 40 cM, 3aJIKHO BiJI IMOJOKEHHS PYK.

3. Bara: 6au3bko 3.5 kr.

4. Marepianu: KOHCTPYKIIiSI BUTOTOBJICHA 3 QJIOMIHIIO Ta MJIACTUKY, IO
3a0e3mneuye JIETKICTh 1 MIITHICTb.

5. Po3mipu ocHOBH: 06a3za poboTa Mae KBaapaTHy ¢Gopmy, 3 po3MipaMu

npu6sm3HO 30 cM Ha 30 cwm.

Po3pobmoersest 3D monens Niryo one manipulator B 3actocynky CoppeliaSim

(puc.3)
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Pucynok 3 — 3D monens Maninyssitopa y nporpami CoppeliaSim (pi3Hi pexxumu
poboTH)
Jlxeperno pucyHka: CKpiH ekpaHa (po3poOka aBTopa)

[TinknrouenHst koMnoHeHTiB Niryo one MaHimyssiTopa

JIJisi mpaBWIIBHOTO CKJIaJIaHHS Ta I1HTETpallii KoMIoHeHTiB pobora Niryo One
HE0OX1THO BUKOHATU HACTYITHI KPOKH 010 MAKIIOYEHHS JJAHOK, TPUBO/IIB, CEHCOPIB,
KOHTpOJIEpa Ta JKepesia AKUBJICHHS.

1. MexanivHe 3'€THaHHS JaHOK Ta MIPUBO/IIB:

[Touatu 31 30MpaHHs MEXaHIYHOI KOHCTPYKIIi po0oTa, 3'€JHYIOUN MaHIMyJISATOPHI
JIAaHKY 32 JOMOMOTO0 MPUBOIIB (€IEKTPOABUTYHIB) 1 MAPHIPHUX 3'€THAHB.

3a0e3neunTy HajlliHEe KPIJICHHS JIaHOK, WI00 YHUKHYTH JOQTIB abo

HecTabUTRHOCTI i 9ac poboTH poboTa. [[ist 1Is0ro C1il BUKOPUCTOBYBATH BiJOBIIHI
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KPIMWIbHI €JIEMEHTH, TaKi K TBUHTH, TAKU Ta MM AMIUITHUKA.

[IpuBomu mOBHUHHI OyTH MPaBWJIBHO BCTAHOBJICHI IS 3a0€3MEUCHHS BIIBHOTO
PYXy JaHOK y BCIX HEOOX1JHUX HANpsSIMKaXx.

2. IligxmrodeHHs ceHCOpiB: BCcTaHOBUTH AaTYMKU TMOJIOKEHHS (1IHKpEMEHTaIbHI
EHKOJICpH) Ha KO’)KHOMY MPUBO/II /711 BU3HAYECHHS TOYHOTO TIOJIOKCHHS MaHIMYJIATOpA
Ha KO’KHOMY IHIapHIpi.

[TigKII0YNTH TOJATKOBI CEHCOPH, TakKi SK JaTYMKUA CHJIM, KIHIIEBI BUMHKa4il a0bo
1HIII, 71T MOHITOPUHTY 3yCUJIb 1 IEPEBIPKU MEXK PYXy MAaHIIYJISATOpPA.

[lepeBipuTH HAIMHICTD MIIKIIOUYEHb KaOeIiB CEHCOPIB 1 IXHIO KOPEKTHY POOOTY,
1100 YHUKHYTH TOMUJIOK B JJAHUX.

3. Iurerpaiis KOHTpoJepa 3 MPUBOJAAMU Ta CECHCOPAMHU:

[linkiouuT BUXOIM KOHTpOJEpa J0 KEpyHUYUX BXOJIB MPUBOAIB IS
PETYIIOBaHHS IIBUIAKOCTI, HAMPSMKY 1 IMTOJI0KEHHS KOKHOTO TTPHBOTY.

[Tin'enHatu BXiAHI CUTHAJIMU BiJl CEHCOPIB /10 BIAMOBIHUX BXO/I1B KOHTpOJIEpa s
OTPUMAaHHS 3BOPOTHOTO 3B'S3KYy PO MOJOXKEHHS MaHIMyJATOpa, 3yCHUJUIs a0o 1HIII
BAXKJIMBI [TapaMeTPH.

HanamryBat mpoTOKONMM 3B'SI3KY MIK KOHTPOJIEPOM 1 TMPUBOAAMH, 1100
3a0€3Me4YnTH CUHXPOHI3AIII0 PyXiB Ta TOYHE YIPABIIHHS BCIMa CTYNEHSIMH CBOOOIU
pobora.

4. TlipxirodeHHs JKepesia >KUBICHHS:

3a0e3neunT HEOOXIJHE JKMUBJICHHS JUIsl MPUBOAIB, CEHCOPIB 1 KOHTpOJepa,
MIIKIIOYMBIIN aJanTep XUBJIEHHS a00 aKyMyJsITOp, IO BIATNOBIAa€ BUMOTraM IO
HaIpy3i Ta MOTY>KHOCTI.

[lepexkoHaTucs, MO BCl CUJIOBI KaOenl MiAKIIOYEHI MpPaBWIbHO, a Hampyra
BI/IMOBiIa€ TEXHIYHUM XapaKTePUCTHKAM KOMIIOHEHTIB po0oTa.

BcranoButu BuMHKadi abo pene i OE3MEYHOro BKIJIIOUYEHHS 1 BUMKHEHHS
YKUBJICHHS po0OTa.

5. TIporpamna koH}iryparlisi KOHTpoJepa:

3aBaHTOXUTH MPOTrpaMHe 3a0e3MeueHHs] Ha KOHTpoJiep poboTa, sike 3abe3neuye

KEepYBaHHs MaHIMyJISATOPOM.
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HanamryBary anropuTMu yropaBiiiHHs, 10 OOpOOJSIOTH JlaHi 3 CEHCOpPIB 1
KOOPAWHYIOTh PYXH TIPUBOJIIB, a TAKOXK MOMEPEIHKAIOTh PO MOXKIIMBI TIEPEBUILICHHS
nonyctumux mex [10,11].

[TepeBipuTu poOOTY BCiX KOMITIOHEHTIB, BUKOHYIOUH TECTOBI PyXu pobdoTa s
NEePEeBIPKU TOYHOCTI BUKOHAHHS 3aB/IaHb.

JloTpuMaHHS ITUX €TaIliB MiAKII0OUEHHS Ta HaJalITyBaHHS JO3BOJIUTH 3a0€3MCUUTH
HaiiiHy Ta TouHy poOoty poboTta Niryo One, a TakoX TapaHTyBaTH NPAaBHIbHE
BHKOHAHHS 3ajaHux Aii [10].

3naroun ski ¢yHKIII MOBMHHA BUKOHYBAaTHU JlaHa po3poOka Oyria HamucaHa
nporpama. @parMeHT KOJy:

function sysCall _init() sim = require('sim')

proximity = sim.getObject('../Proximity sensor');

conveyorPath = sim.getObject('../conveyor');

proximity 1 = sim.getObject('../Proximity sensorl');

conveyorPathl = sim.getObject('../conveyorl");

end

function sysCall actuation() end

function sysCall sensing()

1, d, p, h, n=sim.readProximitySensor(proximity)

--sim.writeCustomTableData(conveyorPathl, ' ctrl ',

{vel =0})

if(r > 0) then

sim.writeCustomTableData(conveyorPath, ' ctrl ',

{vel = 0}) sim.writeCustomTableData(conveyorPathl, ' ctrl !
{vel=0.1})

end

rl, dl1, pl, hl, nl=sim.readProximitySensor(proximityl) if(r1 > 0)
then
sim.writeCustomTableData(conveyorPathl, ' ctrl ',
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{vel = 0}) sim.writeCustomTableData(conveyorPath, ' ctrl__ ",
{vel =0.1})

end

end

function sysCall cleanup() end
sim=require'sim’

-- This is a threaded script, and is just an example!

function moveToConfig(handles,maxVel,maxAccel,maxJerk,
targetConf) local params = {

joints = handles, targetPos = targetConf, maxVel = maxVel,
maxAccel = maxAccel, maxJerk = maxJerk,

}

sim.moveToConfig(params)
end

function sysCall thread() sim.wait(40)

local jointHandles={} for i=1,6,1 do

jointHandles[i]=sim.getObject('../Joint', {index=i1-1}) end

local connection=sim.getObject('../connection') local
gripper=sim.getObjectChild(connection,0) local gripperName="NiryoNoGripper"

if gripper~=-1 then gripperName=sim.getObjectAlias(gripper,4)

end

-- Set-up some of the RML vectors:
local vel=20 local accel=40 local jerk=80 local

max Vel={vel*math.pi/180,vel*math.pi/180,vel *math.pi/180,vel*math.pi/
180,vel*math.pi/180,vel*math.pi/180}

local
maxAccel={accel*math.pi/180,accel*math.pi/180,accel*math.pi/180,accel *math.
pi1/180,accel*math.pi/180,accel*math.pi/180}

local maxJerk={jerk*math.pi/180,jerk*math.pi/180,jerk*math.pi/180,jerk*math.pi/
180,jerk*math.pi/180,jerk*math.pi/180}

local targetPos1={-90*math.pi/180,-15*math.pi/180,0*math.pi1/180,0*math.pi/
180,-38*math.pi/180,-90*math.pi/180}

moveToConfig(jointHandles,maxVel,maxAccel,maxJerk,targetPos1)
sim.setInt32Signal(gripperName..' close',1)
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sim.wait(4)

local targetPos3={0,0,0,0,0,0}
moveToConfig(jointHandles,maxVel,maxAccel,maxJerk,targetPos3)

local targetPos2={90*math.pi/180,-15*math.pi/180,0*math.pi/180,0*math.pi/
180,-36*math.pi/180,-90*math.pi/180}

moveToConfig(jointHandles,maxVel,maxAccel,maxJerk,targetPos2)
sim.clearInt32Signal(gripperName..' close')

sim.wait(4) moveToConfig(jointHandles,maxVel,maxAccel,maxJerk,targetPos3)
end

3D mopens 1 koa MaHinynaropa B mporpami CoppeliaSim npeacTtaBieHo Ha puc. 4.

Pucynoxk 4 - 3D Mozenb 1 koa MaHinyJsitopa B mporpami CoppeliaSim

JI>xepeno pucyHka: CKpiH ekpaHa (po3poOKa aBTopa)
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Ckertu. Y miporieci po3po6ku Oyiia pozpobisiena 3D monens 1j1s AeMoHCTpaltli

poOOTH CUCTEMH PUCYHOK 5

7 Simulation script "/Script" m} X
wa 2 O wE E)~F~

Bfunction sysCall init()

sim = require('sim')

proximity = sim.getObject('../Proximity sensor');

conveyorPath = sim.getObject('../conveyor');

end

Bfunction sysCall actuation()

E
2
3
4
S
6
Y
8
9

end

BHfunction sysCall_ sensing()

r, d, p, h, n=sim.readProximitySensor (proximity)

14 |&| if(r > 0) then
print (conveyorPath)
sim.writeCustomTableData (conveyorPath, ' ctrl ', {vel = 0})
——sim.writeCustomTableData (conveyorPath,' ctrl ', {pos=0.9})

- end

Pucynok 5 — ®parmeHT Koy Mporpamu - 1eMOHCTpAIlii poOOTH CUCTEMHU.

Jlxepesio pucyHka: CKpiH ekpaHa (po3poOka aBTopa)

1.1.3  7-DOF MAHIIIYJIATOP

7-DOF maninynstopu, abo poOOTU30BaHI PyKH, MalOTh CEMHU CTYIIEHIB CBOOO/IH,
o0 HaJae iM MOXJIMBICTb BHKOHYBAaTH CKJIQJHI MaHINYJALll B TPUBUMIPHOMY
npoctopi. L{i MaHImyasTOpU YacTO BUKOPUCTOBYIOTHCA B PI3HHUX Traly3siX, TAKUX SIK
MIPOMUCJIOBICTh, MEIMITMHA, JOCIIIPKCHHS Ta aBTOMATH3alIisl.

Koncrtpykuia 7-DOF maninmynsitopa

1. CepBonpuBoau

KoxxeHn ctymiHb cBOOOAM MaHIMyJsTOpa 3a3BUYail peaizyeTbesl 3a JOMOMOTOIO
CEpBOMPUBOJIB, fAKI 3a0e3MeuyloTh TOYHE ympaBiiHHSI pyxamu. CepBonpuBOIU
MOXYTh OyTH €JNeKTpUUYHUMHU ab0 NHEBMAaTHUYHUMH, 3aJIEKHO BiJ BHUMOT [0

MaHinyJsiTopa (PUCYHOK 6).
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2. KineMaTu4Huii Ja”IIOT

7-DOF maHinynsTopu CKIaatoThes 3 ACKIIbKOX JIAHOK, 3'€IHAHUX MIXK COOO0I0 3a
goromororo cyrino0iB. KiHeMaTuyHul JaHIIOr BU3HAUYAE, SIK KOKEH PyX BIUTUBAE Ha
MO3UIIII0 Ta OPIEHTAIIII0 MAHIMYJISITOPa B MPOCTOP1 (PUCYHOK 7).

3. Po6oua obmacth

3anexHo Big koHCTpyKii, 7-DOF maninynsTopu MaroTh pi3Hi podoui o0iacTi, ki
BH3HAYaOTh MAaKCUMaJIbH1 BiZICTaH1 1 KyTH pyXiB. Lle BaXXJIMBO /1711 BUKOHAHHS 3aB/IaHb
y TIEBHUX YMOBaX.

4. JlaTuuku

Jist  3a0e3medeHHs TOYHOCTI 1 KOHTPOJIIO PYXiB MAaHIMYJSITOPH YacTo
OCHAIIYIOTHCS PI3HOMAaHITHUMH JaTIYMKAMU, TAKUMH SIK JTATIYNKHU TIOJIOKCHHS, CUJTH Ta
MOMEHTY. BOHU 103BOJISIIOTH OTpUMYBATH 1H(MOPMAILI0 TIPO CTaH MaHIMyJIsATOpa Ta
KOPUTYBAaTH WOTO PyXH.

5. KontponrsHa cucrema

VYmopasninuss  7-DOF  MmaHimynsitopoM  3A1HMCHIOETBCA 32 JIOTIOMOTOIO
MikpokoHTpoJsiepiB abo IIK, mo mo3Bomise peamizyBaTd pi3HI aITOPUTMH IS
MJIaHYBaHHS PyXiB, KOPEKIIIi TPAEKTOPii Ta B3a€EMO/Ii1 3 HABKOJIMIIIHIM CEPEIOBUIIIEM.

Xapakrepuctuku 7-DOF maninynsitopa 3B€/1IeHO B TaOIUIO 2

Pucynoxk 6 - 7 dof manipulator [12].
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3actocyBanHus 7-DOF maninymnstopa

7-DOF maninynsaTopy 3HalIUIA IIMPOKE 3aCTOCYBaHHS B TakUX cdepax:

- I[IpomucnoBicTh: 3aCTOCOBYIOTHCS AJIS 30MpaHHS, 3BapIOBaHHS, TTAaKyBaHHS Ta
KOHTPOJIIO SIKOCTI.

- Menununa: BukopucToByIOThCS B Xipyprii, e He0OXiJHa BUCOKA TOUHICTb.

JocmikeHHsi:  3aCTOCOBYIOTBCS B €KCHEPUMEHTaX 3  POOOTOTEXHIKH,
aBTOMATHU3Alll] Ta IITYYHOTO IHTEIEKTY.

-Apt: B neskux Bumaakax 7-DOF MaHIMyasTOpM BHUKOPHUCTOBYIOTHCS MJIs

CTBOPCHHA MUCTCHBKHUX HpOCKTiB.

Pucynok 7 - Onuc 7-DOF maninynsitopa [12].

Tabauus 2 — Xapakrepuctuku 7-DOF maninymnsitopa

[Tapamerp 3HavYeHHs

KinbkicTh cTyneHiB cB000 11 7

MakcumainbHa poboyda 001acTh 1.5 M (Bucora), 1.2 M (mupuHa)
MakcuManbHe HaBaHTa)KEHHS 5 kr

Tun npusoxy

CepBonpuBou
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[IponorxeHHs TabIUIIl 2

Jiarma3oH KyTiB IOBOPOTY +180°

HIBUIKICTD PYXY no 1 m/c

To4YHICTB MO3UITIOHYBAHHS +0.1 MM

Cucrtema KepyBaHHs MikpokoHTpoJiep (HampuKia,
Arduino)

JlaTunkmu

JlaTunky mo3uIii, CHUJIH,

MOMEHTY

BixuBana eHepris 24 B,2 A

XKupnenns. JKUBIEHHS ONUCY€E €IEKTPUYHI TAPAMETPU Ta BUMOTHU JJIs1 poOOTH 7-
DOF maninynsatopa. OCHOBHI aClIEKTH >KUBJICHHSI MaHIYJISTOpa BKIIOYAIOTh!

- Ixepeno xuBieHHs: MaHIMyIsTOp 3a3BUYal 5KUBUTHCS B1Jl 30BHIIIHBOTO OJIOKY
JKUBJICHHS 3 BUX1AHOW Hampyroto 24 B. Ile 3a0e3neuye m0CTaTHIO MOTYKHICTb AJIS
poOOTH BCIX CEPBOINPHUBO/IIB, JATUUKIB Ta CICKTPOHIKH.

- CnoxuBanuii ctpym: IIpy HOMIHAJIBHOMY HABAHTAXKEHHI MAHIMYJSATOP MOXKE
CokuBaTu 10 2 A. VY MIKOBUX peXUMax, HANPHUKIAJI, MPU PI3KUX pyxax abo
yTpUMaHH1 BaXXKOTO BaHTaXy, CIIOKUBAHHS CTPYMY MOKE 301TbIITYBATUCS.

- PerymoBanns nanpyru: g craObiabHOT poOOTH MIKPOKOHTpOJIepa Ta 1HIIMX
€JIEKTPOHHUX KOMITOHEHTIB BUKOPHUCTOBYIOTHCS PETYJIATOPU HANIPYTH, SIKI 3HIKYIOTh
24 B 10 piBHS, HEOOXI1THOTO JJIsI )KUBJICHHS] OKpEMHUX KOMIIOHEHTIB (Hampukiazd, 5 B
a6o 3,3 B).

- AKyMyJISTOpHE JKUBIIECHHS: SIKIIO MaHIMYJSATOP IUIAHYETHCSI BUKOPUCTOBYBATU
0e3 MAKIIOUYEHHS JI0 CTAI[IOHAPHOTO JHKEpesia sKUBJICHHSI, MOHA 3aCTOCYBATH JIITIH-
10HHI aKyMYJISITOpH 3 BUX1JHOIO Hampyroio 24 B i emuicTio He MeHIe 5000 MA ‘Tof

11 3a0€31eUeHHs TPUBajIoi aBTOHOMHOI pOOOTH.
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- 3axycT BiJ NEpeHanpyrd Ta KOPOTKOrO 3aMUKaHHS: Y CHCTEM1 KUBJIEHHS
MOBHHHI OYTH BCTAHOBJICHI BIJIMOBIJHI 3aXUCHI €JIEMEHTH, TakKl SK IUIaBKi
3amo01KHUKH Ta CTab1/1i3aTOPH HANIPYTH, 0O YHUKHYTH TOMIKOHKEHHS 00IaTHAHHS.

i acriekTy 3a0e3meuyroTh HaAliHY Ta 0e3nedyHy poOOTy MaHIMyJISITOpa B PI3HUX
peXKUMax.

Bxonau Ta Buxomu. MaHImyIaTop OCHAIICHUH EKIIbKOMa BXOJaMH Ta BUXOIaMH,
K1 3a0e3MedyroTh KOMYHIKAIlI0 3 KOHTPOJIEPOM 1 MIiAKIIOYEHHS CEHCOpIB Ta
BUKOHABYMX MEXaHI3MiB. BXi/IHI KaHaIu BUKOPUCTOBYIOTHCS IJISl 3UMTYBAHHS JAHUX
13 CEHCOpIB, a BUXITHI — JJI1 KEpYBaHHS JABUTYHAMU a00 1HIIUMU BHUKOHABUHMH
MIPUCTPOSIMHU.

KoeH 3 nndpoBrx BXOI1B/BUXO/IB MOKe OyTH HAJIAIITOBAHUM K BXITHUN a00
BHX1JIHHH 3a JOIIOMOT'0I0 BIIMOBIAHUX KOMaH. MakcruMaibHa HallpyTra Ha KX JIHIAX
CTaHOBUTH 5B, a nonmycTUMUil CTpyM JJ1st OqHOTO BUxoy He nepeBuiye 40 MA. Okpim
0a30BUX (PYHKIIIH, 1eIK1 BXOU/BUXOIU MAIOTh CIIeI[iali30BaH1 MOXKIMBOCTI:

- M (PWM): Jlekinpka KaHaJIB MAaHIMyISATOpa MIATPUMYIOTH IIHPOTHO-
IMITyJIbCHY MOJYJIALIIO, SIKa JO3BOJISIE TUIABHO PETYJIIOBAaTH IIBUIKICTH OOEpTaHHS
JIBUTYHIB 200 SICKpaBICTh CBITJIOIOIIB.

- IlocminoBuuii intepdeiic (Serial): Kanamu mns OOMIHY JaHUMU —MIXK
MaHIIyJISITOPOM Ta KOHTPOJIEPOM, IO 3a0€3MeUy0Th 3B'130K 3 IHIIUMHU MOYJIAMH 200
[EHTPAJILHUM KOHTPOJIEPOM.

- AnanioroBi Bxoau: Jlesiki KaHaJd MOXYTb BHMIPIOBATH aHAJIOTOBI CUTHAJIH,
HaIPUKJIIA, BiJ JaTYMKIB KyTa HAXUITY a00 CTpyMmy.

JIyist 611b110T THYYKOCTI Ta 1HTErpalli 10 TiatgopMu MaHIMyJISTOPY J0JIaTKOBO
nepeadoadeHi cremiaibHl (QyHKII, Takl K oOpoOKa 30BHIIIHIX TMEpepUBaHb IS
MUTTEBOTO pearyBaHHs Ha 3MIHY 30BHIIIHIX YMOB.

3B'130K. MaHIyISTOp MOXE 3A1MCHIOBATH 3B’SI30K 13 30BHILIHIMUA IPUCTPOSIMU
4yepes pi3Hi IPOTOKOJM iHTEpdEenCiB, 110 3a0e3Meuy0Th Nepeaady JaHuX 1 KOMaH I IS
ynpasiiHHsa. Halimommwmpenimn BapiaHTH BKIIIOYAIOTh BUKOPHUCTAHHS TOCIITOBHOTO

inTepdeiicy (UART), intepdeiicy 12C, 1 SPIL.
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- TlocnimoBumii iHTepderic (UART): 3acTocoByeThCs Mg MPSMOro OOMIHY
JaHUMH MDK MAaHIMYJIATOPOM 1 KOHTpojepoM abo i1HIUMH mepudepitHuMu
npuctposmMu. BiH J03Boiisie mepedaBaTH JaHi 3a JIONOMOIOI0 MPHIMAaIbHO-
nepeaBaIbHUX KaHaJiB, 10 MATPUMYIOTh MOCIIIOBHY Tepenady iHdopMalrii.

- Inrepdetic [12C (TWI): Jlo3BoJisie miaKIIOYaTH IEKUTbKA TIPUCTPOIB Y MEPEKY, Jie
KOXXE€H KOMIIOHEHT MOXE€ BHUCTyHaTH [K BeAyuuid abo BeneHui. lle nmae 3mory
IHTETpYBaTH MAHIMYJISITOP Y CUCTEMH, SIKI BUMAraroTh KOOPAWHAIIl] KJIBKOX JIaTUYHKIB
Ta aKTOPIB.

- SPI (Serial Peripheral Interface): IlinxoauTh 11 BUCOKOIIBUJIKICHOI Iepeaayl
JaHUX MDK MaHIMYJSTOPOM 1 KOHTpOJIepoM. BUKOPHCTOBY€ThCS B CHUTYyaIllX, JI€
MOTP1OHO 3a0€3MeYNTH MIBUAKUNA OOMIH BEIUKUMU 0OcsiraMu 1HGOpMallii, TAKUMH SIK
KOHTPOJIb CTaHy a00 CUHXPOHI3allisl 3 IHITUMHU MOJIYJISIMHU.

Il1 iHTepdeiicn AO3BOJIAIOTH OPraHI30BYBATH IHTErpallil0 MAaHIMyJIsITOpa B
KOMILJIEKCHI Ki0ep-(]i3nyHi cuctemu, 3ade3nedyrour 0OMIH CUTHajJaMU B pealbHOMY
yaci Ta KepyBaHHS MPUCTPOEM HA OCHOBI 3BOPOTHOTO 3B'A3KY [8].

Po3pobimoersest 3D monmens 7 DoF manipulator B 3actocynky CoppeliaSim

(puc.8)

D

)

\ T

Pucynok 8 — 3D mozens Maninysitopa y nporpami CoppeliaSim (pi3Hi pexxumu
poboTH)

Jlxepeno pucyHka: CKpiH ekpaHa (po3poOka aBTopa)
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Texniuni xapaktepuctuku 7 DoF ManinynsTopa
1. KinbkicTh cTymeHiB cBoOoau: 7 (yci 00epTalibHi 3'€ THaHHS).
2. Miana30H pyxy JUIsi KOKHOTO cyriio0a
- 3a3BrUUail KOKEH Ccyriio0 Moxke obepraTvcs B Mexax Big -180° mo +180° abo
O1JIbIIIe, 3aJIeKHO BiJl KOHCTPYKITII.
- Hesiki cyriobu MOXyTh MaTH OOMEKEHUH Miana3oH pyxy (Hampukiaza, +£90°)
yepe3 MeXaH19H1 0COOIUBOCTI.
3. JIoBKHMHA JIaHOK
- 3aleXuTh BiJl KOHKPETHOrO MaHimyJisitopa. Hampukiaz, 3araibHa JOBXHHA
Moske BapitoBatucs Big 0.5 g0 1.5 mMeTpiB aiisi HacTUTbHUX Mojenel abo Big 1 1o 3
METPIB JUIsl IPOMUCIOBHX.
4. BanTaxori1iiOMHICTb
- Big 0.5 xr s jerkux MaHinyJsatopiB Ao 20 Kr 1 OutbLie sk IPOMHUCITOBUX
MOJICJIEH.
- 3MeHIIy€eThCs MpY 30UTBIIECHH] BiJICTaH1 JI0 KIHI[EBOTO edeKTopa.
5. TouHICTh MO3UILIIOHYBAHHS
- Moxe Oytu Bix 0.1 mm 10 0.5 MM a0o MeHIle, 3aJIeKHO BiJ] BUKOPUCTAHHS
JATYMKIB 1 TPUBOIB.
6. [ToBTOpIOBaHICTH
- 3a3Buyail cranoButh Big +0.02 MM 10 +0.1 Mm.
7. lIBuAKICTh pyxXy
- MakcumarnpHa JIiHIiHA MBUAKICTH MOXKe OyTH B Mexkax 1-2 m/c.
- KytoBa mBuakicTs aiis cyrinobiB mosxke gocsratu 120-300°/c.
8. Tun npuBoaiB
- YacTo BUKOPUCTOBYIOTHCSI CEPBOIBUTYHH, ajle€ MOXKYTh OyTH 1 riapaBiiyHi abo
MMHEBMATUYHI MPUBOJIU JIJIS CTICIIaIbHUX 3aCTOCYBaHb.
9. Po6oua 30Ha
- Chepuuna abo MUTHAPUYHA, 3 PAAlyCOM, IO BIAMOBIIA€ TOBKHHI TTOBHICTIO

BUTATHYTOI PYKH.
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10. Marepiajt KOHCTPYKITii:
- 3a3Buy4ail BUKOPHCTOBYIOTH allfOMIHIA a00 KOMITO3UTHI Matrepiainu s

JIETKOCT1, a00 CTalb A7 MPOMHUCIOBUX BXKKHX MaHIMYJISTOPIB.

[Tinkmrouennst komnonentiB 7-DOF maninynaropa

Jl7is mpaBUIIBHOTO CKJIAAaHHs Ta iHTerpauii komnoHeHTiB 7-DOF maninmymnstopa
HEOOX1IHO BUKOHATH HACTYIIHI KPOKH 3 MiJKIIOUEHHS JIaHOK, MPUBOJIB, CEHCOPIB,
KOHTpOJIEpa Ta JHKepesa >KUBJICHHS.

1. MexaniuHe 3'€JHAaHHS JJAHOK Ta MTPUBO/IIB.

- [Touatu 31 30MpaHHs MEXaHIYHOI KOHCTPYKIIIT MaHIITyJISITOPA, 3'€IHYIOUN JJAHKH
3a JIOMOMOTOI0 TPHUBOIIB (€JIEKTPOJBUTYHIB, TIAPABIIYHUX a00 MHEBMAaTUYHUX
MIPUBO/IB) 1 IAPHIPHUX 3'€IHAHbD.

- 3abe3neunTH HaAINHE KpIMJIEHHS JIAHOK, [MI00 YHUKHYTH JO(TiB abo
HECTaOUIBHOCTI MiJ 4Yac poOOTHM MaHinmyidaropa. BukopucToByBaTH BiAINOBIJIHI
KpINWIbHI €JIEMEHTH, TaKl SIK TBUHTH, TAKK Ta M AMIUITHUKH.

- IlpuBogum mnoBHMHHI OyTH BCTAHOBJIEHI TaK, 100 BOHM MOTJU BUIBHO
nepeMilaTH JIJAaHKHU Y BCIX HEOOX1JHUX CTyneHsx cBoOoau [9].

2. ITigkIro9eHHsT CEHCOPIB.

- BcTaHoBUTHM maTYMKM KyTOBHUX C€HKOJEpIB Ha KOXHOMY TIPHBOII JIS
BU3HAUYCHHS MOJIOKEHHS MaHIIyJISITOpa B KOKHOMY IIapHIpI.

- Ilig'eqnaT MOMATKOBI JAaTYMKH, TakKi SIK JATYUKH 3yCHJUIS, MOMEHTY a0o
KIHIIEB1 BUMHKaYl, 10 BIAMOBITHUX TOYOK Ha MAHIMMYJISTOPI.

- TlepeBipuTu HamIMHICTH 3'€HAHHS KaOENB CEHCOPIB Ta iXHIO poOOTYy, 1100
YHUKHYTH TTIOMIJIOK Y BUMIPIOBAHHSIX.

3. [aTerparis KOHTpoIepa 3 MPUBOJAMH Ta CEHCOPaMHU.

- IligxmrounTyt BUXOAM KOHTpOJIEpa A0 Kepyruyux BXOAIB mpuBojiB. Lle
JI03BOJINTH KEPYBATH MIBHUJIKICTIO, HAIIPSIMKOM Ta TIOJIOKEHHIM KOKHOTO IPUBOJTY.

- BxigHi curHanu 3 c€HCOPiB MIIKIIOYUTH JI0 BIJMOBIAHUX BXOJIB KOHTpOJEpa
JUTSI OTPUMAHHS 3BOPOTHOTO 3B'SI3KY TIPO TOJIOKEHHS, CHITY Ta 1HIII MapaMeTpHu.

- HapmamryBatm TpOTOKONM 3B'SI3Ky MK KOHTPOJEPOM Ta TPHBOJAMH IS

3a0e3MeyeHHs] CHHXPOHHOTO YIPaBJIiHHS BCIMa CTYIIEHSIMU CBOOO/IH.
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4. TliakIroYeHHs JKepera JKUBJICHHS.

- 3abe3neynTH HeOOX1THE JKUBJICHHS JUIsl TPUBO/IIB, CEHCOPIB 1 KOHTpoJiepa. s
SIEKTPUYHUX TPHUBOJIIB 1€ MOXYTh OyTH aKyMyJsTOpH a00 OJIOKHM JKUBJICHHS, SIKI
MarOTh JOCTATHIO MOTYXHICTh JIJI1 pOOOTH BC1X KOMITOHEHTIB.

- Ilepexonartucs, 1m0 BCl CUIOBI KaOenl MPaBWJIBHO MiAKIIOYEHI, a Harpyra
BIJINTOBI/Ia€ TEXHIYHUM XapaKTEPUCTUKAM KOMITOHEHTIB.

- BcranoBuTtu Bumukaui abo peie it 0€3MeYHOr0 YBIMKHEHHS] Ta BUMKHEHHS
kuBieHHs [10].

5. [Iporpamua koHbIrypaliis KOHTpoJepa.

- 3aBaHTaXUTH NpOorpaMHe 3a0e3NeueHHs B KOHTPOJIEp, SKe 3abe3neuye
YIPaBIIHHSA MaHIITYJISITOPOM.

- HanmamrryBatu ajnropuTMu yHOpaBiliHHS, SIKI BPaXxOBYIOTHb JlaHI 3 CEHCOPIB,
KOOPAUHYIOTh PYXHU MPHUBOJIIB 1 3amo0IraloTh MEPEBUIICHHIO JTOMYCTUMUX MEXK
MepEMIILICHHS.

- [lepeBipuTH KOPEKTHICTH pOOOTH BCIX 3'€JHAHb Ta KOMIIOHEHTIB, BUKOHYIOUH
TECTOBI PYXH MaHIIyJISTOpPA.

JloTpuMaHHS IMX €TalliB MIJKIIOYEHHS BCIX YacTUH JIO3BOJISE 3a0€3MeUnTH
0e3nepediitHy poOOTy MaHIMyJIATOpa Ta HOr0 TOYHE BUKOHAHHS 3aJaHuX Mdiil.
®parmMeHT KOxy

function sysCall_init()
- 29999992 29992 29999992 22 29992

jointl = sim.getObjectHandle('./redundantRobot/joint1")
joint2 = sim.getObjectHandle('./redundantRobot/joint2")

end

- 9999929 2922992, 292 22292292292 92 2229279 29229

.............. , 777.22009227777 22 2227777 22071
function sysCall_actuation()
- 99929922 2229229 2292299 29922992

..............................

local currentPositionl = sim.getJointPosition(joint1)
local currentPosition2 = sim.getJointPosition(joint2)
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- 929929299 22992922929 99 92292292 2992997

local stepSize = 0.001

-- 777 jointl
if math.abs(currentPosition] - targetPositionl) > stepSize then
if currentPosition] < targetPositionl then
sim.setJointPosition(joint1, currentPositionl + stepSize)
else
sim.setJointPosition(joint1, currentPositionl - stepSize)
end
else
sim.setJointPosition(joint1, targetPosition1)
end

-- 77?7 joint2
if math.abs(currentPosition2 - targetPosition2) > stepSize then
if currentPosition2 < targetPosition2 then
sim.setJointPosition(joint2, currentPosition2 + stepSize)
else
sim.setJointPosition(joint2, currentPosition2 - stepSize)
end
else
sim.setJointPosition(joint2, targetPosition2)
end

BUCHOBKM.

3MiiiCHEHO TPOEKTYyBaHHA poOoTiB — MaHimyisTopiB Niryo One, ta 7-DOF 3
BU3HAYEHHSM 1X TEXHIYHUX XapaKTEPUCTHUK 1 (PYHKIIOHATIBHUX MOKJIMBOCTEN. Takox
PO3pOOJIEHO TEOPETHUYHI MOJEII MPOTPAMHOT0 3a0€3MEUEHHSI Ta AJITOPUTMIB JIs
yOpaBidiHHS poOOTamMHu, 30KpeMa IHTerpallisi CEHCOpiB, CHUCTEM HaBiramii Ta
KOMYHIKaI[ifHUX MpoTOKOJNiB. OniHKa e(QEeKTUBHOCTI pPO3pOOJIEHUX pIIIEHb Y
TEOPETUYHOMY KOHTEKCTI JTO3BOJIMJIA BUSBUTH SIK TOTEHIIAJN, TaK 1 OOMEXKEHHs 1X
pobotu. IlpeacrtaBieHi TEOPETUYHI AaCMEKTH POOOTOTEXHIYHUX TEXHOJOTIM, IXHI
nepeBaru Ta HeAoJiku. OnMUcaHo KOHCTPYKIIT poOoTiB — MaHimysiTopiB Niryo One,
ta 7-DOF, cuctem ympaBiiHHS 1 TEXHIYHUX KOMIIOHEHTIB Ha OCHOBI TEOPETUYHUX
mozeinei. PoOoTa BKIIIOUae aHai3 MOXKJINBUX CXEM ITAKIFOYEHHS €JIEMEHTIB CUCTEMU

Ta MPOTPAMHOTO 3a0€3MEeUeHHs, a TAKOX Po3poOKy podoTa. Po3pobdka Takmx poOOTiB
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— maHinynaTopiB sk Niryo One, Ta 7-DOF € nmpukitaioM Toro, ik MO>KHa IHTETpyBaTH
PI3H1 TEXHOJIOT1I B €JUHY TCOPETUUHY MOJECIIb, 110 BIJIKPUBAE HOBI MOXJIMUBOCTI /IS
BUKOPHUCTAaHHA poOoTa B pi3HUX cepax. HaronomeHo Ha BaXKIMBOCTI TEOPETUYHOTO
MIIX0AY B po3poOIll 1HHOBALIMHUX pIlIeHb, SKI MOXYTh OYTH peai30BaHI B

MPAKTUYHOMY KOHTEKCTI B MallOyTHHOMY.
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SECTION 2. COMPUTER SCIENCE

DOI: 10.46299/1SG.2026.MONO.TECH.2.2.1

2.1 OuiHka mixxoAiB MAIIMHHOTO HABYAHHS JJIsA Kiaacudikaumii craxid xBopoou
ajbuUrenMepa

XBopobOa AnprreriMepa € MOMTMPEHUM HEHPOIETeHEPATUBHIM 3aXBOPIOBAHHSM,
0 CYIPOBO/IKYETHCS IOCTYIIOBUM IOTIPIICHHSM KOTHITMBHUX (YHKIH 1
3HIDKEHHSIM SIKOCT1 KUTTS TAIl€EHTIB. Y 3B 53Ky 31 3pOCTaHHAM KiJIBKOCTI BUIAJKIB
JIEMEHIIli aKTyaJIbHUM € PaHHE BUSBJICHHS MAaTOJOTTYHUX 3MiH, TOYHE PO3MEKYBAHHS
HOPMAJIbHOTO CTapiHHS, JIETKMX KOTHITUBHHMX IMOPYIIEHb 1 PI3HUX CTajaiil XBOpoOu
Aunblreiimepa, a Tak0X PpO3pOOJICHHS I1HTEJIEKTyalIbHUX 3ac00iB MIATPUMKHU
KJIIHIYHOTO TPUIHSATTS PIllICHb.

JliarHocTKa XBOpoOM AubIreiiMepa IPYHTYETbCS Ha aHaji3l PI3HOPIIHUX
MEIUYHUX JaHUX, 30KpeMa HeHpoBizyani3alliiHuX 300paKeHb, KJIHIYHOI 1H(pOpMallii,
pe3yibTaTIiB KOTHITUBHOTO OIIHIOBAHHS, T€HETUYHUX 1 OlOMapKepHHUX IMOKA3HUKIB.
[xHS MymBTHMOJANBHICTE, HEOTHOPIAHICT i MOMKIHMBI MPOMYCKH YCKIIATHIOIOThH
KOMILJIEKCHUM aHai3, OJHAK BOJIHOYAC CTBOPIOIOTH MEPEITyMOBH JUIsl 3aCTOCYBaHHS
METO/I1B MAllIMHHOTO Ta MTMOUMHHOTO HAaBUAHHS.

CydyacHi anTOpUTMH MAIIMHHOTO HaBYaHHS, 30KpeMa METOJ OTIOPHUX BEKTOPIB,
JiepeBa pillieHb, BUITAJIKOBUH JIiC, JIOTICTUYHA perpecis Ta ancamOJieBl MOei, Jal0Th
3MOTy aBTOMAaTU3yBaTH KiacU(IKallil0 CTaHIB Malll€HTIB HA OCHOBI 1HPOPMATUBHUX
o3Hak. Meroau TIMOMHHOTO HAaBYaHHS, 30KpEMa 3TOPTKOBI HEWPOHHI Mepexi,
aBTOEHKOJZIEpU Ta TpaHCHOPMEpHI apXITEKTypH, € TMEePCHEKTUBHUMU [JIsl aHaJi3y
MEIUYHUX 300paKeHb, CEMAHTHUYHOI CETMCHTAIlli Ta BUSABJICHHS IPUXOBAHUX
3aKOHOMIPHOCTEH, TIOB’SI3aHUX 13 TPOTPECYBAHHSIM 3aXBOPIOBAHHSI.

Po3pobrienns epexkTuBHUX KiacudikaiiHuxX Mojenel nepeadaydae monepeaHto
00poOKy NaHMX, HOpMaJli3allilo, CeTMEHTaIlio, BiI0Ip O3HaK, OajlaHCyBaHHS KJIACIB,
HaBYaHHS, BaJIJIAIlII0 Ta OIIHIOBAHHS SKOCTI 3a TaKUMH METPHUKAMH, SK TOUYHICTb,

Yy TIUBICTb, CIEUU(PIUHICTD, Mpenu3iitHicTh, F1-mipa Ta moma nig ROC-kpusoro.
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[Tornpu 3HAYHUH MpOrpec, 3aTUIAIOTHCS MPOOJIEMU 0OMEKEHOCTI HAOOPIB TaHUX,
HEOJHOPITHOCTI MeauyHoi 1HdopMallli, pU3MKy IIepeHaBYaHHS, HEIOCTaTHBhOI
IHTEPIIPETOBAHOCTI MOJEIEH 1 CKIaIHOCTI iX KIHIYHOI iHTerpaiii. ToMy akTyanabHUM
€ JOCIIJKeHHSI Cy4acHHUX IiJXO/IIB MAalllMHHOTO HAaBYaHHS IS Kjacudikalii cramii
XBOpoOu AJbIreiiMepa Ta BU3HAUEHHS IXHBOTO MOTEHIANy JJI1 KOMIT I0TepPH30BaHO1
TIarHOCTUKH ¥ MIEPCOHATI30BAHOT MEIUITHHH.

IocTanoBka nmpodaeMu. XBopoOa AJbIreiMepa € OJTHUM 13 HAaUTIOITUPEHIIITUX
HEHUPOJIETEHEPATUBHUX 3aXBOPIOBAaHb, IO TOCTYMOBO MPHU3BOAUTH JI0 TMOTIPIICHHS
KOTHITUBHUX (PYHKIIIH, BTPATH 3JJaTHOCTI JJO CAMOCTITHOTO BUKOHAHHS MTOBCAKICHHUX
T Ta CYTTEBOTO 3HWKEHHS SIKOCTI KHUTTS MAI€EHTIB. Y Cy4YacHMX YMOBax IIs
npobsjema HaOyBae OCOOJIMBOI aKTYaJlbHOCTI y 3B’S3KY 31 CTAapiHHAM HACEJICHHS,
30UTBIIEHHSIM TPUBAJIOCTI JKUTTS Ta 3POCTAHHAM KUIBKOCTI OCI0, Kl MOTPEOYIOThH
TPUBAJIOTO MEIWYHOTO, COIIAJIbHOTO ¥ TICHMXOJOTIYHOTO CYIpPOBOAY. 3a JTaHUMH
BcecBiTHBOT oOpranizaiii OXOpOHU 3[0pOB’S, KUIBKICTh JIOACH, SIKI UBYThH 13
neMeniiero, 10 2030 poky moxe 3poctu Ha 40% 1 gocsartu 78 MibioHIB 0c¢i6. Taka
JUHAMIKa CBIJUYHUTH MPO HEOOXIAHICTH PO3POOJIEHHS HOBHMX MIAXOJIB JI0 PaHHbOI
JTIarHOCTUKH, MOHITOPUHTY Tiepediry 3aXBOPIOBaHHS Ta MIATPUMKU MPUHHSITTS
KJIIHIYHUX pilieHs [13].

JleMeHiiisi, 30kpemMa xBopobOa AJblireiiMepa sk i1 HalmomupeHima ¢opma,
BILUIMBAE HA TaM’sITh, MUCIICHHSI, MOBJICHHS, OPIEHTAIIIIO B IIPOCTOPI ¥ Yaci, 3JaTHICTh
70 HaBYaHHS, MPUUHATTS PIIICHh Ta BUKOHAHHS MIOJEHHUX 3aBlaHb. Ha paHHIX
eTamax MpOsSBH 3aXBOPIOBAHHA MOXYTh OyTH MaJjONOMITHUMH ab0 MOMIOHHMH 0
MPUPOJHUX BIKOBUX 3MiH, IO YCKJIQJHIOE CBO€YAaCHE BCTAHOBJICHHS J11arHO3Y.
BomgHodac came paHHE BHSBJICHHS MATOJIOTIYHMX 3MiH € KPUTHYHO Ba)KIIMBHM,
OCKIJTbKM J]a€ 3MOTY CBO€YACHO TMPU3HAYUTH BIAMOBIAHE JIIKYBaHHS, CIIOBUIBHUTU
MPOTPECYBAHHSI CUMIITOMIB, 3a0€3MEUUTH HAJIC)KHUM JTOTJISI 1 MiArOTYBaTH MallieHTa
Ta HOro pOAUHY JI0 MOJAIBIINX €TaMiB Mepediry 3aXxBOPIOBAHHS.

OmHuM 13 KITIOYOBUX 3aBJIaHb CY4YacHOI MEIUYHOI JIarHOCTHKHA € TOYHE
BU3HAUCHHs CTajli xBopoOu Aublreiimepa. lle 3aBnaHHs Mae BaXJIMBE KIIIHIYHE

3HAYEHHS, OCKUTIBKY PI3HI CTaJil 3aXBOPIOBAHHS MOTPEOYIOTH BIIMIHHHUX IAXO/IB JIO
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JKyBaHHS, peadimiTallli, KOrHITUBHOI MATPUMKH, MEIUKAMEHTO3HOTO CYIIPOBOAY Ta
opraHizaiii gporsiny. Hanmpuknaa, Ha paHHIX CTaaisiXx 0coOJMBa yBara MpUIIS€ThCS
BUSBIICHHIO JIETKUX KOTHITUBHUX MOPYILIEHB, TPO(UIAKTUII MOJABIIOTO MOTIPIISHHS
CTaHy Ta MIATPHUMII CaMOCTIHHOCTI maiieHTa. Ha mi3Himumx craaisx 3pocTae morpeda
y TOCTIHHOMY HArjsifi, amamnTaiii cepeioBWINA, MIATPUMII POJAWHH Ta 3ay4CHHI
MYJIbTUAUCHMILTIHAPHOT KOMaHu (axiBiiB. OTxe, KOpeKTHa Kiacu]ikaiis cTasii
3aXBOPIOBAHHS € HEOOX1HOIO YMOBOIO JiJIsi BUOOPY ONTUMAIBHOI CTpATErii METUYHOL
JTOTIOMOTH.

Tpanuuiiini MeToAW JIarHOCTUKM XBOpPOOM AublireiiMepa IPYHTYIOThCS Ha
KJIIHIYHOMY OTJIsI/Il, KOTHITUBHOMY TECTyBaHHI, aHaji3l aHamHe3y, J1abopaTopHUX
MOKAa3HUKAX 1 pe3yibTaTax HehpoBizyanizaliiHux obctexxkeHb. [IpoTe Taki miaxoau
4acTo 3ajiexaTh B JOCBiAY (axiBisg, SKOCTI 310paHUX JaHUX, JOCTYIHOCTI
MEIUYHOro 00JIaJHAHHS Ta MOBHOTH 1H(popMalii rpo nauieHta. Kpim toro, MmeanuHi
JIaH1, 1[0 BAKOPUCTOBYIOTHCS JUIsl IIarHOCTUKU, € PI3HOPIAHUMU 3a CBOEIO MIPUPOJIOIO:
BOHM MOXYTh BKJIIOYAaTH 300pa)K€HHS MO3KY, YMCIOBl KJIIHIYHI TMOKAa3HUKH,
pe3yibTaTH TECTIB, TEHETUYHI MapKepH, OlOMapKepu Ta TEKCTOBI MEAWYHI 3arHCH.
Taka MyJIbTUMONATBHICTH CTBOPIOE JOJATKOBI TPYAHOII I iX KOMILIEKCHOTO
aHajizy, ajie BOJHOYAC BIAKPHUBAE MOXKIIMBOCTI ISl 3aCTOCYBaHHS METO/IIB IIITYYHOTO
IHTEJICKTY Ta MAIIMHHOTO HABYaHHSI.

VY 1bOMYy KOHTEKCTI OCOOJHMBOTO 3HAUYEHHS HAOyBarOTh METOAM MAIIMHHOTO
HaBYaHHS, SKI JIalOTh 3MOTY aBTOMAaTHM3YBaTH aHaJ3 BEJIMKUX OOCSTIB MEIUYHUX
JAaHUX, BUSBIATH TPUXOBaHI 3aKOHOMIPHOCTI, KJIacU(iKyBaTH CTaHU MAIEHTIB 1
MIATPUMYBATH TIPOIIEC MPUUHSTTS KIIHIYHUX pillleHb. BUKOPUCTaHHS TaKMX METO/IIB
MOX€ CIPUATH MiABUIIECHHIO TOYHOCTI JIarHOCTHKU, 3MEHIIEHHIO WMOBIPHOCTI
Ccy0’€KTUBHUX TMOMMWJIOK, MOKPAIIEHHIO BiITBOPIOBAHOCTI PE3YyJIbTATIB 1 CTBOPEHHIO
IHTEJIeKTyaIbHUX  CHUCTEM  KOMIT IOTEPU30BAaHOI  AlarHOCTUKH.  OcoOnmBO
MEPCIICKTUBHUM € TTO€THAHHSI METOIB MAIIMHHOTO HaBYaHHS 3 HEHPOBI3yai3alli€ro,
CEMaHTUYHOIO CETMEHTAIIEI0 MEAWYHUX 300pakeHb, aHami30M OiomapkepiB i

MEePCOHATI30BaHUX MEIUYHUX JTaHUX.
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YHpoIoBXK OCTaHHBOTO JIECSATHIITTA CIHOCTEPITA€ThCS CTalle  3POCTAHHS
HAyKOBOT'O IHTEpecy J0 mpoljeMu Kiacudikarlii cTamiii XBopoOw AJblrenmepa.
Hlopoky 301mbIIyETHCS KUIBKICTH MyOJiKaliid, MPUCBIYCHUX PO3POOJICHHIO HOBHUX
QITOPUTMIB, MOPIBHSAHHIO MOJENICH, aHali3y MEIUYHUX 300pakeHb, BUKOPUCTAHHIO
MYJIBTUMOJIAJTFHUX JAHUX 1 BIIPOBA/PKCHHIO CUCTEM IMIATPUMKH TPUHHSITTS PIICHD Y
MEANYHY NpakTuky. s miaTBep/keHHs wi€l TeHAeHiii Oylno mMpoaHamti30BaHO
KUIBKICTh ITyOJTIKaIliil, TMOB’SI3aHUX 13 III€I0 TEMAaTHKOI, Y HAayKOMETPHUYHIM 0a3i
Scopus 3a mepioxg 2013-2024 pokiB. [ns momyky Oyno chopMOBaHO 3amuT i3
BUKOPUCTAHHAM PEJICBAaHTHUX KIIFOUOBUX CIIiB 1 BUKOHAHO (PUIBTPAIIiI0 pe3yIbTaTIB 32
pokaMu myOJikarlii. Y pe3yibTaTi NouryKy Oyio BUSIBICHO 728 JOKYMEHTIB, IO
CBIIUUTh MpO 3pOCTAaHHSA akKaJeMIYHOI yBaru 10 MpoOJeMH MPOrpecyBaHHS,
JIarHOCTUKH Ta Kiacudikaiiii xBopoou Asbirreiimepa [14].

[Tonpu 3HaYHMII porpec y Ui chepl, HU3Ka TpoOIeM 3aIUIIAETHCS BIIKPUTOIO.
30KkpeMa, ICHYIOTh TPYAHOIII, TOB’SI3aHI 3 HEOJHOPIAHICTIO MEIWYHUX JaHUX,
0OMEKEHICTIO BUOIPOK, MUCOATAHCOM KJIaciB, PI3HUMH MPOTOKOJIAMU 300py JaHUX,
HEJIOCTATHBOIO IHTEPIPETOBAHICTIO MOI€JICH MAIIIMHHOTO HAaBYaHHS Ta CKJIAAHICTIO iX
1HTerpaiii y peajibHi KJiHiuH1 nporecu. Kpim Toro, 6U1bIIicTh MOACTIEH TEMOHCTPYE
BUCOKY €(EeKTHUBHICTb Ha OKpEeMHUX Ha0Opax HaHuX, OJHAK NOTpedye q0IaTKOBOi
MEepEeBIPKU MIOJ0 y3arajibHEHHS, CTa0lILHOCTI Ta MPAKTUYHOI MPUJATHOCTI B YMOBax
PI3HUX MEIUYHUX YCTaHOB.

3 orusily Ha IPOBEICHUI aHalll3 MOKHA CTBEPKYBATH, 110 CTAHOM Ha CbOT'OJIHI
aKTYaJIbHOIO HayKOBO-TIPUKJIATHOO 33aUCI0 € KOMIUICKCHUM aHaIi3 1 CHCTEMaTH3allis
Cy4YaCHHUX M1X0/[IB MAIIMHHOTO HABYAHHS, SIKI BUKOPUCTOBYIOTHCS JUTs Kilacupikari
cTamii xBopoOu AublreiiMmepa. BaxiMBUM € BU3HAUCHHS TiepeBar 1 OOMEKEHb
TPaJAMIIIHUX aJTOPUTMIB MAIIMHHOTO HABYaHHSI, TITMOMHHUX HEUPOHHUX MEPEXK,
rOpUAHUX 1 MYJIBTUMOJQIBHUX TIJIXO0/1B, a TAKOXK OI[IHIOBAHHS iXHBOT'O MOTEHIIATY
JUI 3aCTOCYBaHHSI Yy CHCTEMax KOMIT IOTEPHU30BaHOI MiarHOCTHKUA. OcoOIMBYy yBary
JOIIILHO TPHIUIMTH MUTAHHIM TOYHOCTI, HaIIMHOCTI, MOSICHIOBAHOCTI Ta KIIHIYHOI

IIHHOCTI TAKUX MOJEJIEN.
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IToctaHoBKa 3adadi MOJATAE y JAOCHIIKEHHI CYyYaCHOI'O CTaHY 3aCTOCYBaHHS
METO/[IB MAIIMHHOTO HaBYaHHs JJis Kiacudikaili craaiii xBopoOu Asblrenmepa,
y3arajbHEHHI HAsBHUX MIJAXO/MIB, BU3HAYCHHI OCHOBHHX JIKEpENl JaHWUX, METOIIB
nonepeaHb01 00pOOKH, aNrOpuTMIB Kiacudikaiii Ta METPUK OILIHIOBaHHS SKOCTI.
Pe3ynbraTti Takoro aHaiizy MOXYTh CTaTH OCHOBOIO JJIS MOJAIBIIOTO PO3POOICHHS
IHTEJICKTyIbHUX, HAIWHUX 1 TIOSCHIOBAHMX CHCTEM MIATPUMKH MEIUIHOTO
OPUUHATTS pillIeHb, OPIEHTOBAaHUX HA PAaHHIO JIarHOCTHKY, TMEPCOHAII30BaHUIMA
CYTIPOBIJI 1 TOKPAILEHHS SIKOCT1 KUTTS MAII€HTIB 13 XBOP0oOOI0 AJbIreiMepa.

AHai3 ocraHHiX gocaimkeHb i myoOuaikamiid. CydacHl JOCHIIKCHHS
JEMOHCTPYIOTh 3HAYHHH MpOrpec y pPo3poOJeHHI aBTOMATH30BAaHHMX ITIXOJIB IO
Kkiacudikaii crajaiii xsopobu AsblreiimMepa i3 3aCTOCyBaHHSIM METO1B MAIIMHHOTO
Ta TJIMOMHHOIO HaBYaHHA. 30Kpema, aBTopamMu pobotu [15] 3ampomoHOBaHO aBa
Kjacudikatopu - ramOOKy 3ropTtkoBy HelpoHHy Mmepexy (DCNN) Ta monens Ha
ocHoBI1 apxiTektypu VGG16 (VCNN), siki Oynu HaBueHi Ha 1000 MPT-300paxkeHHsax
13 6a3u ganux ADNI, 1m0 oxoruTroBaan 4oTUpH cTajli aemMenIii. HaiBuioi TouHoCTI
kinacudikamii 96,19% Oyno gocsrHyto 3 BuxkopucTaHHaMm wmojenl VCNN s
PO3MEKyBaHHS JIETKOI Ta Iy»Ke TSKKO1 AeMeHIii. BogHovac y mociikeHHi 3a3Ha4eHO
MOTEHIIAJT MOJAIBIIOTO MIJBUIICHHS €(PEKTUBHOCTI MOJEICH NUIIXOM ONTHUMI3allil
apXITEKTYpH Ta pO3LIUPEHHS HAOOPY JaHUX.

VY po6oTi [16] po3pobIieHO 3rOPTKOBY HEHPOHHY MEPEXY s Kitacudikaliii Tpbox
CTaHIB: BIJICYTHICTb JIEMEHIIIi, TOMIpHA JIEMEHIlIS Ta yKe TSHKKa AeMeHIis. Mojaenb
Oyno HaBueHo Ha 3720 MPT-300paxennsx 13 6a3u ganux ADNI, a mocsrayra
TOYHICTH cTaHoBmIa 97,8%. [IpoTe B IIbOMY TOCIIIKEHHI HEJJOCTATHHO JETATI30BAHO
eTany TOMepeHbOi OOpOOKM JaHUX, a TaKoXX HE IPOBEJACHO OI[IHIOBAHHS
e(eKTUBHOCTI MOJIEJIl Ha 30BHINTHROMY HE3aJIeKHOMY HA0O0pi MaHuX. Y TOCIHIKEHHI
[17] 3ampomoHoBaHO OaraTomioniuHHy apxitektypy CNN, 31aTHy OJHOYACHO
aHaNI3yBaTH cariTajibHi, KOPOHAJIbHI Ta akciayibHi 3pi3u MPT-300paxeHb ro1o0BHOIO
Mo3ky. Ha ocnoBi 1500 300paxkens 13 6a3u ADNI 111 Momenb mocsria 3araibHOT
TouHOCTI 93%, oHaK ii oIiHIOBaHHS OyJi0 OOMEXEHE OJTHUM IOPIBHIHO HEBEIUKUM

HabOpOM JTaHHX.
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VY mpai [18] 3acTocOBaHO METOIM KEPOBAHOTO MAIIMHHOIO HaBYaHHS, 30KpeMa
SVM, Random Forest, Naive Bayes, Gradient Boosting Ta iHIII aJropuT™Mu, 10
no3a0BxkHIX MPT-nanux 13 6asu OASIS. Haiikpaii pe3ynbTaTd MpOoAeMOHCTPYBaB
knacudikatop Gradient Boosting, sikuii 3a6e3neuuB TouHicTh 97,58% Ta 3HaueHHS
AUC 0,98. Bognouyac nHaOip manux MictuB jume 150 3paskiB, a HOPIBHAHHSA
3a3HAYCHUX AJITOPUTMIB 13 MOJEISIMH TJIMOWHHOTO HaBYaHHS HE MPOBOJIUIIOCS, IO
00OMEKy€ y3arajJbHIOBaHICTh OTPUMAHUX PE3yJIbTaTIB.

VY nocmimxenHi [19] po3risHyTO SIK 3amady kiacudikaiiii cramiid, Tak 1 3amaqdy
BUSIBJICHHSI XBOpOOM AUJbIreiiMepa 13 3acTOoCyBaHHSIM KuibkoX apxiTektyp CNN.
ABTOpamu 3amporoHOBaHO TiOpuIHYy Mojeiab Ha ocHOBI ResNet50 Ta 3aiiicHeHO ii
MOpPIBHSAHHA 3 TakuMu apxitektypamu, sk VGG16, DenseNet201, AlexNet i
HemoaudikoBana ResNet50. MPT-nani 3 miargopmu Kaggle 6yno posnosineHo Ha
YOTUPHU CTajli JeMeHIlii. 3ampornoHoBaHa TiOpUIHA MOJACNIb JOCSTNIa HaWBHUIOL
TOYHOCTI - 90%, oiHaK SKICTh KiacudiKalli s MOMIPHOI IEMEHIIl1 CTaHOBHJIA JIUIIIE
70%, 110 aBTOPH IMOB’SI3YIOTh 13 aHcOaTaHCOM KJaciB 1 HEJIOCTAaTHHOI KIJIBKICTIO
3pa3KiB JUIs I€T CTaIli.

VY3aranpHeHHsT pe3yJbTaTiB CY4YyaCHUX JOCHIHDKEHb MIATBEPIKYE BHCOKHIA
MOTEHI[Ial apXiTeKTyp TJIMOMHHOTO HAaBYaHHA s Kiacudikauii cTaaiii XxBopoOu
Adnpureiimepa 3 BUCOKOIO TOUHICTIO. BogHOUac O1IbIIICTE POOIT Mae HU3KY OOMEXEHBD,
cepel SKUX HEBEIWKI 00CsATu HaOOpiB JaHUX, HEIOCTAaTHs 30aJlaHCOBAHICTh KIIACIB,
BIICYTHICTh 30BHIIIHBOI Badifalli, a TakoX IMepeBakHa OpieHTaIlisd Ha OlHapHY abo
TPUKIIACOBY KiacH(iKallil0 3aMiCTh IMOBHOIIIHHOI OaratoctaaiiHoi Kiaacudikamii
3aXBOPIOBAHHS.

3anada kinacudikaiii ctaaii xBopoou AnblreiMepa 31e01IbIIOT0 PO3B’SI3YETHCS
13 3aCTOCYBaHHSM IT1JIXO/[iB MAIIMHHOTO HaBYaHHSI, SIKI TPYHTYIOThCS Ha HaBYaHHI 3a
BHOIPKOIO Ta aITOPUTMIYHOMY MPUHHSATTI PillIEHb MIOJ0 BIIHECEHHS BXIJHUX JaHUX
710 TIEBHOTO KJ1acy. Y cdepl aHaaizy MeIMUYHUX 300paxeHb Kiiacudikallis CripsMoBaHa
Ha aBTOMAaTHUYHE BUUICHHS PEJIEBAHTHUX O3HAK 13 JIarHOCTUYHUX 300pakeHb Ta iX
nmojajibIlle BIJHECEHHS JO BIAMOBIIHUX KaTeropii Ha OCHOBI BHUSBJICHUX

XapaKTEPUCTHK.
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OHUM 13 HAUMOIIUPEHIIINX aITOPUTMIB Y II1H rajay3i € METOJI OTIOPHUX BEKTOPIB
(SVM), mnpunmun pobOOTH SKOTO mojsrae y TmoOyJIoBl OAHIET abo KUIbKOX
TIIEPIUIONIHH, 1[0 ONTHMAIBHO PO3AUIAIOTH 00’ €KTH PI3HUX KJIACIB Y TIPOCTOPI O3HAK.
[HmmM  4YacTo 3aCTOCOBYBaHMM  METOJIOM € allfOpUTM JepeBa pIlleHb -
HenmapaMeTPUYHUN METOJ] KEpOBAaHOTO HaBUYaHHS, SIKUH (OpMye MOJelIb Ha OCHOBI
MPOCTUX TIPABUIJ MPUUAHATTS PIIICHb, OTPUMAHUX 13 XapaKTEPUCTUK BXITHUX JaHUX.
Knacudikatrop Random Forest posmmproe med migxid 3aBAsku aHCAMOJICBOMY
HABYaHHIO, 00’ €IHYIOYHU PE3yIbTaTU KIJIbKOX JEPEB PillIEHb, 0 CIPHUSE M1ABUILIEHHIO
CTIMKOCTI Ta TouHOCTI Kinacudikaii. [Toai6Ho 10 11p0r0, 6araromapoBuil NepIenTPOH
(MLP), skuii € pi3HOBUIOM IITYYHOI HEHUPOHHOI MEpexi MPSIMOro MOIIMPEHHS,
3aCTOCOBYETBhCS JJI1  KepoBaHOi Kimacudikamii 3o00paxenb. HaBuanns MLP
3MIIMCHIOETHCS HA OCHOBI PO3MIYEHOT0 HAOOPY JaHUX 13 BUKOPUCTAHHSIM aJITOPUTMY
3BOPOTHOIO MOIMPEHHS NOMWIKH [20].

Mera poOOTH CTOCYETBCS KOMIUIEKCHOTO aHAI3y CYYaCHUX IIJIXOJIB
MalIMHHOTO HAaBYaHHSA Ta INIMOMHHOTO HAaBYaHHS, IO 3aCTOCOBYIOTBHCS IS
kiacudikanii ctagiii xsopodu AublreliMepa Ha OCHOBI MEIUYHUX JAHUX, 30KpeMa
HEWpoBI3yali3aliifHUX 300pakeHb, KITHIYHUX MOKA3HUKIB 1 OlOMapKepiB, a TaKOX
BU3HAYMUTH iXHI MepeBaru, OOMEXEHHS Ta MEPCIEKTUBH BUKOPHUCTAHHS B CHCTEMax
KOMIT FOT€pU30BaHOI IIarHOCTUKHU W MIATPUMKH KJITHIYHOTO NPUUHSTTS PILIEHb.

Buxnan ocHoBHOro Marepiany. [[ns nepeBipku eeKTUBHOCTI PO3pOOIEHOTO
aHcamOJ1t0 Mojiesiel 0yJi0 MpoBeeHO Kiacudikallito 300pa’keHb Ha TECTOBINA BUOIpII],
sKa He BAKOPHCTOBYBAJIACA H1 Ha €Talll HaBYaHHsI, Hi ITi]T Yac Baialii kjaacudikaTopa.
Takuit miaxig gae 3MOry OIIHUTH 3JIaTHICTH MOJEl 10 y3arajlbHEHHsS, TOOTO Ti
CIIPOMOXHICTh KOPEKTHO KJIacu(iKyBaTH HOBI JIaHl1, K1 paHille He Oy MpeICTaBIIeHI
cuctemi. lle € BaXTIMBUM €TanmoM €KCIepUMEHTAIbHOI MEPEeBIPKU, OCKITLKA BHUCOKA
TOYHICTH JIMIIIE Ha HABYAJIBHUX a00 BaIJAIIMHUX JTaHUX HE 3aBXKJIHU CBIIYUTH IMPO
peanbHy e(EeKTUBHICTh MOJIE B YMOBAaX MPAKTUYHOTO 3aCTOCYBaHHSI.

3a pesynbTatamMu KiIacudikaiii TeCTOBUX 300pakeHb 0yJI0 OTPUMAHO 3HAYCHHS
toyHocTi 0,9417. 1leit moka3HUK € Ie10 HUKYUM MOPIBHIHO 3 TOYHICTIO, TOCSATHYTOIO

Ha BaJJamiiHii BUOIPI, OJHAK BIiH 3aJIMIIAETHCS BHCOKHM, 3Ba)KalOUW Ha Te, IO
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TECTOBI JIaH1 0yJIM TTIOBHICTIO HEBIIOMUMHU 7151 Kiacudikatopa. OTpuMaHuii pe3yabTar
CBIIUUTHh IPO JIOCTATHIO CTIMKICTh aHCAMOJIeBOi MoJell Ta ii 3JaTHICTh 30epiratu
BUCOKY fAKICTh Kiacu@ikalii mo3a MeXaMH JaHMX, BHKOPUCTAaHHX TMiA dac
HaJallITyBaHHS [MapaMeTpiB.

3HIKEHHS TOYHOCTI HAa TECTOB1M BUOIPIIi MOPIBHIHO 3 BaTiAALIHHOIO MOXKE OyTH
3YMOBJIEHE TMPUPOIHOI0 BapIaTUBHICTIO MEIWYHUX 300pa’KE€Hb, BIIMIHHOCTSIMHU Y
BI3yaJIbHUX O3HaKaX MK OKPEMHUMH KJIACaMH, a TaKOX CKJIAIHICTIO PO3MEKyBaHHS
CYMDKHUX CTajiii 3axBOproBaHHsS. Y 3agadax Kiacuikamii cragiii xBopooOu
AnprreiimMepa Taki BIIMIHHOCTI MOXYTb OYTH OCOOJIMBO HE3HAYHUMH, OCKIIBKU
nepexiJi MiXK KOTHITUBHOIO HOPMOIO, PaHHIMU KOTHITUBHUMHU TOPYIICHHSAMH Ta
BHUPa)XXECHUMH TPOSIBAMU JIEMEHIIIT Ma€ MOCTYNOBUH xapakTtep. Came TOMy pe3yibTar
Ha piBHI 94,17% MoOkHa BBa)kaTH JIOCTaTHHO BHUCOKHMM 1 TaKUM, IO ITIJITBEPKYE
JOIIIBbHICTh BUKOPUCTAHHS aHCaMOJIEBOTO MiAXOTy.

JUtst eTanpHINIOr0 aHamidy pe3ynbTaTiB Kiacugikamii Oyjno Mmo0yJI0BaHO
MaTpHII0 MOMUWIOK 13 BukopuctanusaM ¢yukiii ConfusionMatrixDisplay 616mioTexu
sklearn.metrics. Marpuig NOMHIIOK J1a€ 3MOTY HE JIMILE OLIIHUTH 3arajibHy KUIbKICTh
MpaBUJILHUX 1 TTOMWIKOBUX Mepen0avyeHb, aje ¥ BU3HAUUTU, MDK SKUMHU KJIacaMH
MOJIe b HaluacTimie Jomyckae moMmiku. [le ocoOmrMBo BaXKIMBO JJ1s1 MEMYHUX 3a]1a4,
OCKIJTBKM PI3HI THUOU TMOMUJIIKOBOI Kiacu(IiKalii MOXYTh MaTH PI3HY KIIHIYHY
3HAYYIIICTh.

OTtpumMana MaTpuIlsl OMUJIOK, HaBeJeHa Ha pUcC. 1, 1a€ MOXIJIMBICTh Bi3yalbHO
MPOAHAJI3YBATH PO3MOALT MPABUIBHUX 1 XMOHMX KiIacu(ikaIii s KOXHOI cTasii
3aXBOpIOBaHHA. Takuil aHajmi3 € HEOOXITHUM JUIS TOJAJBIIOTO BIOCKOHAJCHHS
HaBUYaJbHOI BHUOIPKM Ta TOKpAICHHS €TamiB TOMepeaHb0oi OOpOOKH MEIUYHUX
300paxkeHb. OTxe, pe3yJbTaTd TECTYBaHHS MIATBEPIKYIOTh €(EKTUBHICTh
po3po0ieHoro ancamOI0 Mojeneill g kinacudikaiii 300pakeHb 1 JeMOHCTPYIOTh
HOTO MepPCIEKTUBHICTB /TS 3aCTOCYBaHHS B 33]ja4aX KOMIT FOTEPU30BAHOT J1arHOCTUKH

XBOpoOU AJblreimepa.
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Pucynok 1. MaTpuiis moMUIIOK aHCAMOJTIO 3 M'SIKMM TOJIOCYBaHHSIM Ha TECTOBIM
BUOIpIII.

JIKepeno pucyHKa: aBTOpChKa po3pooKa.

3 ypaxyBaHHSM OTPHUMAHOI MATPHIll MOMUJIOK MOKHa 3pOOUTH BHCHOBOK, IO
po3po0ieHuil kiacu(ikaTop 3arajoM JAEMOHCTPYE BUCOKUU pPIBEHb KOPEKTHOCTI
pO3Mi3HaBaHHs CTaliii XBOpoOW AdbIreiimepa Ha TecToBii BuOipii. Bomgnouac
JETANbHUM aHalli3 PO3MOAUTY MOMIJIKOBUX KilacH(iKaIiid CBIIYUTH MPO Te, IO
HalOIbIIA KUIBKICTh HETOUHOCTEHN croctepiraerbest Mixk kiacamu CN ta LMCI. Ile
MOe OyTH TIOSICHEHO CKJIAIHICTIO PO3MEKYBaHHS KOTHITUBHOI HOPMH Ta Mi3HBOTO
JIETKOTO KOTHITUBHOT'O MOPYILIEHHS, OCKIIBKY HA ITUX €Tanax 3MiHH y CTPYKTYpP1 MO3KY
MOXYTh OyTH HE3HAYHUMHU, MOCTYIIOBUMH Ta YACTKOBO MOJIOHMMU 3a Bi3yaJIbHUMHU
O3HaKaMH. Y MEIUYHOMY KOHTEKCTI Taka MOMUJIKA € OUIKyBAHOIO, OCKUIBKH TepeXiJ
BiJl HOPMaJIHLHOTO KOTHITUBHOTO CTaHY JO JIETKUX KOTHITHBHHUX MOPYIICHb YaCTO Ma€e

HEYITKI MeX1 Ta moTpedye BpaxyBaHHS JOJATKOBUX KIIHIYHUX, KOTHITUBHHUX 1

OloMapKepHUX MOKA3HUKIB.
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Haiimenmy KibKicTh MOMUIIOK Oyi10 3aiKCOBaHO IiJl yac Kiacudikaiii craii
MCI, mo cBiAYUTH MPO HASBHICTH OUIBIN BHPAXKEHUX a00 CTaOIIbHUX O3HaK, SKi
MOJIEITb 3/1aTHA e(peKTUBHO ieHTHdIKYBaTH. L{e Moke BKazyBaTH Ha Te, IO IS IIHOTO
Kjacy chopMOBaHO JOCTaTHHO 1HGOPMATUBHUN HaOlp XapaKTEPHUCTHUK, K1 JAIOTh
3Mory Kiacu(ikaTopy HaIIHHO BIIOKPEMJIIOBATH MOTO BiA IHIMHMX CTaIil
3aXBOPIOBAHHS. 3arajoM pe3yabTaTH, OTPUMaHI Ha OCHOBI MAaTPHIll IIOMUJIOK, MOKHA
OIIIHUTU SIK JIOCTaTHbO BHCOKI, OCKUIBKM OUIBIIICTh 3pa3kiB OyJO0 MpaBUILHO
BIJIHECEHO JI0 BIJIMOBITHUX KJIACiB.

KinpkicHa orinka sIKOCTI poOOTH MOl BUMArae aHaii3y J0JaTKOBUX METPHUK
kinacudikamii, 3o0kpema Precision, Recall Ta Fl-score. Mertpuka Precision
XapaKTepU3y€e YacTKy MPaBUIIBLHO KJIACH(PIKOBAHUX 3pa3KiB cepesl YCiX 00’ €KTIB, SIKi
MOJIeJIb BiJHECHa /10 MeBHOro kiacy. Merpuka Recall nmokasye, siky yacTky 3pa3kiB
MEBHOTO KJACy MOJeldb 3MOTJia TPAaBWIBHO BHUSBUTH Cepel YCIX peaTbHuX
MpEeJICTaBHUKIB 1[bOTO Kiacy. CBoero ueproto, Fl-score € y3araqibHEHOI0 METPHUKOIO,
o noeanye Precision 1 Recall ta gae 3mory omiauTH 30aJ1aHCOBaHICTh Kiacu(iKarlii.

Jlns  oTpuMaHHS 3a3HAUYEHMX T[IOKA3HHUKIB OyJ0 BHUKOPUCTAHO (DYHKIIIIO
classification report 3 6i6mioTexku sklearn.metrics. st pynkiis hopmye TekcToBU
3BIT 3 OCHOBHUMHU MMOKa3HUKaMH €(PEeKTUBHOCTI KIacH(piKaLiitHOT MO 1J1s1 KOKHOTO
KJIACYy OKpPEMO, a TaKOXk MOJIa€ yCEpEeAHEH1 3HAUeHHSI METpUK. Takuil 3BIT JAa€ 3MOTY
HE JIMIIE OIIIHUTH 3arajbHy SKICTb MOJEN, aje W BHUSBUTH KIACH, IS SKUX
Kiacudikaiis € HaiOutbil abo HaiMeHIn To4YHOro. Pe3ynbTaTH Takoro aHamizy

HaBEJICHO Ha pHUC. 2.
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precision recall fi1-score support

AD 0.95 0.95 0.95 208

CN 0.92 0.93 0.93 156

EMCI 0.94 0.97 0.96 150

LMCI 0.91 0.91 0.91 144

MCI 0.98 0.95 0.96 166

accuracy 0.94 824
macro avg 0.94 0.94 0.94 824
weighted avg 0.94 0.94 0.94 824

PucyHok 2. 3BIT OCHOBHUX KJIacU(IKAIIHHUX OKA3HUKIB aHCAMOJIIO 3 M'SIKUM
rOJIOCYBaHHSIM.

JIKepeno pucyHKa: aBTOpChKa po3pooKa.

Pe3ynbraty MmokasyroTh, IO MOJENb JEMOHCTPYE HAJEKHY €(PEKTUBHICTh 13
3aranbHOI0 TouHicTIO 0,94. BoHa 3a0e3nedye HOCTaTHbO BUCOKI 3HAYEHHSI METPHUK
recall, precision Tta Fl-score mis OUIBIIOCTI KJaciB Ha HOBHMIX, pPaHIIIe HEBIJIOMHX
JaHUX, OO0 CBIAYUTH IPO ii €PEeKTUBHICTH Yy 3a/1aul Kiacudikarii 3pa3Kis.

ITepen moOymoBor0 aHcaMOIeBOI MojACH KOXKEeH Kiacudikarop Oyjo OKpemo
OLIIHEHO B KOHTEKCTI 3ajadl I sITHKJIacoBoi kiacudikaumii. /s aHamizy iXHbOi
€()EeKTUBHOCTI 3aCTOCOBAaHO CTaHAAPTHI METPUKH OILIHIOBAHHS, 30KpeMa Accuracy,
Precision, Recall, F1-score, a Takoxx Confusion Matrix. Koxxay Mojiens 0yJji0 HaBU€HO
Ha BU3HAYEHIM HaBYalbHIA MiABUOIPILI Ta MEPEBIPEHO HA OKPEMHUX BaiJAlIHUX
JaHMX.

HanamryBanss rinepmnapaMeTpiB 3/1HCHIOBANIOCA 13 3acTocyBaHHsAM MeToy Grid
Search, sikuit nependayae cucteMaTHyHU nepedip KOMOIHALM TONepeHbO 3a/IaHUX
napameTpiB 13 BUKOPUCTaHHSIM Kpoc-Bamifarii. Takuii miaxig ga€ 3MOTY BH3HAYUTH
KOH(irypatito Mozeni, 1o 3a0e3nedye HaWBUIIE CEpeIHE 3HAYEHHS TOYHOCTI.
OnTuManpHl napamMeTpu, OTpUMaHl B Pe3ysbTaTi MOLIYKY, OyJ0 BUKOPUCTAHO JIs
HaBuYaHHA (PIHAIBHOI BepCli KOKHOTO KiacupikaTopa Ha TOBHOMY Ha0Opi JTaHUX.

3 METOI TMOPIBHIBHOTO aHali3y pe3yNbTaTh BCiX YOTUPHOX Mojenel OyIio

y3arajlbHeHO B €AMHIM miacymKkoBid Tabmuui 1. [IpoBenenuil aHami3 mokaszas, LIO
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HalBUIIY e(pEeKTUBHICTD MTpoaeMOHCTpyBau kinacudikaropu Random Forest, SVM ta
MLP, Toni sixk meroa Decision Tree 3abe3reunB HalHIKUE 3HaYE€HHSI TOYHOCTI Cepesl

TOCITIIKYBaHUX MOJIEIICH.

Taoauns 1.

[TopiBHsIBbHI pe3yABTaTH TECTYBaHHS JOCIIPKYBaHUX MOJEEH

Moneins MeTtpuka AD CN EMCI |LMCI | MCI
Hepeso pimens (DT) | Precision 0.87 0.85 0.90 0.79 0.95
Recall 0.91 0.84 0.87 0.84 0.89
F1-score 0.89 0.84 0.88 0.81 0.92

Accuracy 0.87
Bunanxouit mic | Precision 0.96 0.93 0.94 0.88 0.98
(RF) Recall 0.94 10.90 |0.97 0.93 0.95
Fl1-score 095 1092 |0.96 0.91 0.96
Accuracy 0.94
Meron ornopHux | Precision 095 1092 |0.93 0.92 0.96

BekTOopiB (SVM) Recall 093 1094 |0.97 0.90 0.95
Fl1-score 094 1093 095 0.91 0.95
Accuracy 0.94

Bararomaposuii Precision 095 (1094 1095 0.91 0.97

neprentpod (MLP) | Recall 0.96 0.93 0.97 0.92 0.95
F1-score 095 1094 |0.96 0.92 0.96

Accuracy 0.95

OTxe, 3 METOIO MIIBUIIECHHS 3arajibHOi CTa0LIbHOCTI T4 TOYHOCTI KJ1acuikarrii
Oymo moOyaoBaHO aHCaMOJICBy MOJEIh Ha OCHOBI TpPhOX HalehEKTUBHIIIMX
kiacudikatopiB - SVM, RF ta MLP. Jlna peanizarii ancam6iito 06paHo meto Voting,
OCKUIBKM BIH  XapaKTEPU3YETHCS  OOYMCIIOBAIBHOI  MPOCTOTOIO,  IIBUIKUM
BUKOHAHHSM 1 THYUYKICTIO 3aCTOCYBaHHSI.

Ha BigMiHy Bij CKJIaJHIIIMX aHCaAMOJICBUX CTpaTerii, Takux sik stacking a6o
blending, MeTos rosiocyBaHHsI HE MOTPeOye MOAATKOBOTO HaBYaHHS MeTamoneni. Lle
Ja€ 3MOTy 1HTETpyBaTH pi3HOpiAHI 0a30Bi kiacudikatopu, SKi MalwTh Pi3HI

apXITEKTYpH, MapaMeTpu Ta NPUHLMIM MPUHUHATTA PIlIeHb. 3aBASKUA IOMY MIIX1]
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Voting € 3py4HuM 1151 €eKCIIEPUMEHTAILHOTO KOMOIHYBaHHS MOJIeJICH 1 omTUMI3aIli iX
B3a€MO/I11 BIAMOBIAHO /10 crien(iku KOHKPETHOI KiacudikaiiitHo1 3a1aui.
Buxopucranns ancaM01eB01 MOIEITI Ta€ MOKITMBICTD 3MEHIITUTH BIUTMB MTOMHUIIOK
OKpeMHUX KiacUu(pIKaTOPiB, MiJABUIIUTH HAJIMHICTHh MPOTHO3YBaHHS Ta 3a0€3MEUUTH
OubII CTIAKI pe3ynpTaTH MiJ yac kiacu@ikaimii crafiii xBopoOu Aunblreiimepa.
ApxiTekTypy aHcaMmOieBOTO Kiacudpikaropa, peaai30BaHOTO 13 3aCTOCYBAHHIM

VotingClassifier, HaBegeHo Ha puc. 3.

SVM Model

Dataset.

Random Forest
Model

¥

Training
data

Voting Ensemble Final Prediction

MLP Model

Test Data

Pucynok 3. Cxema CTBOpEeHHS aHCaMOJII0 KJlacu(iKarliiHUX MOIEICH.

JI>xepeno pucyHka: aBTOpChbKa po3pookKa.

[IpoBeneHO MOpPIBHSUIBHE OLIHIOBAaHHS PI3HUX Kiach(ikalliHUX MOJeNeH, 3a
pe3yibTaTaMu SIKOTO BCTAHOBJICHO, 1110 HaWBUIIY €(DEKTUBHICTH CEPeT TOCIIIKYBAHUX
MIIXO0/IB MPOJAEMOHCTPYBaB OararomapoBuil nepuentpoH. Ha ocHOBI oTpumaHuX
pe3yJbTaTIB AJIA MOAANBIIOr0 (popMyBaHHS aHcamMOJIeBOT Mojeli OyJio oOpaHO Tpu
HaiiepexTuBHimi knacudikaropu: RF, SVM ta MLP. Ix inTerpariis B ancamomis 6yi1a
CIIpsSIMOBaHa Ha TMIJABMINCHHS 3arajibHOI TOYHOCTI Kiacu@ikaiii Ta 3a0e3meueHHs
015111101 CTAO1IBHOCTI MPOTHO3YBAHHSI.

Byno mpoBeneHo aHaii3 METOMIB aHCAMOJIEBOIO HaBYaHHS, 3a pe3yjbTaTaMU
SIKOTO SIK HalOUIbII JoiIbHUM Tiaxin oopano VotingClassifier. Ileit meTon gae 3mory
MOETHYBATU PI3HOPIAHI KIAaCU(PIKATOPH 3 BIAMIHHUMHU KOH(DIryparisiMu apaMmeTpis,

apXITeKTypaMu Ta MPUHUUIAMU MPUUHSTTS pillieHb. 3aBJISKH [[bOMY MiJABUILY€THCS
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HAJIAHICTh MPOTHO3YBAaHHS, OCKUIBKH KIHIIEBE PillIeHHS (POPMY€ETHCS HE Ha OCHOBI
OJIHOTO aJITOPUTMY, a IIIIXOM Y3TO/DKEHHS pe3yJIbTaTiB KIJIbKOX MOJIEIEH.

Y Mexax IOCHiDKeHHS OyJio MpoaHali30BaHO MBI cTpaTerii aHcamOIeBOTro
rojiocyBaHHs - hard voting Ta soft voting. Meron soft voting mpoaeMoHCcTpyBaB Kpariii
pe3yabTaTH, JOCITHYBIIN 3arainbHOi TouHOCTI 0,96. DiHanpHa aHcamOiieBa MOCIb
Mokasaja BHCOKI 3HadeHHs MeTpHuK Precision ta Recall ans 6inmbinocti kiacis, 1o
HiATBEp/KYE 11 e(PEKTUBHICTP y TOYHOMY BH3HAUEHHI PI3HUX CTaaiil XBOpOOH
AnpureiiMepa B MeXaxX BUKOPUCTAHOTO HA0OPY JTaHHUX.

BucHoBku. Y po60Ti JOCIIIKEHO 3a/1a4y aBTOMaTU30BaHO1 Kiacuikaliii cTaii
XBOpOOM AublreiiMepa 13 3aCTOCYBaHHSIM METO/AIB MAIIMHHOTO HAaBYaHHS Ta
ancambnieBoro mojemntoBanHs. IIpoBenene mnopiBHsHHs Mozenet Decision Tree,
Random Forest, SVM ta MLP nokazano, mo HaWkpaii pe3yJbTaTH 3a0e3Neuniiu
MLP, Random Forest i SVM, Tom sk Decision Tree nmpoaeMOHCTpYyBaB HUKYY
TOYHICTb.

Ha ocHOBI Tphox HallepeKkTUBHIMMX KiIacudikaTopiB OyJ0 MOOYI0BAHO
aHcaMOsieBy Mozenb 13 BukopuctanHsaM VotingClassifier. [lopiBusinHs cTpaTeriii hard
voting 1 soft voting 3acBimuunio nepesary Metoay soft voting, sikuii 3a0e31meurB BUIILY
CTa0lIBHICTh 1 TOUHICTH KJacudikarii.

ExcniepuMeHTanbH1 pe3yiabTaTH MIATBEPAUIN €()EKTUBHICTh 3alpPOIIOHOBAHOTO
MIJIXOMy: 3arajibHa TOYHICTh aHCaMOJICBOI MoOjielli Ha TECTOBHUX JAaHUX CTAaHOBHIIA
0,9417, a makcumasibHa TOYHICTH Aocsrana 0,96. AHai3 MaTpUIll MOMIJIOK MTOKa3aB,
10 HalO1nblIe HeTOYHOCTEN BUHMKae MK KiacaMu CN ta LMCI, 1m0 moscHIOE€TbCS
MoA1I0HICTIO O3HAK KOTHITUBHOI HOPMH Ta JIETKUX KOTHITUBHUX MOPYIICHb.

AHcamOJIeBUH MiaXiJ € TMEepPCIeKTUBHUM JJig OaratokiacoBoi kiacugikarii
cTaaiil XxBopoOu AJbIreiiMepa Ta MOKe OyTH BUKOPUCTAHUM SIK OCHOBA JJISI CUCTEM
KOMII FOT€pPHU30BaHO1 AlarHoCTUKU. [1ogambIi JOCTIKEHHS TOLUIBHO CIIPSMYBAaTH Ha
po3lMpeHHsT Habopy AaHuX, OallaHCyBaHHS KJaciB, 30BHIIIHIO BaJliJlallil0 Ta

M1 IBUIIICHHS IHTEPIPETOBAHOCTI MOJICIICH.
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SECTION 3. CYBERSECURITY AND INFORMATION PROTECTION

DOI: 10.46299/1SG.2026.MONO.TECH.2.3.1

3.1 Features of token-based authentication and authorization in a web-oriented
microservice architecture

Introduction

In the context of the ongoing digital transformation of the economy, web-
oriented information systems have become a foundational infrastructure for e-
commerce, financial services, government e-services, and corporate information
resources. The widespread adoption of distributed architectures, particularly
microservices, along with the use of cloud and containerized platforms, increases the
need for reliable authentication of both users and services while maintaining acceptable
performance. Under these conditions, authentication mechanisms are no longer merely
a local security component; they substantially affect scalability, fault tolerance, and the
efficiency of computing resource utilization.

One of the de facto standards for token-based authentication is the JSON Web
Token (JWT), which is widely used across the OAuth 2.0 and OpenID Connect (OIDC)
ecosystems, as well as in proprietary solutions for securing RESTful APIs and
microservice interactions. Standards and normative documents (e.g., RFC 7519, RFC
7518, RFC 8032) define the token format and the permissible signing algorithms. At
the same time, in practical web-application design, the choice of a specific
cryptographic algorithm and authentication scheme is often made empirically, without
relying on formalized models or quantitative criteria to assess the impact of this choice
on latency, throughput, and system resource consumption. As a result, designers may
adopt either overly “heavy” algorithms that significantly increase latency under high
load, or overly “lightweight” mechanisms that do not provide an adequate
cryptographic level of protection—an issue that is particularly critical for microservice
architectures, where tokens may be verified repeatedly across a chain of services.

An analysis of scientific publications and standards reveals that much of the

research focuses on the security of authorization and authentication protocols, the
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stability of access schemes, and the construction of architectural templates for using
JSON Web Tokens (JWT) in web services. However, the issue of comprehensively
quantifying the impact of cryptographic algorithm choices for JWT token signing and
specific authentication schemes on the performance of web-oriented applications
within various architectural approaches (e.g., monolith, SOA, and microservices) has
not been sufficiently researched. This issue is usually considered only for specific
technology stacks or load scenarios. Thus, there is a need to develop models, methods,
and software tools that enable a comparative analysis of these mechanisms using
uniform criteria and performance metrics.
1. Authentication processes in web applications

Authentication is a fundamental process of identifying a system entity (user,
device, or service) in compliance with security requirements. In the context of
information systems, implementing authentication mechanisms is a prerequisite for
preventing unauthorized access to protected resources and services.

Functionally, authentication and authorization solve different security lifecycle
tasks:

authentication answers the question “Who are you?” by verifying the claimed
identity of the entity.

authorization determines the answer to the question “What are you allowed to
do?” by establishing the level of access rights for the authenticated subject.

implementing these mechanisms requires creating a secure infrastructure to
verify and authenticate the relevant entities.

In web application architecture, the need for authentication arises when the
client-side accesses the API provided by the server-side of the system. Below are the
main authentication mechanisms that are widely used in modern web solutions.

1.1. Basic HTTP authentication

The Internet Engineering Task Force (IETF) standardizes a number of
authentication and authorization mechanisms suitable for use by web clients. The most
fundamental form of authentication is the transmission of user credentials (username

and password) via the HTTP Authorization header. This mechanism follows a
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“challenge—response” model in which the server initiates the authentication procedure
when a protected endpoint is accessed, and the client provides the required credentials.

The standard defines two primary schemes for implementing this approach.
Basic Authentication involves the client sending the username and password in
Base64-encoded form, having first concatenated them into a string of the format
"username:password" [21].

Digest Authentication is a more secure scheme in which the client constructs a
response to the server’s challenge as a hash value derived from the username,
password, and a unique nonce provided by the server [22]. Historically, the MD5
algorithm was used for hashing; however, modern versions of the specification provide
for the use of a cryptographically secure algorithm such as SHA-256. Despite improved
security characteristics compared to Basic Authentication, the Digest scheme has not
gained widespread adoption in web development practice.

It is important to note that this mechanism, by itself, does not ensure the
confidentiality of the transmitted data. Base64 encoding of credentials is sometimes
mistakenly perceived as equivalent to encryption; in practice, however, such data can
be easily decoded back into plaintext. Therefore, the security of these schemes depends
entirely on the security of the transport channel. The de facto standard for securing data
transmission 1s the use of HTTPS, which encrypts traffic using the SSL/TLS
cryptographic protocols.

1.2. API keys

API keys are cryptographically random sequences that function as a shared
secret between a client and an API provider. The authenticating subjects may be either
individual users or entire projects/applications integrated with the API. When API keys
are used for user authentication, the API server generates a unique secret key for each
account. In this context, the API server (i.e., the back-end server) is responsible for key
generation, secure storage (typically in a protected database), and validation of the key
on every incoming request.

To prevent predictability, API keys must be generated using cryptographically

secure algorithms. A practical approach is to use Universally Unique Identifiers
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(UUIDs), which are random strings generated for each registered user. For additional
protection against forgery, a digital signature mechanism may be applied using a shared
secret key.

The key distribution process typically involves delivering the key to the user via
an HTTP redirect after successful initial authentication or registration. Depending on
the implementation, keys may be provided to the client in the form of:

cookies stored in the browser for the corresponding domain;

URL redirect parameters.

When the cookie mechanism is used, each subsequent request to the API server
automatically includes the cookie, enabling session identification.

Despite the simplicity of implementing client authentication and session support,
API keys have significant security limitations. Because they constitute a shared secret,
compromising a key enables an attacker to impersonate a legitimate user. As an
alternative approach, APl keys are commonly recommended for identifying
projects/applications rather than individual users.

In architectures where a front-end service acts as a proxy between clients and the
API server, a higher level of security can be achieved. Users do not have direct access
to the front-end server, which allows the API key to be stored securely. This service
appends the API key to each proxied request, forwards the response to the client, and
implements its own mechanisms for authenticating individual users.

API key provisioning typically requires developers to register their applications
to obtain a unique key, often accompanied by a warning that it will be shown only once.
A common anti-pattern is embedding API keys directly in front-end source code, which
can lead to compromise when the code is published in public repositories.

The recommended methodology is to use environment variables to store
confidential data, including API keys. Modern Platform-as-a-Service (PaaS) cloud
platforms provide built-in tools for configuring environment variables without
requiring code modifications. Embedding API keys in client-side JavaScript or

otherwise exposing them in a web browser is an especially critical error [23, 24].
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1.3. Token-based authentication

Token-based authentication is another approach that has gained popularity in
recent years. The authentication mechanisms discussed earlier follow a stateful model,
which leads to scalability constraints and architectural heterogeneity. Token-based
authentication enables a stateless authentication flow in which the server is not required
to maintain any client-related state.

In token-based authentication, a front-end application interacts with a dedicated
Identity Provider (IdP) by redirecting the user to the IdP’s interface. The IdP performs
user authentication, typically using a username—password pair, with optional additional
verification factors (e.g., one-time passwords). Upon successful authentication, the IdP
issues and returns to the client:

an ID token, which confirms the user’s identity;

an access token, which grants access to protected APIs.

The front-end application stores the access token for subsequent use when
requesting protected resources.

OpenID Connect (OIDC) defines a standardized protocol for token-based
authentication [25], built on top of the OAuth 2.0 specifications. A key element of
OIDC is the scope parameter with the value OpenlD, which must be included in the
authentication request [26, 27]. The authorization server returns an ID token in JWT
format that contains identification information about the authenticated user as claims.
OIDC specifies a clear set of rules for validating the ID token before relying on its
contents. It should also be noted that the claims from the ID token are available via the
authorization server’s /userinfo endpoint [25], access to which requires presentation of
a valid access token.

ID tokens contain a standard set of parameters that characterize the user session
state:

i1ssuer identifier;

subject identifier (user);

audience (intended token consumers);

expiration time;
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authentication time.

A critical parameter of the authentication request is response_type, which must
include the value id token in order to obtain an ID token [28].

OIDC defines different authentication flows depending on the application type.
For architectures with predominantly server-side logic processing (traditional web
applications or SPAs with server-side middleware), OIDC specifies the Authorization
Code Flow. In this case, the OIDC client receives an authorization code from the IdP
and then exchanges it for an ID token and an access token via the token endpoint [26,
27]. According to the OAuth 2.0 specification, the authorization server always returns
an access token; OIDC extends this requirement by also mandating the return of an ID
token [29].

The need for an access token depends on the application architecture. In
scenarios where only confirmation of the user’s identity is required, the claims
contained in the ID token are sufficient. In such cases, the access token may be used
solely to retrieve additional user information via the /userinfo endpoint.

A sequence diagram of the Authorization Code Flow is shown in Fig. 1.

An important stage in the token-based authentication procedure is client
identification when calling the token endpoint. The OIDC specification defines a set of
mandatory client authentication methods that the Identity Provider (IdP) must support.
Each of these methods uses different mechanisms to verify the client’s authenticity via

the client secret parameter.

64



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

User / OpenlD Client Identity Provider
(Backend Server / middleware) (IdP) Service API
Web brlowser

( L )|
l Login Initiation J

I I

I I

|  Redirect to IdP authorization endpoint I I

I GET /authorize with parameters I I I
N

I | “ I
; {Authentication & Authorization ] :
I I I

Show |dP login page

[ B L s fresee |
| Enter credentials & grant consent | N
~

| 302 Redirect to callback URL |
|
I I (
|
|
|
|

lith authorization code  ...eeeeenee.

{ Token Exchange }

| GET callback URL
, with authorization code

Y

POST /token

Authorization: Basic client_credentials

Body: grant_type=authorization_code

| &code=AUTH_CODE&redirect_uri=CALLBACK_URI\I
~

Return access token + ID token
| _ (if scope contained openid)

I
I
I
I
I
( ..............................................................................
I I
I
I
I
I
I

T {Session Creation }

|

|

|

I

I Verify ID token and extract claims I
| Start local session |
Save access token if resource access needed I

|

|

|

I

I

|

I
Redirect to protected resource

I( ......................................................... |

L {Resource Access (Optional) ]

alt / [If resoprce access needed and user consented]

_ Authorization: Bearer ACCESS_TOKEN
f

LS8 rosponse with protected data | ..coeeeereeeuuensd b I

|
I
I
I | Request protected resource
|
|
I

Figure 1. Token-based Authorization Code Flow

Source of the figure: original

1.4. Session Management
ID tokens and access tokens issued by the Identity Provider (IdP) typically have

a limited validity period in order to enhance security. This necessitates periodic token

65



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

renewal by the client once the current tokens expire. An OIDC client is obliged to
manage sessions for both token types, which may have different lifetimes.

Functionally, tokens are classified as follows:

identity token is intended for the OIDC client and contains information about the
user’s identity and authentication state, presented as claims in the payload. It is used to
build the user profile.

access token 1s directed at the resource server and provides authorized access to
protected resources on behalf of the user.

According to the OIDC specification, a user session is the period during which
the OIDC client maintains a valid authenticated status with the IdP. The session
management process involves monitoring this status. Session termination leads to
invalidation of all active tokens, even if their formal expiration time has not yet been
reached. Subsequent acquisition of new tokens requires user re-authentication.

This approach provides an additional layer of security because it enables
immediate access revocation in the event of detected credential compromise or other
security threats, regardless of the configured lifetimes of individual tokens. To maintain
application continuity, it is recommended to implement automatic token renewal
mechanisms using refresh tokens, which allow new access tokens to be obtained
without user involvement (see Fig. 2).

To support continuity of authentication sessions in OIDC, two primary
approaches are used, one of which is silent re-authentication [25].

This mechanism assumes that the web application initiates a standard
authentication procedure using the same parameters as in the initial request to the IdP
authorization endpoint. The key difference is that the client periodically contacts the

OpenlD Provider to check the end user’s session status without the user’s participation.
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Figure 2. Session management using silent authentication

Source of the figure: original
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A key technical parameter of this process is prompt=none, which instructs the
Identity Provider to avoid interactive engagement with the user. Provided that an active
session exists on the IdP side, the provider automatically returns the requested tokens.

The second method for maintaining sessions involves implementing a
mechanism based on hidden iframes integrated with the Identity Provider (IdP). This
approach is based on the principle of regularly polling the session status by the web
client at predefined intervals [30].

1.5. Single Sign-On Integration

The Single Sign-On (SSO) system enables a user to utilize a single set of
credentials to access multiple applications within an organizational environment.
Implementing this architecture involves centralized storage and management of
credentials at the organization's Identity Provider (IdP).

Principles of SSO Operation:

trusted infrastructure: each organizational application establishes a trust
relationship with the IdP.

unified authentication point: the user is redirected to the IdP’s single sign-in page
for all applications.

efficient status propagation: after successful authentication, the IdP conveys the
confirmed identity status to the application.

In the context of OIDC, authentication status is propagated via an ID token,
which contains verified information about the user [31]. This mechanism provides a
standardized way for trusted parties to exchange authentication information,
eliminating the need for separate authentication for each application.

The advantages of this approach include not only improved convenience for the
end user but also enhanced security through centralized account management and the
ability to enforce a unified security policy across the organization’s application
ecosystem.

1.6. JWT Tokens

JWT 1is the de facto standard for implementing ID tokens in modern

authentication systems [32]. The payload of an ID token contains a set of claims that
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represent identification information about the user. Client applications use these data
to personalize the user interface and adapt functionality.

A JWT is a JSON-based token format exchanged between parties. It is easy to
transfer and compactly encodes information about a user or a session. A JWT (Fig. 3)
typically consists of:

Header — the first part of the JWT is a JSON object encoded using Base64URL.
It specifies metadata such as the signing algorithm (e.g., RS256).

Payload — contains the data conveyed by the token, including the user identifier,
user information, session details, permissions, expiration time, and related attributes.

Signature — the Base64URL-encoded header and payload are concatenated and
signed using a private key (for asymmetric algorithms) or a shared secret (for

symmetric algorithms). The resulting signature is then Base64URL-encoded.

JSON WEB TOKEN {
"alg": "HS256"
"typ”: "IWT"

/

HEADER

{

l "sub": "1234567890"
"name”: "John Doe"
PAYLOAD > "iat": "1516239022"

}

X

HMACSHA256(
base64UrlEncode(header) +

SIGNATURE | we g

> base64UrlEncode(payload),

secret)

@

Figure 3. Structure of a JWT Token
Source of the figure: https://www.miniorange.com/blog/what-is-jwt-json-web-token-

how-does-jwt-authentication-work/

69



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

JWT validation and processing:

token decoding — the front-end application first decodes the JWT from the
Base64URL format defined by the standard [32];

digital signature verification — a mandatory step is verifying the JWT’s
cryptographic signature to confirm data integrity and authenticity;

payload analysis — after successful verification, the application gains access to
the structured data in the form of a JSON object.

Base64URL encoding enables safe transmission of the token via HTTP headers
by avoiding issues with special characters inherent in standard Base64. However,
without prior signature verification, payload data must not be trusted, since it can be
easily inspected after simple Base64URL decoding.

This mechanism allows applications to obtain up-to-date user information
without additional server requests, which significantly improves performance and user
experience.

Previous studies have evaluated token-based authentication using JWT, noting
that JWT-based approaches may outperform alternative methods in terms of
authentication mechanisms, access control mechanisms, compact and self-contained
token structure, support for multi-factor authentication/SSO, and scalability of the
access control system [31]. Other comparative evaluations analyzed JWT-based
systems using both single and multiple tokens in both single-server and multi-server
deployments, indicating that multi-token designs may exhibit lower performance than
systems relying on a single token [33]. Common algorithms for JWT include HMAC-
SHA-256, RSASSA-PKCS1-vl 5 with SHA-256, and ECDSA P-256 with SHA-256
[34]. In addition, RFC 8032 [35] defines newer algorithms, such as Ed25519 and
Ed448; however, performance test results for these modern algorithms have not yet
been widely published.

2. Schemes for securing microservices using JWT

JWT addresses two main challenges in microservice security design: protecting

communication between services and propagating end-user context across

microservices (Fig. 4). All microservices within a deployment trust a Security Token
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Service (STS). The API Gateway exchanges JWTs received from client applications
for new JWTs issued by the STS. In most cases, JWT is used together with mTLS
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End user API| Gateway Service (STS) Service Inventory Service
[ [
( )|

{ Authentication and token issuance |

Request with original JWT
or OAuth 2.0 token

|

|

|
Forwards token

for validation |

|

|
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" (possibly via external IdP)

L
|
|
|
1 1.2
|
|
|
|

Issues new JWT |

I {Request handling by microservices }
! T

I 24 Request with new JWT |

. Authorization: Bearer <JWT>

I 1

2.2 Verifies JWT signature
2.3 Verifies aud: *.example.com

24 Request with same JWT
" Authorization: Bearer <JWT>

2.5 Verifies JWT signature
I 2.6 Verifies aud: *.example.com

__ 2.7 Response with data
<

__ 2.8 Processing result
<

__ 2.9 Final response |
< |

| | {Alternative scenario (errors) }

[_Possible validation errors __/

|< Emor: Invalid JWT |

__ Error: Invalid JWT
<

Figure 4. Propagation of end-user identity data via JWT among microservices

Source of the figure: original

2.1. Scheme for Sharing End-User Context Between Microservices Using a
Shared JWT

When microservice-to-microservice identification is not critical but end-user
identification (human or system) is required, using JWT should be considered. In this
case, the services do not authenticate each other directly. Each request must carry the

identity of the end user who initiates the message flow; otherwise, the receiving
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microservice rejects the request. The flow for propagating end-user identity data in a
JWT among microservices, as shown in Fig. 3, is as follows:

1.1. The end user initiates the request flow. This end user may be a human or a
system.

1.2. The API Gateway authenticates the end user. The gateway intercepts the
request, extracts the token (which may be an OAuth 2.0 reference token or a self-
contained token), and interacts with the connected Security Token Service (STS) to
validate it. The token provided by the end user may not have been issued by this STS;
it can originate from any other identity provider trusted by the STS. Therefore, the STS
must be able to validate the token presented at this step.

1.3. After validation, the STS issues a new JWT signed by the STS. This JWT
contains end-user data copied from the original token (Step 2). When the API gateway
forwards the new JWT to upstream microservices, those microservices only need to
trust this STS to treat the token as valid. Typically, all microservices within a single
trust domain rely on the same STS.

2.1. The API gateway forwards the STS-issued JWT to the Order Processing
microservice over TLS, using the HTTP Authorization header with the Bearer scheme.
The Order Processing microservice verifies the JWT signature to ensure that it was
issued by a trusted STS. In addition to signature verification, it validates the aud
(audience) claim. For the pattern described in this section to work, all microservices in
the same trust domain (i.e., trusting the same STS) must accept JWTs with a wildcard
aud value, such as *.shop.com.

2.2. When the Order Processing microservice calls the Inventory microservice,
it propagates the same JWT received from the API gateway. The Inventory
microservice verifies the JWT signature to confirm that it was issued by the trusted
STS and checks that the aud claim equals *.shop.com.

This approach allows JWT to achieve two objectives. First, it enables
propagation of end-user context across microservices in a way that is difficult to forge:
because the JWT claim set is signed by the STS, no microservice can modify it without

invalidating the signature. Second, it helps secure service-to-service communication: a
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microservice can call another microservice only if it presents a valid JWT issued by a
trusted STS. Any receiving microservice rejects requests that do not include a valid
JWT.

2.2. User Context Sharing Scheme with a Session Service JWT for Each Inter-
Service Interaction

The user-context sharing scheme based on issuing a session service JWT for each
inter-service interaction is essentially a modification of the shared-JWT scheme. The
objective remains limited to establishing the identity of the end user, whereas
microservice identification is not critical. Instead of propagating the same JWT across
all microservices with a single audience value accepted by each service, a new JWT is
generated for each distinct service interaction. This approach provides a higher level
of security compared to using a shared (distributed) JWT.

However, it should be emphasized that absolute security is unattainable: the
appropriateness of a given approach depends on specific usage scenarios and the level
of trust in the microservices deployment infrastructure.

The principle of operation of the circuit is shown in Fig. 5. The interaction flow
is similar to that described in the previous section, except for Steps 2.1 and 2.2.

In Step 2.1, before the Order Processing microservice initiates interaction with
the Inventory microservice, it contacts the STS and performs a token exchange
operation. It submits the JWT received from the API gateway (issued with aud:
op.shop.com) and requests a new JWT to access the Inventory microservice (see
Fig. 4).

In Step 2.2, the STS issues a new JWT with aud: iv.shop.com. The processing

flow then continues according to the scenario outlined in the previous subsection.
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Figure 5. Propagation of end-user identity data in JWTs across microservices using
token exchange

Source of the figure: original

The need to issue a new JWT with a new aud value during the interaction
between the Order Processing microservice and the Inventory microservice is driven
by the requirements of trust isolation between services and attack-surface

minimization. This approach is more secure than allowing all microservices within a
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deployment to share the same JWT received from the API gateway under a single
audience value. At least two significant reasons can be highlighted:

explicit mapping between a microservice and its audience (aud) value. If each
microservice in the deployment is assigned a unique audience value and the STS issues
JWTs with that value, then for any token it is unambiguous which microservice is the
intended recipient. For example, in Step 1.4 of Fig. 2.2, when a request arrives at the
Order Processing microservice from the API gateway, the microservice can strictly
verify that the token is intended for it rather than for another microservice. If the JWT
is mistakenly or maliciously routed to a different microservice, it will be rejected due
to an aud mismatch. This prevents incorrect or unauthorized use of the token outside
its intended audience.

prevention of unauthorized token reuse across microservices. If the Order
Processing microservice attempts to reuse the received JWT “as is” to access another
service (e.g., a Finance microservice, which ideally it should not be permitted to
access), the request will be rejected because the aud value in the original JWT does not
match the audience expected by the Finance microservice. Consequently, the only way
for the Order Processing microservice to interact with the Finance microservice is to
submit its current JWT to the STS and perform a token exchange to obtain a new JWT
with an audience value acceptable to the Finance microservice. In this model, access-
control decisions are centralized at the STS: the STS determines whether the Order
Processing microservice 1s allowed to obtain a token for accessing the Finance
microservice. This enables finer-grained and more manageable control over inter-
service interactions and implements the principle of least privilege.

2.3. Scheme for Sharing User Context Between Microservices in Different Trust
Domains

The use case in this section extends the token-exchange use case discussed in
Section 2.1.2. As shown in Fig. 6, most steps are straightforward. There are no changes

relative to the previous section up to Step 3.2. (Steps 3.1 and 3.2 in Fig. 6 are equivalent
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to Steps 2.1 and 2.2 in Fig. 5.
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Figure 6. Cross-domain authentication and sharing of user context
across multiple trust domains

Source of the figure: original

In Step 2.3, the Order Processing microservice in the shop domain attempts to
access the Delivery microservice in the delivery domain via the delivery API gateway.
The JWT included in this request (Step 2.3) is issued by the STS in the shop domain
and has an audience value corresponding to the Delivery microservice.

In Step 2.4, the API gateway in the delivery domain interacts with its own STS
to validate the JWT. Validation succeeds only if the delivery STS trusts the shop STS.
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In other words, the public key required to verify signatures on JWTs issued by the shop
STS must be known to the delivery STS.

If this condition is satisfied, then in Step 2.5 the delivery STS issues its own JWT
and forwards it to the Delivery microservice via the API gateway. All microservices
within the delivery domain trust only the STS of their own domain.

2.4. Selt-Issued JWTs

In the previous use cases, the identity of microservices as separate entities was
not critical. The system relied on a JWT issued by a trusted STS that contained the end-
user identity. In contrast, in the self-issued JWT model (see Fig. 7), identifying
microservices during service-to-service interaction becomes essential, similarly to the
mTLS model.

As with mTLS, in this model each microservice must possess its own
cryptographic public—private key pair. The initiating microservice constructs a JWT,
signs it with its private key, and sends it along with the request to the receiving
microservice via the HTTP Authorization header using the Bearer scheme over a secure
TLS channel. Because the JWT in this case is a bearer token, TLS is effectively
mandatory to protect against interception and subsequent unauthorized use. The
receiving microservice verifies the JWT signature using the initiating microservice's
public key, thereby unambiguously identifying it.

A self-issued JWT should include the standard JWT claims (see Table 1), as well
as any additional claims (see Table 2) required by the application, including the key

claims that are commonly used.

Table 1
1) Standard JWT Claims
Claim Name Description
1 2 3
Identifier of the service that issued the token. In the case of a self-
iss Issuer signed (self-issued) JWT, this is the identifier of the microservice that

created it (e.g., "order.shop.com").

Identifier of the subject (often matches iss). For a microservice, this
may be the identifier of the microservice itself or the user on whose

b j . :
>u Subject behalf it acts. However, for self-issued JWTs, sub frequently contains

the same identifier as iss.
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Continuation of Table 1.

2 3

Target service(s) for which the token is intended. This may be one or

aud Audience . ) .
multiple services. For example, "inventory.shop.com".
iat Issued At Token issuance time in Unix timestamp format.
exp Expiration | Token expiration time.
jti JWT ID Unique token identifier used to prevent replay attacks.

Figure 7. Self-issued JWT. The JWT is signed using the private key of the order-
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Table 2
2) Recommended JWT Claims

Claim Name Description
nbf Not Before The time from which the token becomes valid.
scope Scope A list of permissions granted by the token (e.g.,
"inventory:read inventory:write"). This is not a standard
JWT claim, but it is commonly used in OAuth 2.0.
roles Roles The service’s roles within the system.
service id Service ID The identifier of the service used to discover/resolve it

within the environment (Docker, Kubernetes). The ID
should be a URI (domain name) or a set of aliases that

clearly identify a specific resource or a group of resources.

service version

Service Version

The service version used for tracing/observability.

environment

Environment

The execution environment

(production/staging/development).

Custom claims may also

be added when additional information must be

conveyed (e.g., roles, access rights, etc.; see Fig. 8).

}

// Service context statements

// Business context (optional)
"tenant_id": "tenant-123",
"permissions”: ["read_inventory", "update_stock"]

{
// Main claims
"iss": "order-service.example.com",
"sub": "order-service.example.com",
"aud": "inventory-service.example.com ",
"iat": 1620000000,
"exp": 1620003600,
"jti": "550e8400-e29b-41d4-a716-446655440000",
// Additional safety claims
"nbf": 1620000000,
// Authorization requests
"scope": "inventory:read inventory:write",
"roles": ["order_processor", "data_reader"],

"service_id": "order-service-v1",
"service_version": "1.2.3",
"environment": "production”,

Figure 8. Example of a JWT token payload

Source of the figure: original
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2.5. Security Considerations for Bearer Tokens

A JWT used as a bearer token is inherently similar to cash: anyone who possesses
the token can use it until it expires, without providing additional proof of ownership.
If an attacker intercepts a JWT, they can issue requests on behalf of the legitimate token
holder for as long as the token remains valid.

Therefore, when JWT is used for authentication between microservices (i.e., for
mutual service-to-service authentication), it is necessary to:

secure the communication channel using TLS to minimize the risk of token
interception;

keep the JWT lifetime as short as possible (short-lived tokens) to reduce the
potential impact of a compromised token.

When these requirements are met, the risk of abuse of a stolen token is
significantly reduced, and the self-issued JWT model becomes a powerful mechanism
for implementing secure inter-service communication while preserving context and
supporting non-repudiation properties.

2.6. Nested JWTs

The usage variant considered in this subsection is an extension of the scenario
described in Section 2.1.3. A nested JWT is a token in which one JWT encapsulates
another (see Fig. 9). A typical use case is to protect communication between two
microservices using a self-issued JWT that contains an inner JWT issued by a trusted
Security Token Service (STS) and carrying the end-user context. The resulting nested
JWT therefore combines two layers of trust: trust in the STS and trust in the calling
microservice.

On the recipient side, the microservice must:

1) verify the signature of the outer (enclosing) JWT using the public key of the
calling microservice;

2) extract the inner JWT and verify its signature using the corresponding public
key of the trusted STS.

Thus, the nested JWT simultaneously contains the end-user identity data and the

calling microservice’s data, while the integrity and authenticity of these data are
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cryptographically protected: forging such a token without compromising the

corresponding private keys is practically impossible.

@ [ Security Token
End Tlser API| Gateway SerV|ceI (STS)
I I I

| | |
Request with | |

|

1

Order Processing
Service Inventory Service

( - )|
1 Obtain user JWT J
|

original JWT

| Validate token

|
|
|
|
|
S)
>
l v Validates user JWT
| (trusts STS)

{Create nested JWT }

Creates nested JWT

|
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- Contains inner JWT

- iss: order-service.<domain>
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- dentty, (Signed by STS).
|
|
|
|
|
|
|
J

Inner JWT:
- Original JWT from STS
- Carries user identity
- Signed with STS private key
I
Request with nested JWT

Authorization: Bearer <Nested-JWT>_
>
|

| Verifies outer JWT
(trusts Order Service)

and verifies it (trusts STS)"

Processes request |
with user identified

'( .......................................................... |

|
|
|
I | Extracts inner JWT
|
|
|

Figure 9. Nested JWT: The order-processing microservice creates its own JWT and
embeds within it the JWT received from the next microservice
(or the API Gateway)

Source of the figure: original
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3. Model for Implementing JWT-Based Authentication in the Web-Oriented
Microservice E-Commerce System “Shop”

A prototype model of a JWT-based authentication service is developed for the
web-oriented e-commerce system “Shop,” built using a microservice architecture. The
application domain is an online store where users register, browse the product catalog,
manage a shopping cart, place orders, and handle their financial accounts. Such
systems are characterized by a high volume of concurrent requests, the need for
horizontal scaling, and heightened security requirements for operations involving
money and personal data. Therefore, the objective is to build a prototype that
demonstrates how JWT can be used as a basic mechanism for authentication and for
propagating user identity across independent microservices.

The overall structure of the Shop model is shown in Fig. 10. At the top level,
infrastructure services are distinguished from functional services of the e-commerce
domain. The infrastructure layer includes the User Authentication service (User
AuthN) and the Security Token Service (STS). The STS is responsible for issuing
cryptographically protected JWTs, while User AuthN interacts with the user, validates
credentials, and generates token-issuance requests. Another key infrastructure element
is the API Gateway, which serves as the single external entry point to the microservice
ecosystem of the Shop.com model. It receives all HTTP requests from clients, performs
preliminary checks and routing, and is responsible for transmitting JWTs between the

user and internal services.
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Shop Model

infrastructure services

Authenticatj

User
JWT

1

Request to create
a user's JWT
User AuthN STS
N

ser's JWT

API| Gateway

Functional services

USerWAd JWT _
service Service
SEivce cepBicy Service
JWT
B service
Servi JWT
arnvice service

Figure 10. Shop model. Primary propagation via a JWT token

Source of the figure: original

The functional layer consists of a set of business services that implement the core
capabilities of the online store. These include the User Service, Account Service,
Product Service, and Basket Service, which are conventionally labeled in the diagram
as Services A, B, C, D, E, F. Each of these services is autonomous: it has its own
database, implements a limited set of well-defined operations, and scales
independently. All inter-service calls are performed via HTTP interfaces and are
accompanied by JWT transmission, ensuring end-to-end propagation of user identity
and enforcement of access policies at the level of each individual microservice.

The STS is the core of the security model. Its primary function is to issue JWTs
for user sessions and, when required, service tokens for inter-service communication.
Upon successful authentication, the STS generates a token that includes the user
identifier (UserID), a role or set of roles, additional attributes (e.g., a list of permitted

operations or identifiers of associated accounts), as well as the issuance time and
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expiration time. The token is signed with the STS private key using one of the selected
algorithms from the JWT family (e.g., HS256, RS256, EADSA/Ed25519) and is then
returned through User AuthN to the API Gateway. From that point onward, this token
becomes the primary carrier of information about the user’s authenticated identity for
the entire system.

The API Gateway acts as a facade for clients and as a central router for internal
services. All initial requests arrive at the gateway directly from a browser or a mobile
application. If the user is not yet authenticated, the request is routed to User AuthN
together with credentials (username and password, and other authentication attributes).
After successful verification, User AuthN submits a request to the STS to issue a user
JWT. The token received from the STS is returned to the API Gateway and then to the
client, typically in a response header or as an HTTP cookie. Subsequently, the client
attaches this JWT to every request (e.g., in the Authorization: Bearer header), and the
gateway verifies its signature, validity, and lifetime. Only after successful validation is
the request forwarded to the target functional service together with the identity token.

The User Service is responsible for the lifecycle of user accounts. It provides
operations for creating and deleting users, changing passwords, updating profiles, and
initiating login. Upon registration, a unique UserID is created and subsequently used
as the primary identifier across all other services. During login, the User Service does
not issue a token itself, but delegates this function to the STS via User AuthN. This
centralizes security policies and allows signing algorithms or token formats to be
changed without modifying business logic. The obtained JWT is stored on the client
side.

The Account Service models the financial subsystem of the online store. Each
user has one or more accounts linked to their UserID. The service supports opening
and closing accounts, retrieving a list of accounts for a specific user, and changing
account balances (debiting funds for purchases, deposits, refunds, etc.). All requests to
the Account Service must contain a valid JWT. The service extracts the user identifier
from the token and checks whether the user is authorized to perform the requested

operation on the specific account. Thus, even if a request reaches the service directly
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without passing through the gateway (e.g., as a result of an internal call from another
service), authorization checks are still performed based on the same token.

The Product Service implements the product catalog. It stores product
descriptions, prices, stock levels, and other attributes in its own database. The service
provides operations for adding new products, updating characteristics and prices,
retrieving product lists or detailed information for a specific productID, and modifying
inventory when orders are placed. For most read operations, a valid user token is
sufficient, whereas administrative actions (creating and editing products) require a
specific role in the JWT (e.g., role = admin). This keeps authorization logic
straightforward: the Product Service relies on the already validated token and does not
consult a centralized session store.

The Basket Service is responsible for forming and managing orders. Each user
has a separate basket identified by the UserID contained in the JWT. The service
supports adding items to the basket, removing items, changing quantities, clearing the
basket, and initiating checkout. When the user proceeds to payment, the Basket Service
interacts with the Product Service (to verify availability) and the Account Service (to
verify and reserve the required balance). All such internal interactions are accompanied
by token propagation: in the simplest case, the same user JWT is used; however, the
model also allows issuing service JWTs (“service JWTs”) with restricted permissions
that duplicate or refine the user context for inter-service calls.

A key characteristic of the model is that both external user access and internal
calls between services follow the same token-based authentication principle. In Fig.
2.8 this is represented by two types of markers: the “User JWT” passed from the API
Gateway to services A, B, C, etc., and the “Service JWT” used during inter-service
interactions (e.g., when Service B calls Service E). This approach simplifies end-to-
end security policy enforcement, enables new services to be added without changes to
central authentication logic, and supports more advanced schemes, including nested
tokens and delegated authorization.

For correct operation of the STS in the shop.com prototype, three key

assumptions are formulated. First, the time synchronization problem is considered
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solved: the clock of the node issuing tokens and the clocks of all nodes validating them
are synchronized. This ensures correct interpretation of issuance time (iat), not-before
time (nbf), and expiration time (exp) embedded in JWTs, and minimizes the risk of
premature rejection or acceptance of expired tokens. Second, all channels used to
exchange tokens are assumed to be protected by TLS or an equivalent mechanism. If
the channel is not secure, a token may be intercepted and reused (replay attack) within
its validity period. To mitigate this risk, token lifetimes in the prototype are limited to
relatively short intervals. Third, the STS private key is stored in a secure environment
and is inaccessible to attackers; otherwise, attackers could sign their own JWTs and
present them as legitimate.

The token-based authentication mechanism selected for the Shop model is
typical for modern distributed systems. The token acts as a compact cryptographic
object that encodes all information required to confirm user identity and verify access
rights. Token issuance is performed on the server side, while the client is responsible
only for correctly transmitting tokens in subsequent requests. Due to token self-
containment, microservices do not require a shared session store and do not maintain
user state in memory; for each request, the context is reconstructed from the JWT. This
substantially improves system scalability and simplifies deployment of new service
instances.

The model accounts for the fact that token-based authentication can be
implemented using different authorization approaches: role-based, attribute-based, and
fine-grained access control. The STS prototype supports embedding both roles (e.g.,
USER, ADMIN, SUPPORT) and specific permissions into JWTs, which are interpreted
directly by business services. For example, the Account Service may rely only on the
user role, the Product Service may check an attribute permitting product creation, and
the Basket Service may consider a maximum order amount limit encoded in the token.
Thus, the prototype does not constrain authorization policy, but provides a flexible

mechanism for implementing it.
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The request-processing flow in the prototype can be summarized as follows:

1. An incoming HTTP request from the client arrives at the API Gateway. If the
request already contains a JWT, the gateway immediately validates it (signature
validity, non-expiration, absence of revoked identifiers, and other rules).

2. If the token is absent or validation fails, the user is redirected to User AuthN
to perform login.

3. Based on data from the User Service, User AuthN submits a request to the
STS to issue a new token.

4. The STS issues an access token, which is returned to the gateway and,
depending on the scenario, to the client.

5. The gateway forwards the request to the appropriate functional service,
attaching the JWT in the request headers.

6. The functional service re-validates the token (if required by policy) and
executes the business operation.

7. If the operation requires calls to other services, the current service either
forwards the user JWT or requests a service token from the STS and uses it for inter-
service interactions.

The prototype implementation emphasizes that security cannot be evaluated
solely from a performance standpoint, yet its impact on microservice performance is
critical. Each JWT validation operation incurs additional computations: cryptographic
signature verification, processing of header and payload fields, and analysis of
authorization attributes. In a microservice architecture, where a single user request
often triggers a cascade of calls across multiple services, the token may be validated
repeatedly. For this reason, the Shop.com prototype model is subsequently used as a
test environment to study the trade-off between security level and cryptographic
overhead under different algorithms and token propagation strategies.

Therefore, the proposed JWT-based authentication service prototype for the
Shop model demonstrates a comprehensive approach to security in a microservice
architecture. It combines centralized token issuance in the STS, a single entry point via

the API Gateway, autonomous business services (User, Account, Product, Basket, and
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others), and end-to-end propagation of user identity using cryptographic tokens. The
model clearly separates authentication and authorization concerns from business logic,
ensures scalability and flexibility, and provides a foundation for further experiments
measuring how different JWT implementation variants affect the performance of e-
commerce microservices.

3.1. Model for Testing JWT Token Performance

The JSON Web Algorithms (JWA) specification is a key element of the JOSE
standards family [34, 35], because it formally defines the permissible cryptographic
algorithms for producing digital signatures and Message Authentication Codes
(MACs) used in JWT and JSON Web Signature (JWS). In the JWT context, the alg
header parameter indicates the selected signing or MAC algorithm, while JWA defines
the allowed values for this parameter, usage rules, and implementation requirements.
This design ensures interoperability between independent implementations and enables
clients and servers to unambiguously interpret the cryptographic protection applied to
a particular token.

In JWA, algorithms are grouped by cryptographic primitives. Symmetric
algorithms include HMAC based on SHA-2 hash functions (HS256, HS384, HS512),
which use a shared secret key and are typically applied in configurations where
issuance and verification occur within a single trust domain. Asymmetric algorithms
include RSA-based signature schemes with PKCS#1 v1.5 padding (RS256, RS384,
RS512) and RSASSA-PSS schemes (PS256, PS384, PS512), which use a
public/private key pair. A separate group comprises ECDSA algorithms (ES256,
ES384, ES512), based on the P-256, P-384, and P-521 elliptic curves, combining
compact parameters with a high level of cryptographic strength. The special value none
corresponds to the absence of a digital signature or MAC and is intended only for
strictly controlled scenarios.

Further evolution of the standards extended the JOSE algorithm set by
introducing Edwards-curve signatures. Based on RFC 8037 [36] and RFC 8032 [35],
the use of EADSA with Ed25519 and Ed448 is defined. For EADSA, the alg header
value is EADSA, while the specific curve (Ed25519 or Ed448) is specified in the JSON
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Web Key (JWK) representation (via the key parameters). Table 3 summarizes the
supported algorithms and their implementation requirements. In this work, this set of
algorithms constitutes the experimental object for performance evaluation during JWT

generation and validation.

Table 3
3) Signature and MAC Algorithms from RFC 7518 and RFC 8032
“alg” value Digital signature / MAC algorithm Impler.nentation
requirement
HS256 HMAC using SHA-256 Required
HS384 HMAC using SHA-384 Optional
HS512 HMAC using SHA-512 Optional
RS256 RSASSA-PKCS1-vl_5 using SHA-256 Recommended
RS384 RSASSA-PKCS1-vl 5 using SHA-384 Optional
RS512 RSASSA-PKCS1-vl 5 using SHA-512 Optional
ES256 ECDSA using P-256 and SHA-256 Recommended
ES384 ECDSA using P-384 and SHA-384 Optional
ES512 ECDSA using P-521 and SHA-512 Optional
PS256 RSASSA-PSS using SHA-256 and MGF1 with SHA- Optional
256
PS384 RSASSA-PSS using SHA-384 and MGF1 with SHA- Optional
384
PS512 RSASSA-PSS using SHA-512 and MGF1 with SHA- Optional
512
none No digital signature or MAC Optional
EdDSA EdDSA (Ed25519 or Ed448, as specified in JWK) [34] Recommended

Based on JWA and the RFCs defining Ed25519/Ed448, a generalized model for
benchmarking JWT generation and validation is formulated. The model is intentionally
implementation-agnostic: it defines an abstract set of entities, parameters, and
measurement procedures that can be implemented in any software environment

supporting the algorithms in Table 3. It specifies which token and cryptographic
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properties must be recorded, in which modes experiments are conducted, and which
metrics are collected for subsequent analysis.

The model is grounded in a typical JWT usage scenario in the web-oriented e-
commerce system “Shop.” As shown in Figs. 11 — 13, the token structure includes a
header with alg and typ, a payload containing a set of claims (user identifier, issuer,
audience, issuance time, expiration time, scope, etc.), and a cryptographic signature
produced according to the selected algorithm. The model assumes the same logical
JWT structure across all experiments; differences are limited to the choice of alg, the

key type, and the payload size.

HEADER . PAYLOAD . SIGNATURE

Figure 11. Three main elements of a JWT token
Source of the figure: https://medium.com/@ilham76c/jwt-explained-a-complete-

guide-to-its-structure-flow-and-security-considerations-2c9b37930813

WT = [header].[payload]. [signature],
where header = base64urly, .40 ('{"alg": "HS256", "typ": "JWT"})
payload = base64urly,coqe({sub: 131175321,name:John}")

nmn

signature = base64urlencode(hmacsha256(header+ :

+ payload» keysecret))

Description of experiment input parameters. The model fixes:

— the set of algorithms under test (alg values from Table 3, including EdDSA

with Ed25519/Ed448 keys);

— operation mode: token generation (encode), token validation (verify), or a

combined mode (encode—verify);

— key material characteristics: key type (symmetric, RSA, ECDSA, EdDSA)
and key length or curve parameters;

90



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

— payload parameters: a baseline payload of fixed size and, if required, a set of

payloads of different sizes to model “lightweight” and “heavy” tokens;

— the number of iterations per measurement and the number of repeated runs

per algorithm/mode.

Description of the test environment. For each test series, the model requires
recording platform characteristics: CPU model and clock frequency, number of
cores/threads, RAM size, operating system version, runtime/interpreter version (e.g.,
JVM or Python), and versions of cryptographic libraries implementing JWA and
EdDSA. These parameters are not part of the experimental procedure itself, but they

are mandatory metadata to ensure comparability and reproducibility.

Header: Algorithm & Token Type

{
"alg": "ES256",
"typ": "IJIWT"
}
Payload: Data
{
"sub": "131175321",
."iss": "order-service.shop.com",
"name": "Fuul Name",
"aud": "gw.shop.com"
"jat": 1760352633,
"exp": 1760356233,
.."scope": "gw:auth"
}
Sign JWT: Private Key
{
"kid": "3d570486-d154-4b15-bffd-5al560fe5f22",
"kty": "EC",
"alg": "ES256"
"use": "sig",
"crv": "P-256",
"x": "2KRDaXgtNJ1AJotz8qgpo_ghUJIxIdyU99HhBzBpRPhPoO",
"y": "2ZcTq-CfwulilP_Gc2hB2cSazatPGOU71emHwOqvKFA"
"d": "Bpg9RGkiUHyo5F9HNG9dm2c1fuPZYACKgX2WjZRWTow" ,
}

Figure 12. Example of a JWT token and ES256 private key (JWK)
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eyJhbGciOiJFUzIINiIsInR5cCI6IkpXVCI9

eyJzdWIiOiIxMzExNzUzMJEiLCJuYW11IjoiRGFuaWVsIEt1ZHIpYSIsImFkbW
luIjpOcnV1LCIpYXQiOjE3N]jAzZNTI2MzNOS

Q923hWL19zStZFYONL_h-EhY90xxZSuenH3t1WR -
6dzLRz3bfMpHcBRZUFCJiKZTxzx_PSM8FWeb6xr-WhuOtoQ

Figure 13. Example of a signed and Base64URL-encoded JWT

Procedure for generating test tokens. For each algorithm in Table 3, key material
is pre-generated according to the relevant standard: a random secret key for
HS256/HS384/HS512; a public/private key pair for RSASSA-PKCS1-vl 5 and
RSASSA-PSS; EC keys on P-256/P-384/P-521 for ECDSA; and Ed25519/Ed448 key
pairs for EDDSA. For each “algorithm—key type” combination, a baseline JWT header
1s formed with the corresponding alg value and typ="JWT", together with one or more
representative payload variants that reflect real scenarios (user authentication and
authorization to access services such as order-service, payment-service, gw.shop.com,
etc.).

Execution time measurement scheme. The model assumes high-resolution
monotonic timers to record the start and end of an operation series. In encode mode, a
new JWT is generated iteratively using the fixed header and payload; fields such as iat
and exp may be updated to approximate realistic token issuance behavior. In verify
mode, one or more valid tokens are pre-generated and stored; the benchmark loop
performs only signature and integrity verification without generating new tokens.

Performance metrics. Each experiment must report:

total execution time for the iteration series for the selected algorithm and mode;

number of operations (iterations), enabling throughput calculation (operations
per second);

average time per operation (e.g., in microseconds);

token configuration parameters (algorithm, key type, payload size).
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If required, the model allows additional metrics (e.g., memory consumption or
CPU utilization), but time-based metrics are treated as baseline.

Result storage structure. All measurements are stored in tabular form (e.g.,
CSV), where each row corresponds to a single experiment or a single iteration series.
Mandatory fields include: algorithm identifier (alg), test mode (encode, verify,
encode—verify), iteration count, total execution time, derived metrics (ops/s, average
time/op), key characteristics, and a concise description of the test environment. This
format aligns measurements with Table 3 and binds each record to a specific
JWA/EdDSA algorithm.

Thus, the proposed performance testing model for JWT generation and
validation relies on the formal requirements of JWA and related RFCs and defines a
unified framework for experiments comparing the algorithms in Table 3. It specifies
the algorithm set, operating modes, token parameters, environment metadata, timing
procedures, and result storage format without being tied to any particular
implementation.

3.2. Justification for Choosing the Flask Web Framework for Modeling a
Microservice Architecture

To implement the software model of the microservice system within the scope
of the master’s thesis, the Flask microframework (Python) was selected. Flask is a
lightweight WSGI (Web Server Gateway Interface) web framework that follows a
philosophy of minimalism and extensibility. Its architectural core is based on the
Werkzeug! library (routing and WSGI request handling) and the Jinja2 templating
engine. Unlike full-stack frameworks, Flask does not impose a rigid project structure
or prescribe specific tools for database access, which makes it particularly suitable for
academic modeling where flexibility and component isolation are critical. Table 4
summarizes the advantages and disadvantages of Flask for use in microservice-based

systems.

!https://werkzeug.palletsprojects.com/en/stable/
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Table 4

Characteristics of the Flask Framework in the Context of Microservices

Advantages

Disadvantages

Architectural flexibility. Flask allows the
developer to choose design patterns independently.
This is critical for modeling microservices because
each service may require a distinct set of libraries
(e.g., one service uses SQL, another uses NoSQL,

and a third is purely computational).

Limited native asynchrony. Although Flask
2.0+ introduced support for async view
functions, its asynchronous capabilities are
generally less efficient under high I/O
workloads than those of frameworks designed

around an async runtime (e.g., FastAPI).

Lightweight nature. Minimal startup overhead
makes it possible to deploy many microservice
models on limited hardware resources (e.g., on a
developer’s local machine when testing service

interactions).

“Empty box” problem. Basic concerns
(ORM, data validation, authorization) must
be configured manually, which may increase
initial setup time if reusable templates are not

available.

Low entry barrier. The simplicity of syntax allows
focusing on business logic and service interaction
algorithms rather than on extensive framework

configuration.

Mature ecosystem. A wide range of extensions
(Flask-RESTful, Flask-SQLAlchemy, Flask-
Migrate) enables rapid integration of required

functionality.

A comparison with the most common alternatives in the Python ecosystem—

Django and FastAPI—is provided in Table 5

Table 5

4) Comparison of Web Frameworks in the Python Ecosystem

Characteristic Flask Django FastAPI
1 2 3 4
Type Microframework Full-stack Microframework (async)
(monolithic)
Architecture Modular, extensible | “Batteries included” Asynchronous,
based on Starlette
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Continuation of Table 5

1 2 3 4
MVP development | High (for simple High (for standard Very high (automatic
speed services) CMS/CRUD) documentation generation)
Performance Medium Lower (higher High
overhead)
Suitability for High (logic Low (excessive High
microservices isolation) coupling)

Django is primarily designed for monolithic applications. Using it for a
microservice where only an API endpoint is required is often excessive, as it introduces
a substantial set of additional components (e.g., an admin interface and a heavyweight
ORM), which conflicts with the lightweight principle typical of microservices.

FastAPI is a strong competitor and a leader in performance. However, for
modeling purposes, Flask offers advantages in stability and ease of debugging. FastAPI
also encourages strict typing (via Pydantic) and assumes familiarity with asynchronous
programming, which can complicate rapid prototyping when the researcher is focused
on interaction logic rather than high-load optimization.

Given the requirements for flexibility, rapid prototype development, and the
need to demonstrate component interaction principles, Flask is an appropriate choice.
It provides a balanced combination of functionality and simplicity, allowing the
research to focus on architectural modeling rather than on the complexity of the tooling.

3.3. Analysis of Database Technologies for Microservice Architecture and
Justification for Selecting the Modeling Toolset

In modern software engineering, microservice architecture entails decentralized
data management. According to the Database-per-Service pattern, each microservice
must own its own data store, which is accessed exclusively through its API. This
ensures loose coupling between components and enables selecting the database
technology that best fits the nature of a particular service’s data.

In production environments, this approach is most commonly implemented

using robust client—server database management systems (DBMSs), such as:
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PostgreSQL and MySQL as a standard choice for transactional data requiring
ACID compliance;

MongoDB or Cassandra for unstructured data and high availability in distributed
clusters;

Redis for caching and fast access to key—value data.

However, when designing a research environment and modeling microservice
interactions, the use of full-scale server-based DBMSs often introduces excessive
complexity that is not justified by the research objectives. Deploying a separate
PostgreSQL instance or a MongoDB cluster for each modeled service requires
substantial computational resources (CPU, RAM), network configuration,
containerization, and administration. This shifts the focus from studying algorithms
and architectural patterns to addressing infrastructure (DevOps) concerns.

Given these constraints, SQLite was selected as the baseline data management
system for this study. The rationale for choosing SQLite for modeling is as follows:

architectural compliance with the isolation principle: SQLite is an embedded,
serverless library that stores the database as a regular file on disk. This enables physical
enforcement of data isolation for each microservice: each service operates on its own
.db file. This directly emulates the Database-per-Service pattern without the need to
maintain dozens of network connections [37];

lightweight nature and performance: SQLite does not require a separate server
process. Read and write operations are performed via direct library calls, minimizing
overhead from inter-process communication (IPC) and eliminating network latency.
This allows complex multi-service interaction scenarios to be executed and tested even
on a researcher’s local machine with limited resources;

full-featured sql support: Despite its compactness, SQLite supports most of the
SQL-92 standard, including ACID transactions, triggers, complex queries, and indexes.
This enables development of business logic that remains syntactically and logically
compatible with “larger” DBMSs (e.g., PostgreSQL). Code written against SQLite via
an ORM (e.g., SQLAIchemy) can later be migrated to a production DBMS without

architectural changes;
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simplified experiment reproducibility: Because the entire database is contained
in a single file, creating backups, resetting the system state, or transferring test datasets
for reproducing experimental results reduces to copying the file. This is essential for
research, where reproducibility is a key requirement;

support for modern capabilities: Recent SQLite versions, particularly with
Write-Ahead Logging (WAL), provide improved read concurrency, which is sufficient
for load simulation in a modeling setting. In addition, extensions (e.g., sqlite-vec)
enable experimentation with vector search for Al-related components.

Thus, selecting SQLite represents a strategically justified compromise: it enables
a “clean” microservice architecture with strict data isolation while avoiding
infrastructure overhead. This allows the research to focus on service interaction logic,
data consistency, and process orchestration, which are central to this master’s thesis.

3.4. Selection of a JWT Token Support Library for the Python Platform

To implement authentication and authorization in the microservice system, the
PyJWT library (jpadilla/pyjwt) was selected as a widely adopted JWT implementation
for Python. This choice is driven by the need for rapid prototyping and microservice-
architecture modeling within the master’s thesis, where ease of integration, the
availability of documentation and examples, and compliance with RFC 7519 [32] are
critical factors.

PyJWT is an open-source library that supports encoding and decoding JWTs in
accordance with RFC 7519. It provides practical support for the main JOSE/JWA
signing families used with JWT in real systems: symmetric HMAC
(HS256/HS384/HS512), RSA signatures (RS* and PS*), elliptic-curve signatures
(ES*), and EADSA (with Ed25519/Ed448 key types, depending on the cryptographic
backend). This breadth allows selecting a security—performance trade-off appropriate
to the experimental objectives.

From a maintenance and adoption perspective, PyJWT is actively released on
PyPI (e.g., 2.10.1 published in late November 2024, and 2.11.0 published on January
30, 2026) and has a large public user base (deps.dev reports ~22k public dependents,
which is a reasonable proxy for ecosystem adoption). (PyPI) On GitHub, the repository
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is also among the most starred JWT libraries in the Python ecosystem (=5.6k stars in
GitHub) The minimalist APl (jwt.encode(), jwt.decode()) and straightforward
installation via pip further support rapid prototyping [38].

A comparative analysis with alternative Python libraries — python-jose,
jwerypto, and Authlib — is provided in Table 6. The star counts below reflect GitHub
repository metadata as of February 2026.

Table 6
5) Characteristics of JWT Libraries on the Python Platform
Feature jpadilla/pyjwt® | mpdavis/python | latchset/jwcrypto | lepture/authlib’
-jose? 4
GitHub stars ~5.6k ~1.7k ~473 ~5.2k
Sign + + + +
Verify + + + +
iss + + + +
sub (built-in limited / + + +
validation) app-level
aud + + + +
exp + + + +
nbf + + + +
iat + + + +
jti (replay app-level + + +
semantics)
typ implementation | implementation- + implementation
-dependent dependent -dependent
HS256/384/512 + + + +
RS256/384/512 + + + +
ES256/256K/384/51 + + + +
2
PS256/384/512 + limited + +
EdDSA + unclear/limited + +

2 https://github.com/jpadilla/pyjwt/

3 https://github.com/mpdavis/python-jose/

4 https:/github.com/latchset/jwerypto/

5 https://github.com/lepture/authlib
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Interpretation of the comparison. python-jose provides broad functionality and
aims at a more complete JOSE scope (JWS/JWE/JWK/JWA), which can be excessive
when the research goal is specifically JWT issuance and verification rather than full
JOSE coverage. jwcrypto is a cryptography-focused JOSE implementation (including
JWE), but its design emphasis on completeness can increase complexity for a JWT-
centric prototype. Authlib is primarily an OAuth 2.0 / OIDC framework; while it
includes JOSE/JWT features, its lifecycle considerations matter: Authlib
documentation explicitly states that authlib.jose is being deprecated in favor of joserfc.

Overall, PyJWT offers the most favorable functionality-to-complexity ratio for
the thesis objectives: it is simple to integrate, sufficiently feature-complete for JWT-
centric microservice experiments, actively released, and widely adopted. (GitHub)
Potential gaps in strict claim semantics (e.g., project-specific sub constraints or jti
replay protection) are typically handled at the application layer and are not critical for
modeling baseline JWT authentication scenarios.

3.5. Containerized Deployment of Microservices. Docker

A production environment must provide four key capabilities:

service management interface — enables developers to create, update, and
configure services. Ideally, this interface is exposed as a REST API invoked via
command-line tools and GUI deployment tools;

runtime service management — ensures continuous operation of the required
number of service instances. If a service instance fails or cannot handle requests, the
production environment must restart it. If a host machine fails, the environment must
restart the affected service instances on another machine;

monitoring — provides developers with visibility into service behavior, including
logs and metrics. If issues occur, the production environment must notify developers.

request routing — routes user requests to the appropriate services.

Based on [39], the choice of Docker as the baseline containerization technology
for implementing a microservice architecture is justified primarily by the fact that
microservices increase the number of independent components and, consequently, the

number of environments, dependencies, and integration points that must be managed.
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In team development, this complexity grows rapidly: differences in operating systems
(Windows/macOS/Linux), language and library versions, and configurations across
local machines, test servers, and production environments create the classic “works
locally, but fails elsewhere” risk. Docker mitigates this risk by encapsulating each
microservice in a container with fixed dependencies and configuration, ensuring
runtime reproducibility and reducing conflicts between development and server
environments. For microservices, the key benefits are OS-level isolation, standardized
runtime conditions, advantages over traditional virtualization, and support for
subsequent orchestration, which is a baseline requirement for operating distributed
systems.

Docker Compose provides a flexible interface for managing multi-container
applications through a declarative approach to describing and orchestrating distributed
services. It offers a comprehensive set of commands for full lifecycle management of
containers.

Main Docker Compose commands include:

docker-compose up — creates and starts all services defined in the configuration
file;

docker-compose down — stops and removes containers, networks, and
volumes;

docker-compose start / docker-compose stop — manages the state of services
without deleting resources;

docker-compose ps — displays the status of all containers in the project;

docker-compose logs — provides access to aggregated logs of all services;

docker-compose exec — executes commands in running containers;
docker-compose build — rebuilds service images;

docker-compose pull — downloads the latest image versions from the registry;

docker-compose config — validates and checks the configuration file.

The commands support modular options for flexible configuration, such as:

-f — select an alternative configuration file;

--env-file — load environment variables;
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--scale — dynamically scale specific services.

This interface integrates automation mechanisms for sequential deployment of
services while accounting for inter-service dependencies, which significantly
simplifies managing complex microservice architectures during development and
testing.

4. Modeling of the theoretical research results achieved.

4.1. Implementation of a JWT Token-Based Authentication Model for the Web-
Oriented Microservice E-Commerce System “Shop”

The Basket Service interacts with the Inventory Service and the Account Service.
To place an order, it first retrieves detailed product information and then checks the
available balance by contacting the Account Service. The service APIs are presented in

Tables 6 — 11.

Table 6
6) Account Service REST API
HTTP Endpoint Input Data Function
Method

GET / — Returns a list of all
service endpoints.

GET /accounts userID (optional | Retrieves all accounts

query parameter) | or accounts for a
specific user.

POST /accounts "userID": int} Creates a new
account for a user
with an initial
balance.

GET /accounts/<acc_num> acc num (path | Retrieves an account

parameter) by number.

DELETE | /accounts/<acc_num> acc num (path | Closes (deletes) an

parameter) account.

POST /accounts/<acc_num> {"amount": int} | Changes the account
balance by  the
specified amount.

POST /accounts/user/<user id>/update balance | {"amount": int} | Updates the user’s
account balance by
userID.

GET /accounts/user/<user_id> user_id (path | Retrieves the user’s

parameter) account balance.
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Table 7
7) User Service REST API
HTTP Endpoint Input Data Function
Method
GET / — Returns a list of all service
endpoints.
GET /users username (optional | Retrieves all users or a specific
query parameter) user by username.
POST /users {"username": str, "pwd": | Registers a new user.
str}
DELETE /users/userID/<userID> | userID (path parameter) | Deletes a user by ID.
POST /users/login "username": str, "pwd": | Authenticates a user (returns a
str} token).
Table 8
8) Product Service REST API
HTTP Endpoint Input Data Function
Method
GET / — Returns a list of all
service endpoints.
GET /products — Retrieves all products.
POST /products "name": str, "price": | Adds a new product.
float, "stock": int}
GET /products/<product_1d> product id (path | Retrieves product
parameter) information.
PUT /products/<product_id>/updatestock | {"stock": int} Updates product stock
quantity.
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Table 9
9) Basket Service REST API
HTTP Endpoint Input Data Function
Method
GET / — Returns a list of all service
endpoints.
GET /basket — Retrieves all baskets for all
users.
POST /basket/<user id>/<product id> | {"quantity": Adds a product to the user’s
int} basket.
DELETE /basket/<user id>/<product id> | — Removes a product from the
user’s basket.
GET /basket/<user_id> - Retrieves the user’s basket.
POST /basket/checkout/<user id> — Places an order (debits balance,
updates inventory).
Table 10
10) Gateway Service REST API
HTTP Endpoint Input Data Function
Method
GET / — Returns a list
of all service
endpoints.
GET /users username (optional | Retrieves user
query parameter) information.
POST | /users "username": str, | Registers a
"pwd": str} user.
GET /users/<userID>/accounts — Retrieves user
accounts.
POST | /users/<userID>/accounts - Opens a new
account  for
the user.
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Continuation of table 10

GET /users/<userID>/accounts/<accNum>/transactions | — Retrieves
account
transactions.

POST | /accounts/<userID> — Retrieves the
user’s account
balance.

POST | /cart/checkout/{user id} {"cart": object} Places an
order via the
basket.

POST | /login "username": str, | Authenticates

"pwd": str} a user.

POST | /logout — Logs out a
user (not
implemented).

Table 11
11) STS (Security Token Service) REST API

HTTP Method | Endpoint Input Data Function

GET / — Returns a list of all service endpoints.

POST /login "username": str} | Issues a JWT for a user (without password

verification).

The system 1s implemented in Python 3.13. All HTTP methods are exposed via

REST APIs implemented using Flask. The number of worker processes per service can

be configured. The Account and User services maintain separate SQLite databases,

which keeps services loosely coupled. To simplify the experimental setup, each

microservice is deployed as a single instance and can run in isolation within a container.

The experiments were conducted on a Windows workstation using Docker

Desktop (Linux-based containers). The host system configuration was: Windows 10;

Intel Core 17-6700 CPU @ 3.40 GHz (4 cores, 8 logical processors); 16 GB RAM.
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The C4 component diagram (see Fig. 14) illustrates the deployment and
communication protocols among the Shop services.

The implementation supports multiple users operating either concurrently or
sequentially. When the test client increases the request rate, the application uses multi-
process execution. Each service uses its own database and resources. The Shop e-
commerce system is implemented as a set of microservices and follows a composite
architectural model.

The test client registers two users and opens accounts for them. Initial balances
are then credited sequentially. After that, load testing is performed for 10, 100, 500,
1,000, 2,500, and 10,000 requests. These requests are sent to both users either
concurrently (in parallel) or sequentially to execute checkout operations. For each user,
a basket containing a predefined number of items is created, after which a series of
checkout operations is performed.

For each load configuration, the experiment is conducted in two modes: (1)
without security mechanisms enabled and (2) with JWT-based authorization. To
evaluate system performance on the client side, the average execution time of checkout
requests is calculated. In addition, total response time and throughput of checkout
operations across all requests are recorded. The checkout operation involves interaction
among four microservices (see Fig. 3.1). The duration of a single operation is affected
by network latency and processing time inside the microservices, including database
access time. In the specified configuration, successful execution is possible only if the

user’s account has sufficient funds; otherwise, the operation is not performed.
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Figure 14. Component diagram of service deployment and communication in the
Shop model
Source of the figure: original
4.2. Implementation of an Environment Model for Testing JWT Performance
Across Cryptographic Algorithms
An environment model was implemented to evaluate the performance of JWT
token generation (encode) and validation (verify) operations for a set of cryptographic

algorithms from the HMAC, RSA, RSASSA-PSS, ECDSA, and EdDSA families. A
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simulation—statistical approach was adopted: for each algorithm, a series of identical
operations with a fixed number of iterations is executed, and aggregate indicators are
obtained by averaging results across repeated runs.

The baseline assumptions are that testing is performed in an isolated
containerized environment with fixed resource constraints, background system load is
negligible, and the impact of network latency and input/output operations is minimized.
A limitation of the model is that it reproduces a typical, but not exhaustive, range of
industrial web-application deployment scenarios.

he experimental platform is based on Docker Desktop running on Windows 10
on a workstation equipped with an Intel® Core™ 17-6700 CPU @ 3.40 GHz (4
physical cores, 8 logical threads) and 16 GB of RAM. To enhance reproducibility, the
Docker container running the load-testing module was strictly constrained to 1 GB
RAM and 1 virtual CPU. This configuration simulates the deployment of an individual
microservice under resource constraints.

Input data preparation includes generating key material (secrets for HMAC;
public/private key pairs for RSA/RSASSA-PSS and ECDSA; and key pairs for
EdDSA), and forming a unified JWT header and payload that emulate typical
authentication and authorization claims. For each “algorithm—mode (encode/verify)”
combination, the number of iterations, payload size, and key parameters are specified.

The model is implemented in Python using the PyJWT library with a
cryptographic backend based on the cryptography library. The module employs a high-
resolution monotonic timer to measure total execution time, calculates average per-
operation latency and throughput (operations per second), and automatically stores
results in CSV/JSON formats.

4.3. Description of modeling results.

4.4. Load Modeling on the Authentication Subsystem with JWT Tokens

The experimental study aimed to assess the impact of JWT tokens on the
operation of the authentication service in a web-oriented system. For comparison, two

resource-access modes were considered:

— sequential requests without security mechanisms enabled;
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— sequential requests with JWT token validation enabled.

The load was generated by two users; however, the implementation supports
scaling the number of clients. Before the experiments, baseline system parameters were
recorded: CPU utilization was approximately 0.03%, and each microservice operated
in a Docker container limited to 1024 MB of RAM and one CPU core. This made it
possible to study system behavior under controlled resource conditions.

Tables 12 and 13 present the measured total response time for different numbers
of sequential requests, as well as the calculated throughput in transactions per second
(TPS). In the mode without security functions enabled, 10 requests resulted in a total
response time of 0.04 s with a throughput of 250 TPS; as the number of requests
increased to 10,000, the total response time rose to 27.23 s and throughput to 367 TPS.
In the mode with JWT validation enabled, 10 requests produced 0.043 s and 233 TPS,
while 10,000 requests yielded 30.27 s and 330 TPS, respectively. Thus, across all
experimental sets, the security-enabled configuration demonstrates a slightly higher
total processing time and a slightly lower throughput.

The measurement results for the mode without safety functions enabled are
shown in Table 12.

Table 12

Sequential requests without security mechanisms enabled

Total number of requests | Total response time (s) | Throughput (TPS)

10 0.04 250

50 0.156 321

100 0.34 294

500 1.73 289

1,000 2.61 383

2,500 6.63 377

10,000 27.23 367

Similar results for the mode with the JWT security feature enabled are shown in

Table 13.
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Table 13.

12) Sequential requests with JWT validation enabled

Total number of requests | Total response time (s) | Throughput (TPS)

10 0.043 233

50 0.196 255

100 0.383 261

500 1.92 260

1,000 3.078 325

2,500 7.89 317

10,000 30.27 330

The relationship between the total response time and the number of consecutive

requests in both modes is shown in Fig. 15.
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Figure 15. Total response time versus the number of sequential requests (with and

without JWT validation)

Source of the figure: original
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Both curves exhibit a pronounced nonlinear pattern. Under low load (10-100
requests), response time increases slowly, remaining below one second, and the
difference between the secured and unsecured modes is negligible. Starting from 500
requests, growth becomes steeper: for 1,000 requests, the time with JWT validation
exceeds three seconds, whereas without security it is approximately 2.6 s. At 10,000
requests, the delay is the largest, and the difference between modes reaches several
seconds. The data indicate additional overhead from JWT validation, averaging
approximately 10-20% of the total request-processing time. At the same time, the
absolute magnitude of this difference remains moderate even under maximum load.

The comparative throughput (TPS) for identical experimental sets is shown in

Fig. 16.
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Figure 16. Throughput (TPS) comparison (with and without JWT validation)

Source of the figure: original

The curves for the secured and unsecured modes are close, confirming the
limited impact of JWT validation on peak processing speed. In the initial range (10—
100 requests), TPS increases moderately in both modes due to more efficient CPU

utilization as the number of transactions grows. For 500—1,000 requests, throughput
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reaches its maximum: above 380 TPS without security and above 320 TPS with JWT.
Increasing the number of requests to 2,500 and 10,000 does not cause a substantial
drop in TPS, indicating the absence of obvious bottlenecks in the implemented
architecture. The relative throughput decrease in the JWT-enabled mode compared to
unrestricted access does not exceed approximately 10—15%.

In parallel with response time and throughput, CPU load and memory usage were
measured. As the number of requests increased, CPU utilization rose as expected,
approaching upper bounds at 2,500—-10,000 requests. However, values remained within
a range that ensured stable service operation, and switching from the unsecured mode
to JWT validation did not produce a multiplicative increase in CPU load. Memory
consumption changed only slightly in both configurations, as request/response payload
sizes were fixed and token lifetimes were relatively short; this enabled experiments to
be conducted in containers with strict memory limits.

In summary, using JWT tokens to secure sequential requests leads to a moderate
increase in response time and a slight reduction in throughput, but does not impose
critical CPU or memory load even for tens of thousands of requests. The observed
overhead is acceptable for most web applications where authentication and data
integrity are prioritized. Therefore, JWT-based access control can be considered a
balanced solution between system performance and security requirements.

4.5. Results of Modeling JWT Token Performance Across Cryptographic
Algorithms

This section presents the results of performance modeling for JWT token
generation (encode) and validation (verify) operations for the selected cryptographic
algorithms HS256, ES256, EADSA (Ed25519), RS256, and PS256. The experiment
was conducted as a series of 50 trials (runs) for each algorithm; within each trial, 100
iterations of token creation and signature verification were performed, enabling
statistically stable averaged indicators. In parallel with timing characteristics, CPU
utilization and RAM consumption of the Docker container hosting the performance
testing module were recorded; during the tests, the allocated virtual CPU core was fully

utilized.
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Testing was performed under a workload of 50 trials % 100 iterations per trial for
the main algorithms ES256, EADSA, HS256, PS256, and RS256. Under these
conditions, container memory consumption and CPU usage approached their
maximum values. The results are presented in Tables 14 — 17, and their visualizations
are shown in Figs. 17 — 19.

Table 14

13) Average JWT encoding time for signing algorithms HS256, ES256, EdDSA,

PS256, and RS256 (50 experiments, 100 tests each)

Ne | ES256 | EADSA | HS256 | PS256 | RS256 Ne | ES256 | EADSA | HS256 | PS256 | RS256
1 2 3 4 5 6 1 2 3 4 5 6

1 10.06025 |0.10396 |0.05337 |0.64549 [0.57444 | |26 |0.06179 |0.06947 [0.03144 |0.66356 |0.60384
2 10.06926 |0.08088 |0.04444 |0.62325 0.61790 | |27 |0.05479 |0.06068 [0.03282 [0.70024 (0.60813
3 10.07084 |0.09522 |0.04027 [0.62870 [0.63756 | |28 |0.06254 [0.05646 (0.03179 |0.63741 |0.63457
4 10.06798 |0.10038 |0.03895 0.62532 |0.55204 | (29 |0.06851 |0.05643 |0.03086 {0.56239 |0.61937
5 10.07661 |0.08069 |0.03640 |0.56110 |0.55926 | |30 [0.07124 [0.06792 |0.03167 [0.59093 |0.56166
6 10.06464 |0.07918 |0.03676 |0.59891 |0.56766 | |31 [0.07266 [0.06835 |0.03329 [0.70063 [0.55917
7 10.05910 |0.09964 0.03400 |0.61242 |0.62927 | |32 |0.06468 [0.06986 [0.03341 (0.64476 |0.86553
8 10.06448 [0.08379 [0.03313 [0.56697 |0.66046 | (33 [0.05852 |0.08392 |0.03276 |0.65107 |1.19382
9 10.06591 |0.08028 |0.03378 [0.61122 [{0.57786 | |34 |0.07085 [0.07161 [0.03162 |0.58054 |0.83847
10 10.06248 |0.07494 10.03162 |0.59768 [0.59678 | |35 |0.06747 [0.06834 (0.03266 (0.57925 |0.93222
1T 0.07958 |0.07471 |0.03257 |0.62826 [0.60186 | |36 |0.07036 [0.08095 (0.03212 |0.67512 |1.21455
12 10.06423 |0.07977 |0.03322 |0.68066 |0.60077 | |37 [0.06083 [0.06684 [0.03269 [0.62844 0.92167
13 10.05776 |0.07547 |0.03087 |0.56481 |0.57232 | |38 ]0.06622 [0.08865 [0.03227 [0.60600 |0.70097
14 10.05829 |0.07032 |0.03276 |0.65926 |0.56853 | |39 [0.06192 [0.10305 |0.03201 [0.65298 |0.64792
15 10.05864 |0.07049 10.03052 |0.57739 [0.55452 | |40 |0.06585 [0.06544 (0.03233 |0.69768 |0.63142
16 10.05747 |0.07433 0.02862 |0.58888 [0.61042 | |41 |0.06497 [0.07059 [0.03145 |0.62680 |0.60631
17 10.05928 |0.06971 |0.03628 0.57806 [0.63676 | |42 |0.06603 [0.07100 [0.03163 |0.62369 |0.58624
18 10.08611 |0.06861 0.03312 |0.58610 [0.59658 | (43 (0.06320 [0.06162 [0.02880 [0.57408 |0.66438
19 10.06263 0.06792 |0.03456 |0.60972 |0.71413 | |44 |0.06334 [0.05956 [0.03069 [0.56715 |0.57567
20 |0.07182 |0.06401 |0.03025 |0.57973 |0.62363 | |45 |0.06928 |0.07008 |0.03037 |0.65034 |0.79267
21 ]0.06666 |0.06433 |0.02934 |0.61542 |0.74352 | |46 |0.07535 |0.06761 |0.03134 |0.60824 |0.57069
22 10.05320 |0.06512 |0.03070 |0.64058 0.60483 | |47 ]0.07390 {0.09140 |0.03127 |0.56374 [0.56861
23 ]0.06391 |0.06588 |0.03179 |0.62099 |0.64152 | |48 |0.07328 |0.06387 {0.02966 |0.59938 |0.60291
24 10.05202 |0.06708 0.03229 |0.66363 [0.62917 | |49 |0.06752 |0.06184 [0.03132 (0.62383 |0.55654
25 10.05731 |0.06730 |0.03225 |0.64811 |0.68206 | |50 |0.06881 {0.06370 [0.03145 [0.59300 [0.54738
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Figure 17. Comparison of JWT signing algorithms by encoding time (encode)

Source of the figure: original

Within the experiment, the execution time of the JWT encoding (signing)
operation was measured for five algorithms: HS256, ES256, EADSA (Ed25519), and
the RSA-based algorithms RS256 and PS256. For each mode, a series of 50 runs was
conducted with a fixed payload size and identical hardware parameters. The table
reports the average time per operation (microseconds), and the corresponding plot is
provided in milliseconds to enable a visual comparison of the selected algorithms.

The results demonstrate a clear performance hierarchy. The symmetric algorithm
HS256 exhibits the shortest encoding time: average values are approximately 0.03 —
0.04 ms per operation, with only minor variation across runs. Elliptic-curve algorithms
ES256 and EdDSA are moderately slower: typical values for ES256 are around 0.06 —
0.07 ms, and for EADSA around 0.07 — 0.09 ms per operation. Thus, ES256 and EADSA
are roughly 2 — 3x slower than HS256, but remain in the sub-millisecond range, which

is acceptable for high-load systems.
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The lowest encoding performance is observed for RS256 and PS256. Their
average encoding time typically falls within 0.55 — 0.70 ms, and in some runs exceeds
0.8 — 1.0 ms, i.e., approximately 10 — 20x slower than HS256 and several times slower
than ES256 and EdDSA. PS256 is generally slightly slower than RS256 due to the
higher computational complexity of the PSS padding scheme.

Overall, the plot reflects a stable efficiency ordering: HS256 is the fastest, ES256
and EADSA form an intermediate group, while RS256 and PS256 lag substantially and
form the highest-latency group. Therefore, when latency and throughput are critical,
HS256 is preferable (provided a symmetric key model is acceptable) or ES256/EdDSA
can be used as a compromise between performance and cryptographic strength.
RS256/PS256 are more appropriate primarily for compatibility requirements rather

than for maximum speed.

Table 15
14) Results of measuring JWT encoding throughput for algorithms HS256, ES256,

EdDSA, RS256, and PS256 (50 experiments, 100 tests each)

Ne| ES256 | EADSA | HS256 | PS256 | RS256 | | Ne| ES256 | EADSA | HS256 | PS256 | RS256
1 |16598.2519618.84 |18736.06 |1549.21 |1740.81| |26 {16184.15|14393.81|31805.97 [1507.03 [1656.06
14437.98 [12364.55|22500.35 |1604.49 |1618.38 | |27 {18250.37 {16480.16 |30473.84 [1428.08 [1644.39
14115.93 |10502.48 |24834.01 |1590.59 |1568.47 | |28 [15989.08 [17711.44 |31456.40 |1568.86 |1575.88
14709.38 19962.27 |25677.10 [1599.17 |1811.46 | |29 [14596.46 |17721.63 |32407.98 |1778.13 |1614.54
13052.72{12392.78 |127471.70 {1782.20 |1788.06 | |30 {14036.26 {14722.33 |31578.951692.26 {1780.42
15469.10(12630.20 |127201.18 [1669.69 |1761.61 | |31 |13762.65|14631.37 (30035.91 {1427.29 |1788.35
16921.58 {10035.94 |129410.09 [1632.87 |1589.14 | |32 |15461.15|14314.60 (29932.65 |1550.95 {1155.37
15508.28 [11934.49 |30184.24 |1763.77 |1514.10 | (33 {17088.93 |11915.46 {30523.45 |1535.92 |1837.65
15172.00 {12456.70 {29601.61 |1636.07 |1730.53 | (34 {14114.08 {13963.76 |31626.50 |1722.53|1192.65
16004.37 113343.87|31624.40 [1673.14 |1675.67 | |35 {14820.97|14633.53 {30622.69 {1726.38 |1072.71
12566.74 {13385.07|130699.64 [1591.69 |1661.53 | |36 {14211.85(12353.19 (31137.92 {1481.22 |823.35
15568.26 {12536.55|130099.86 [1469.16 |1664.53 | |37 {16440.54|14961.21 (30586.63 {1591.25 |1084.98
17313.26 {13251.03 |132391.64 {1770.50 {1747.29 | |38 |15101.34{11280.31 |30992.08 {1650.16 {1426.59
17155.40 {14221.31|30525.21 [1516.86 {1758.92 | |39 |16148.60(9703.62 |31242.42{1531.43 |1543.40
17054.25 114186.59 |32762.79 |1731.93 |1803.38 | |40 {15185.88 {15281.41|30935.75 (1433.32 (1583.74
17400.73 [13453.16 |34941.08 |1698.15 |1638.23 | |41 {15392.35|14167.25|31796.05 [1595.41 (1649.32
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Continuation of table 15

17 116869.70 (14345.31 {27560.77 |1729.93 {1570.46 | |42 (15145.4414084.62 |31616.80 |1603.35|1705.77
18 111613.52 {14574.48 {30191.19 |1706.20 {1676.23 | |43 (15822.76 |16227.85|34726.86 |1741.91 |1505.16
19 115966.22 (14723.49 |28932.70 |1640.09 (1400.30 | |44 |15788.80|16788.79|32588.71 [1763.19 [1737.11
20 |13924.08 [15623.03 |33062.53 (1724.94 |1603.53 | |45 {14435.02|14270.41 |32922.36 |1537.66 |{1261.56
21 |15001.18 [15544.12 |34087.02 [1624.92 |1344.95 | |46 (13272.21{14791.79|31911.90 |1644.10 |1752.28
22 |18796.15 [15357.43 |32570.37 |1561.09 |1653.37 | |47 [13531.76{10941.44 |131978.12 |1773.87 |1758.68
23 |15646.32 [15178.04 |31453.35 (1610.34 |1558.81 | |48 [13645.45|15656.51 |33711.43 |1668.38 |1658.62
24 119224.75 114907.47 130969.85 [1506.87 [1589.40 | |49 [14811.26 {16170.77 |31930.62 {1602.99 {1796.83
25|17448.32 114859.44|31009.31 (1542.94 |1466.16 | |50 {14531.72|15697.87 |31799.63 |1686.35 |1826.87

The experimentally measured throughput during JWT encoding (signature) for
five algorithms: HS256, ES256, EADSA (Ed25519), RS256, and PS256 is shown in
Fig. 17. The x-axis represents the algorithm, and the y-axis represents the average
number of encoding operations per second. Because the payload sizes and hardware
configuration were fixed across runs, the figure primarily reflects differences in
cryptographic overhead.

The highest throughput is achieved by HS256, providing approximately 30,000
encoding operations per second (roughly 19,000 — 35,000 ops/s). ES256 and EdADSA
form an intermediate group: ES256 achieves about 15,000 ops/s, and EADSA about
13,000 — 14,000 ops/s, i.e., 2—2.5% lower than HS256, but substantially higher than
RSA-based schemes.
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Figure 18. Comparison of the throughput of JWT signature algorithms
by the number of encoding operations per second

Source of the figure: original

The lowest throughput is observed for RS256 and PS256 (RSA-2048): average
values are approximately 1,500 — 1,600 ops/s, and in some runs RS256 drops to about
800 ops/s. Thus, switching from HS256 to RS256/PS256 reduces signing capacity by
roughly 15-20x. Consequently, HS256 is the clear leader by the “operations per
second” criterion; ES256 and EdDSA provide a practical compromise between
performance and security; RS256 and PS256 are justified mainly when compatibility

with existing infrastructure is prioritized over maximum throughput.
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Table 16

15) Results of measuring JWT signature verification time for algorithms HS256,
ES256, EADSA, PS256, and RS256 (50 experiments, 100 tests each)

ES256

EdDSA

HS256

PS256

RS256

ES256

EdDSA

HS256

PS256

RS256

0.10847

0.17793

0.03768

0.05268

0.05235

26

0.09436

0.11637

0.02863

0.05914

0.04622

0.1188

0.1903

0.04081

0.05715

0.04954

27

0.09913

0.1153

0.02804

0.05679

0.05407

0.11796

0.19853

0.03545

0.06113

0.04472

28

0.11395

0.12467

0.02879

0.04839

0.05011

0.12618

0.18734

0.03483

0.05552

0.04788

29

0.11939

0.13305

0.03173

0.05062

0.04176

0.10865

0.19698

0.03164

0.04649

0.05002

30

0.11716

0.13554

0.02961

0.05178

0.04413

0.10841

0.2313

0.03327

0.05897

0.04359

31

0.12224

0.14309

0.0302

0.0589

0.04768

0.10852

0.19308

0.03017

0.0546

0.05278

32

0.1102

0.14546

0.03168

0.05634

0.06928

0.11293

0.16764

0.02905

0.04879

0.04877

33

0.11917

0.16892

0.02911

0.05032

0.08817

0.1023

0.15777

0.02921

0.05937

0.05019

34

0.12382

0.13952

0.03004

0.05269

0.07161

10

0.10593

0.15435

0.02858

0.04828

0.05023

35

0.11371

0.13907

0.02819

0.04881

0.08834

11

0.12004

0.1629

0.03137

0.05893

0.0483

36

0.10752

0.18628

0.02942

0.06188

0.15708

12

0.10694

0.15978

0.02864

0.04954

0.05056

37

0.114

0.13898

0.03

0.05924

0.07771

13

0.09994

0.15037

0.02834

0.05413

0.04284

38

0.09955

0.1868

0.02807

0.05694

0.07574

14

0.10299

0.14928

0.02801

0.06174

0.04349

39

0.12272

0.1605

0.02902

0.06158

0.04898

15

0.09837

0.14728

0.0272

0.05039

0.04787

40

0.10792

0.12931

0.03073

0.0575

0.05024

16

0.10485

0.14272

0.03609

0.05148

0.05356

41

0.10708

0.14285

0.02956

0.05536

0.04906

17

0.10244

0.13722

0.02996

0.05308

0.05358

42

0.10977

0.14437

0.02589

0.05264

0.07708

18

0.11681

0.13845

0.03054

0.05031

0.04664

43

0.10989

0.11676

0.02573

0.0505

0.04673

19

0.11351

0.13164

0.02927

0.0478

0.04712

44

0.11175

0.12372

0.02771

0.06244

0.04261

20

0.11724

0.13482

0.02642

0.04791

0.0784

45

0.12686

0.14038

0.02726

0.06816

0.04598

21

0.10805

0.13583

0.02681

0.0718

0.04977

46

0.1212

0.13772

0.02802

0.05135

0.04544

22

0.10008

0.13784

0.02795

0.05143

0.04784

47

0.13334

0.15176

0.02662

0.05175

0.04883

23

0.11338

0.1358

0.02858

0.05717

0.04774

48

0.11722

0.12917

0.0276

0.05038

0.0456

24

0.09395

0.13997

0.02976

0.05361

0.05187

49

0.11303

0.13333

0.02714

0.04981

0.04439

25

0.10011

0.1371

0.02835

0.05886

0.0615

50

0.11681

0.12731

0.02751

0.05177

0.04385

The

data show that HS256 consistently has the shortest verification time: the

average is approximately 0.030 ms, with variation roughly within 0.026—0.041 ms.
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RSA-based algorithms (PS256 and RS256) form an intermediate group, with an
average verification time of about 0.055 ms, 1.e., roughly 1.8-2x slower than HS256.
The largest verification costs are observed for ES256 and EADSA, with average values
of approximately 0.11 ms and 0.15 ms, respectively, corresponding to a 3.5-5x
slowdown compared to HS256. Thus, HS256 is the most efficient for verification,
RSA-based schemes occupy the middle position, and ES256/EdDSA are the slowest
modes in verify operations.

The graph (Fig. 3.6) in the form of a bar chart shows the average values of the
JWT signature verification time, calculated based on the results of 50 runs for each
algorithm. The X-axis shows the signature algorithms, and the Y-axis shows the

average verification time in milliseconds.
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Figure 19. Comparison of average JWT signature verification time for different
algorithms (HS256, ES256, EADSA, PS256, RS256)

Source of the figure: original
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A visual analysis of the data reveals that the HS256 column exhibits minimal
delays in verify operations, suggesting that it is the lowest among the columns under
consideration. The PS256 and RS256 columns are taller, but remain significantly lower
than ES256 and especially EADSA, which form the "slowest" group with the maximum
signature verification time. The graph provides clear evidence that HS256 is the
optimal choice in terms of signature verification efficiency. RSA algorithms offer an
acceptable compromise, while ES256 and EADSA are suitable when the priority is not
speed but other requirements, such as cryptographic strength or standardization.

The table displays the throughput values during JWT signature verification
(verify) for five cryptographic algorithms: ES256, EADSA (Ed25519), HS256, PS256,
and RS256. Each row in the table corresponds to a distinct experiment, and the
numerical values represent the number of verification operations that can be performed
per second (ops/s).

Table 17
16) Results of measuring JWT signature verification throughput for algorithms
HS256, ES256, EADSA, PS256, and RS256 (ops/s)

ES256 |EADSA| HS256 | PS256 | RS256 ES256 |EADSA| HS256 | PS256 | RS256

1 2 3 4 5 6 7 8 9 10 11 12

1 9219.22 5620.3 [26540.4 |18981.34 (19103.38 | 26 {10597.24 8593.64 [34929.71 |16909  21636.67

2 |8417.74 [5254.75 [24505.91 [17498.91 20184.91 | 27 |10087.4 |8672.87 35661.29 {17607.39 (18493.35

3 [8477.59 [5037.01 28208.43 |16358.73 [22358.92 | 28 [8775.73 |8021.07 34738.94 20663.79 |19954.85

4 (7925.47 [5337.77 28706.97 |18012.78 [20886.01 | 29 [8376.22 [7515.93 31519.26 |19754.25 23946.53

5 [9203.74 [5076.57 31610.29 21511.18 {19992.63 | 30 [8535.06 (7377.87 [33774.21 {19312.68 [22660.2

6 (9224.08 4323.31 30060.76 |16958.41 [22939.44 | 31 [8180.57 |6988.48 33110.04 16979.06 [20973.43

7 92153 [5179.19 33150.1 |18315.9 (18946.81 |32 [9074.35 |6874.87 31570.08 [17747.81 {14434.13

8 [8855.14 [5965.33 34428.6 [20495.08 20504.35 | [33 [8391.55 [5919.82 [34346.9 |19872.66 |11342.31

9 977531 [6338.51 [34238.04 |16843.51 (19924.94 | 34 8076.2 [7167.23 33292.54 |18978.47 |13965.51

10 [9440.43 16478.58 34993.1 20712.84 (19907.75 | 35 [8794.47 ([7190.5 (35471.95 20487.97 {11320.07

11 [8330.35 [6138.77 [31878.98 |16968.58 [20704.59 | 36 [9300.3  |5368.24 33990.1 |16159.28 [6366.34

12 19350.81 (6258.59 34911.3 [20187.51 |19779.76 | 37 [8772.01 [7195.32 33329.36 |16880.48 |12868.06

13 10005.65 [6650.41 [35284.96 {18474.37 23342.76 | [38 {10044.87 |5353.34 [35622.52 |17563.88 [13202.79
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Continuation of table 17

14 19710.08 [6698.76 [35700.08 |16197.86 [22994.01 | 39 [8148.63 16230.43 34464.79 16239.86 [20414.45

15110166.14 [6789.89 [36766.19 {19845.19 [20890.27 | 40 9265.87 (7733.38 32545.47 (17390.96 |19904.37

16 (9537.87 [7006.84 27709.64 119423.65 18671.51 | 41 [9338.74 (7000.33 33834.52 |18062.89 [20384.35

17 [9761.68 [7287.76 [33376.23 |18838.19 [18663.54 | 42 [9109.59 16926.59 38621.01 18995.7 |12974.25

18 [8560.66 [7222.69 [32743.18 |19876.12 21441.63 | 43 [9099.94 |8564.68 38865.15 19802.69 [21400.58

19 [8809.73 [7596.49 [34165.35 20920.43 21220.54 | 44 8948.6  |8082.69 36089.93 16016.47 [23470.38

20 [8529.56 [7417.17 37853.95 [20871.14 [12754.59 | 45 [7882.43 [7123.55 36688.27 (14671.79 [21748.22

21 (9254.64 [7362.12 [37301.02 {13927.54 20092.89 | 46 (8250.72 [7261.22 35690.04 19472.53 {22009.43

22 19992.09 [7254.67 [35783.27 |19443.84 20902.18 | 47 (7499.45 |6589.21 37568.17 (19324.12 20477.44

23 |8819.87 [7363.59 34983.76 {17491.43 20948.74 | 48 8530.61 [7741.79 36226.9 |19848.83 [21932.05

24 110643.79 [7144.42 33605.67 [18653.28 |19280.64 | 49 8847.26 [7499.95 [36849.42 [20075.96 [22526.28

25 [9988.66 [7293.72 [35272.02 |16989.97 16260.37 | |50 [8560.83 [7855.1 [36345.67 |19315.02 [22802.9

Across 50 runs under identical conditions, the highest verification throughput is
consistently provided by HS256, with an average of approximately 35,000 ops/s.
RS256 and PS256 form an intermediate group at approximately 18,000 — 20,000 ops/s,
while RS256 shows higher variability (some runs yield lower values around 6,000 —
11,000 ops/s). The lowest verification throughput is observed for ES256 and EADSA:
ES256 typically achieves about 9,000 — 10,000 ops/s, whereas EADSA achieves about
7,000 — 8,000 ops/s. Therefore, a clear hierarchy is observed: HS256 is the most
efficient by verifications per second, RSA algorithms are intermediate, and
ES256/EdDSA are the slowest in terms of verify throughput.

The highest graph (blue) describes HS256, reflecting its undisputed leadership
in performance. RS256 (red) and PS256 (orange) demonstrate that RSA-based
algorithms provide approximately half the throughput of HS256, yet still significantly
outperform elliptic schemes. ES256 (green) exhibits a conspicuously lower bar height,
and the EdDSA bar (black) demonstrates the lowest number of signature checks per
second for this mode, thereby confirming the observations. The visual comparison
offers a clear illustration of the trade-off between security and performance. In

scenarios with high service loads, symmetric HS256 is optimal. RSA algorithms are
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suitable as a balance between performance and compatibility requirements. ES256 and
EdDSA are best used in scenarios where cryptographic strength and compliance with

modern standards are prioritized over maximum throughput.
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Figure 20. Comparison of JWT verification throughput by the number of verify
operations per second

Source of the figure: original

Finally, Table 18 summarizes the averaged encode/verify results for HS256,

ES256, EADSA, PS256, and RS256 (averaged over 50 runs).
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Table 18
17) Performance comparison of JWT encode/verify operations for different signing
algorithms
Algorithm Encode: Encode: Verify: Verify:
average time, throughput, average time, ms throughput capacity,
ms thousand ops/s thousand ops/s
HS256 0,033 30,24 0,030 33,98
ES256 0,065 15,27 0,111 9,03
EdDSA 0,074 13,57 0,150 6,82
PS256 0,618 1,62 0,055 18,44
RS256 0,659 1,52 0,055 19,28

4.6. Assessment of the adequacy of experimental research into the method,
model, algorithm.

The study examined a single security feature of web-oriented applications,
namely, JWT tokens. However, it is noteworthy that a considerable number of critical
mechanisms were not included in the scope of the experiment. The test client can be
extended to evaluate multiple security features concurrently; however, the framework
employed is intentionally simplified and straightforward to implement. The
implemented model is deficient in key rotation and revocation mechanisms, which
curtails its applicability in industrial scenarios. Furthermore, the study's emphasis on
authentication overshadows the unaddressed matter of authorization. In the context of
token-based authentication, users may be granted disparate access rights to a curated
subset of resources or discrete microservices, a scenario that necessitates
supplementary modeling and analysis.

The experiments were conducted using the Python programming language; however,
the same approach to load testing can be implemented for other languages and
technology stacks. This would allow for a comparison of the impact of platform
features on performance. A notable constraint pertains to the absence of database
replication, which entails the storage of data in a single copy. This configuration results

in the establishment of a "single point of failure," thereby augmenting the system's
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susceptibility to failures and security breaches. In order to enhance reliability and fault
tolerance, it is imperative that such infrastructure be deployed in a cloud environment,
employing replication, load balancing, and geographic resource distribution
mechanisms.

Conclusion

During the experiments, it was observed that as the number of requests increases,
network interactions between microservices introduce millisecond-scale delays;
consequently, the contribution of the core security functions to the overall request
processing time becomes relatively insignificant. To obtain a more realistic picture, it
is advisable to perform extended load testing in which the CPU operates under
sustained high utilization and system behavior is analyzed under computationally
intensive workloads. To reduce response time, caching mechanisms can be
implemented at the API Gateway level or within the User Authentication Service, while
ensuring that expired tokens are removed via an appropriate cache eviction policy once
their validity period has elapsed.

It 1s possible to replace JWT validation in every microservice with validation
performed only in a limited set of specialized services, thereby reducing overall load.
If the request rate increases substantially, deploying multiple internal API gateways
should be considered. Adding a unique request identifier to the JWT would enable
finer-grained correlation of user activity logs and facilitate analysis of which specific
functions were executed. Another optimization direction is selecting JWT signature
algorithms with better performance characteristics; in particular, Edwards-curve
schemes such as Ed25519 and Ed448 demonstrated high performance in the conducted
measurements. To limit request volume and mitigate DoS attacks originating from a
single user, device, [P address, or set of credentials, rate limiting and load balancing
mechanisms can be applied at the API Gateway level.

Summary Table 19 provides recommendations for selecting JWT signature
algorithms based on the experimental analysis of encode and verify modes and typical

requirements of information systems. For each algorithm (HS256, ES256, EdDSA,
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PS256, RS256), the table summarizes key performance and security characteristics,

common usage scenarios, and a generalized recommendation.

Table 19
18) Recommendations for Using Algorithms in JWT
Algorithm Key Features Recommended Use General
(Performance/Security) Cases Recommendation
HS256 Fastest in both encode and | High-load API | Use as the primary
verify; very high throughput; | gateways, microservices | option when the threat
requires secure storage of a | with a large volume of | model allows symmetric
shared secret key across all | authentication requests, | keys and maximum
services. internal systems where a | performance is required.
shared-secret model is
acceptable.
ES256 Moderate performance (slower | External services, B2B | Recommended as a
than HS256, but faster than | integrations where an | balance between
EdDSA in verify); asymmetric | asymmetric signature is | performance, modern
keys; compact EC key material. | required; modern | standards, and
mobile and web | asymmetric
applications cryptography.
emphasizing
standardized EC
algorithms.
EdDSA High cryptographic strength | Systems with increased | Use where security and
(Ed25519) | and modern design; | security requirements, | modern primitives are
encode/verify  slower than | long-lived tokens, | more important than
HS256 and ES256; lowest | services where modern | maximum performance.
throughput among the | cryptographic
evaluated verify modes. primitives  (Ed25519)
are prioritized and load
is moderate.
PS256 Very slow encode (tens of times | Systems where signing | Apply when
slower than HS256), but verify | is  infrequent (e.g., | policies/standards
is noticeably faster and | performed by a | mandate PSS; not
comparable to RS256; | dedicated service) but | recommended for mass
asymmetric RSA  signature | verification is frequent; | token signing under
(RSASSA-PSS). integrations that require | high load.
RSASSA-PSS due to
security policies.
RS256 Very slow encode; fast verify | Legacy systems, | Recommended for
(second most efficient after | enterprise  platforms, | compatibility with
HS256); widely supported | and identity federation | existing infrastructure;
across libraries and | (OIDC, SSO) where |for new  high-load
infrastructure. RSA is historically used | systems, consider
and maximum | HS256 or  ES256
compatibility is | instead.
required.
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The table indicates that HS256 should be treated as the baseline choice for high-
load services due to minimal encoding and verification time and maximum throughput,
provided that a symmetric key model is acceptable. ES256 is positioned as a
compromise between performance and modern asymmetric-cryptography
requirements, making it suitable for external integrations and modern web and mobile
applications. EdDSA (Ed25519) is recommended for systems with higher
cryptographic-strength requirements where reduced throughput is acceptable in
exchange for the use of modern primitives.

RSA-based algorithms are considered separately. PS256 and RS256 have
significantly slower encode performance, but provide acceptable verification speed and
remain relevant due to widespread deployment and security-policy requirements in
existing infrastructure. For these algorithms, the table recommends use primarily in
scenarios where compatibility with established solutions (SSO, OIDC, enterprise
platforms) is more critical than maximum throughput. Overall, the table serves as a
practical checklist for engineers and architects, enabling a rapid mapping of algorithm
properties to project requirements and supporting an informed choice of JWT signing

mode.
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3.2 MyJabTHMOAAJIBbHI 0ioMeTpUYHI cCHCTEeMH

3.2.1 BCTYII

biomerpuuHi cucTeMHu 3aCTOCOBYIOTH JJII aBTOMATH30BAHOTO IiATBEPIKCHHS
a00 BCTAHOBJIEHHS OCOOM 3a O3HAKaMH, SKI MOB'SA3aHl 3 TLIOM, ITIOBEIIHKOK a0o
(1310J0T1YHUMH CUTHAIAMH JIFOIMHU. Y IPOAOBK TPUBAJIOTO Yacy MPaKTUYHI PIIIEHHS
31€0UIBIIOT0 OyayBaJIMCS HABKOJIO OJIHIET MOJIAILHOCTI: BIIOUTKA MasbIlsd, 00IuYYs,
paiay>kHO1 000JIOHKH, TOJIOCY UM mianucy. Takui miaxig 3pyyHud, ane BiH BUSBUBCSA
HEJIOCTATHIM y CEpEOBUIIAX, JI€ AKICTh JAHUX 3MIHIOEThCS, KOPUCTYBaydl MatOTh Pi3HI
(bi3UyHI MOXKJIMBOCTI, @ 3JIOBMHUCHHUK MOXKE€ IMITYBaTH a00 MEpPEeXOIUIIOBATH OKPEMY
O3HAaKYy.

MynapTUMOaIbHAa OlOMETpis BHUHHUKIIA SK BIAMOBIAL Ha IO OOMEKEHICTh. Ii
CYTHICTb IOJISITAE Y MOETHAHHI KIJTBKOX 010METPUUYHUX JKEpell, Kl pa3oM (HOpPMYIOTh
HaJIMHIIIE PIIIEHHS, HIK KOXKHE JUKepesno okpeMo. [lpyu n1pomMy MyJabTUMOAAIBHICT
HE 3BOAUTHCS IO TMPOCTOTO JOJaBaHHA III€ OJHOro JaTuMka. BoHa Bumarae
Y3TOKEHHS TIPOIIEAYP pEeecTpallii, MonepeHboro oOpoOIeHHS, BUIIJIEHHS O3HAK,
('t0’KHY, BCTAaHOBJIEHHS MOPOTIB, 3aXUCTy €TAJOHIB 1 MEPEBIPKHU CTIMKOCTI 10 aTak.
Came ToMy Ccy4acHi OIJISIIM PO3TIIAAI0Th TaKl CHCTEMH SIK KOMIUIEKCHI 1H(popMaIiiiHi
pILIEHHS, a HE K CYKYNHICTh He3alexHUX Kiacudikaropis [40, c. 2].

AKTyanpHICTh TEMH MOCWIMJIACA Yepe3 TMOIIMPEHHS MOOIIBHOTO OaHKIHTY,
JTUCTAHIIINHOT 17eHTHdIKAIlll, PO3YMHHUX OYyIMHKIB, MPHUCTPOIB IHTEPHETY pEUeH,
€JIEKTPOHHUX aJMIHICTPATUBHUX IMOCIYT 1 CUCTEM HEMEpEepBHOI aBTeHTUiKawii. Y
[IUX CIICHAPISX KOPHUCTYBAad YacTO B3a€EMOJIE 3 CHUCTEMOIO 032 KOHTPOJILOBAHUM
NPUMILIEHHSM, a SKICTh 3pa3KiB 3aJeKHUTh BiJ OCBITJIICHHS, KaMepH, IIyMmy,
MOJIO’KEHHS TiJIa, INBUIKOCTI pyXy abo ctany gatunka. O1HOMOIabHA CUCTEMA MOXKeE
B TAKMX YMOBax a00 MOMHJIKOBO BIAMOBIISITH 3aKOHHOMY KOpPHUCTyBauy, a00, HaBIaKH,

npuiiMaTH NiAPOOIIeHUI 3pa30K.
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BoHouyac MyJIbTUMOIANIBHICTB HE € CAMOJIOCTAaTHBOIO TapaHTIer0 Oe3neku. SKIo
cucTema 30upae Oubile O10METPUYHUX JIAHMX, TO 3POCTAE W BIAMOBIAAIBHICTD 3a iX
o0poOneHHss. BuTik mapons MoO)KHAa KOMIICHCYBAaTH WOTO 3aMiHOI, TOJI SIK
OloMeTpuYHa O3HAKa € IMOB'SI3aHOI0 3 JIIDAWHOIO MPOTATOM 3HAYHOT YACTUHU JKUTTS.
ToMy cydacHi AOCHIKEHHS [efalli 4YacTille MOENHYIOTh MHUTAaHHSA TOYHOCTI 3
MMATAHHSAMH TPUBATHOCTI, MOSCHIOBAHOCTI, BIIKJIMYHOCTI €TaJOHIB, BUSBJICHHS aTaK
pea'sIBIICHHS Ta CIIPaBEIJIMBOCTI IIOA0 PI3HUX TPy KOpucTyBauiB [45-48].

MeTo10 1BOTO PO3AUTY € CHCTeMaTu3allis TEOPETHUYHUX 3acaj 1 MPaKTUYHHUX
MIJIXOMIB 10 TOOYJIOBH MYJbTUMOJAIBHUX OIOMETPHUYHMX cHCTeM. /[l mporo
PO3IIIIHYTO OCHOBHI TOHSTTS, IPUYMHU MEPEXO0Ly A0 MYJIbTUMOAAIBLHOCTI, 3arajabHy
apXITEKTYpy, piBHI Ta METOIU (P'tOKHY, HAUNOIIMPEHIII MOEAHAHHS 03HAK, CIIOCOOU
OIIHIOBAHHSI, TUIIOBI BPA3JIMBOCTI W MexaHI3MHU 3axucTty. OkpeMy yBary mpuaiIeHO
TOMY, II0 BHCOKa J1a0OpaTOopHa TOYHICTb Ma€ 3HAYEHHs JIMIIE TOJl, KOJIM BOHA
MiATBEPI)KCHA KOPEKTHHM MPOTOKOJIOM TECTYBaHHS Ta HE JOCSTAETHCA IIHOIO

HaJMIPHOTO 30MPAHHS YyTIMBUX JIAHUX.

3.2.2 TEOPETHUYHI 3ACAJIA MYJbTUMOJAJBbHOI BIOMETPII

3.2.2.1 OCHOBHI NOHATTH TAa BU3HAYCHHS

biomeTpnyHOI0 MOJANBHICTIO HA3WBAIOTh THUN JaHUX, 3a JIOMOMOTOIO SKUX
CUCTeMa OIKCY€E JIOAWHY [JIs Mojajibiioro mopiBHAHHA. Jlo  diziomoriyaux
MOJAJIBHOCTEN HaJIe)KaTh O0IMYYsl, paliy>kHa 0007I0HKA, BIIOUTOK MaJIbIIsl, BEHO3HHM
pUCyHOK,  (opma  mOJOHI,  CITKIBKa W  ejekTpokapaiorpadiudi  abo
¢doTomneruzmorpadiydi curHanu. /o noBeAIHKOBUX MOAAIBHOCTEN HallekaTh TOJI0C,
JTUHAMIYHUH TIAIUC, X0/a, KJIaBIaTypHUN PUTM, pyXH Kypcopa Ta crocid B3aeMoii 3
CEHCOPHUM €KpaHOM. Mexa MK IMMH IpyIaMu HE 3aBXKIU € )KOPCTKOIO: TOJIOC Ma€e
aHATOMIYHY OCHOBY, aji¢ ICTOTHO 3aJIKUTh B1Jl TOBEIHKH, EMOI[IHHOIO CTaHy i YMOB
3ammcy.

MynbTUMOJATBHOK O10METPUYHOIO CUCTEMOIO AOLLIBHO BBAXKATH CUCTEMY, IO

IHTerpye IMOHAaWMeHIe Bl pPi3HI OIOMETPUYHI MOJAIBHOCTI i (popMyBaHHS
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CIIUJILHOTO pimieHHs po 0co0y. [Topyd 13 UM y JiTepaTypi BAKOPUCTOBYIOTH IITUPIIIE
MOHATTS 6araro6ioMeTpuyHO1 cucTeMu. BoHO MOke OXOTUTIOBATH K1TbKa JATYUKIB JJIs
OJIH1€T O3HAKH, KIJIbKA aITOPUTMIB aHAIII3y OJTHOTO 3pa3Ka, KIbKa €K3eMIUISIPIB OJIHIET
Oo3HakKM ab0 KUIbKa PIZHUX MOJAIbHOCTEH. Y IbOMY pO3/iJl OCHOBHA YyBara
30CcepeKeHa caMe Ha MYJIbTUMOJAIIbHOMY BUMAJKY, /€ CHCTEMa MPAIIO€ 3 PI3HUMU
mKepenamu 6ioMeTpuuHoi iHpopmartii [40].

PoGota OioMeTpu4HOiI CHUCTEMH 3a3BHYail CKJIQJAEThCA 3 JBOX PEKHUMIB:
peectpaiii Ta nepeBipku. Ilim gac peectparlii cucrema oTpuMye OIWH a00 KUTbKa
3pa3KiB, MEPEBIpsi€ iX SKICThb, BUKOHYE MOINEpeaHe OOpOOJICHHS, BUIUISAE O3HAKU U
dhopmye eranon. [1ig yac mepeBipky HOBH 3pa30K MEPETBOPIOETHCS HA eMOCIIIHT a00
IHIIE YKCIIOBE MPEJCTABICHHS, IMICIAS 4YOr0 IMOPIBHIOETbCA 3 €TajJOHOM. Y
MYJIbTUMOJIAJIBHINA CUCTEMI IIeH TpolieC MOBTOPIOETHCA JJIsi KOKHOI MOJANBHOCTI, a
OCTAaTOYHE PIMIEHHS OTPUMYIOTh IIJITXOM (P'TOXKHY JTaHUX.

ETanon He cniJg OTOTOXXHIOBATH 3 IOYATKOBUM 300paXEHHSIM YU CHPUM
CUTHAJIOM. Y Cy4aCHUX CHCTEeMaXx Iie 3/1e01IbIIIOr0 MaTeMaTHYHE MPEJICTaBICHHS, K
Mae OyTH JOCTATHIM JIsl IOPIBHSHHS, aJIe HE IOBUHHO PO3KPUBATH 3aiiBoi 1H(popMaii
npo kKopuctyBauda. [IpoTe HaBiTH MEPETBOPEHHI €TaJOH 3aJUIIAETHCS YYTIUBUM
o0'ektoM. BiH Moxe OyTH MOB'si3aHUI 3 OJIHIEID 0COOOI0 B PI3HUX cepBicax, a HOro
KOMITPOMETAIlisi CTBOPIOE JOBTOTPUBAIMKA pU3MK. TOMy 10 €TajJOHa BHCYBalOTh
BUMOTH HE3BOPOTHOCTI, BIAKIMYHOCTI, BIJOKPEMJIEHOCTI MDK 3aCTOCYBaHHAMH U
CTa01ILHOCTI MICJIS 3aXUCHOTO nepeTBopenHs [47, c. 17].

BaxnuBuM € TakoK poO3MEXKyBaHHA 1AeHTH(diKamii Ta Bepudikarii.
InenTudikamis BIAMOBIa€ HAa TUTAHHS, KOMY 3 MHOXHHH 3apeECTPOBAHHUX OCIO
BIJINOBIJIa€ MOJaHUM 3pa3ok. Bepudikaiisa mnepeBipsie 3asiBIE€HY TOTOXHICTb 1
MOPIBHIOE MOTOYHI JaHi 3 €TAJIOHOM KOHKPETHOT'O KOPUCTyBaya. Y MepIIoMy BUMIAAKY
KPUTUYHUMHU CTalOTh MacIITa00BaHICTh 1 MPAaBWIbHE PAaHKyBaHHSA KaHAWAATIB, Y
Ipyromy - BUOIp Topora MpUMHSTTS PilIeHHs Ta OajlaHC MK XHOHUM JOMYCKOM 1

XUOHOIO BIJIMOBOIO.
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3.2.2.2 IIpuyuHHA nepexoay A0 MyJIbTHUMOAAIbHOCTI

[lepmia mpuynHa nepexoay A0 MYJIbTUMOJATBHOCTI MOB'sI3aHa 3 SIKICTIO JaHHX.
3pa3ku 00JUYYS 3aJIeKATh BIJl OCBITJICHHS, MI03H, BIKY Ta HassBHOCTI MacKHU; BITOUTKH
NaibIiB MOTIPIIYIOTECS Yepe3 BOJIOTICTb, MOIIKOHKEHHS IIKipU abo 3a0pyAHEHHS
CEHCOpa; TOJIOC 3MIHIOETHCS TiJ] BIUIMBOM IITyMYy, XBOPOOM YK €MOIIHOTO CTaHy.
SIko cuctema CIUpaEeThes JUIIE Ha OJHY O3HAKY, Oyb-sIKe MOTIPIICHHS 1i SIKOCTI
Oe3mocepeHbO BIUIMBAE Ha pimieHHs. [loeTHaHHS KITbKOX 03HAK J]Aa€ 3MOTY YaCTKOBO
KOMIIEHCYBATH CIa0KICTh OJIHOTO KaHaTy 1H(OpPMAIIIEO 3 1HILIOTO.

Jlpyra mpudmrHa NoJiArae y MiJBUIIEHHI CTIMKOCTI 0 aTak. s ogHOMOJanbHOT
CUCTEeMH 3JIOBMUCHUKY JOCTaTHBRO 30CEPEAMTHCA HAa OJHIN TIOBEpXHI aTaku:
doTorpadii 061uyYs, BIATBOPEHHI TOJIOCY, IITYYHOMY THaiblli a00 TEKCTYpHIN JiH31
JUIsL paiy>kHO1 000J0HKH. MyJbTUMOQJIbHA CUCTEMA YCKJIQJHIOE aTaKy, OCKUIbKU
noTpedye y3roKeHOoi MAMIHUA KUTBKOX 03HaK a00 BILUTMBY Ha MOAYJb ('t0KHY. BTiMm,
IIe HE CKACOBYE MOTPEOM Yy MEpEBIPIll KUBOCTI ¥ BUSBICHHI aTak MPE IBICHHS, 110
MIJIKPECIIOETHCS Y CYy4acHUX Orjisifax 3 0ioMeTpuyHoi Oe3neku [45, c. 14].

Tperst mpuumHa CTOCYETHCS 3pPY4YHOCTI Ta JOCTymHOCTi. He Bci kopucTyBaui
MOXKYTh OJIHAKOBO JIETKO TMOJATH MEBHY O3HaKy. YacTHHA JIt0/Iel Mae MOIIKOKEHI
BIIONTKH, TOPYUIEHHS MOBJICHHSI, OOMEXEHHSI PyXJIUBOCTI ab0 YMOBH Ipaii, SKi
YCKJIaHIOIOTh BUKOPUCTAaHHS KOHKPETHOTO JAarTyuka. MyJnbTUMOJalbHA cUCTEMa
MOXE 3allpOTNOHYBaTH pE3EPBHUNM KaHal ab0 3BaKUTU JIOCTYIHI MOJAIBHOCTI
BIJIMOBIJIHO JI0 SIKOCTI TOMAaHMX 3pa3kiB. lle 0coO0aMBO Ba)JIMBO MJii MacOBHX
Jiep>kaBHUX 1 (DIHAHCOBUX CEPBICIB, JIe CUCTeMa He TIOBUHHA BIIKMJAATH KOPUCTyBayda
JIUIIIE Yepe3 HEMPUAATHICTh OJIHIET O3HAKH.

UerBepra mnpuUuMHA TIOB'A3aHa 3  KOHTEKCTOM  BHUKOpUCTaHHS. [l
HU3BKOPHU3UKOBOI Orepallii Moxke OyTH JOCTaTHbO 00IruYst a00 B1OUTKa manbls. s
¢diHaHCOBOI omeparlii, AOCTyNny [0 KpPUTUYHOI 1H(MPACTPYKTYpH UM BIIJAICHOI
peecTpallii JOUUTFHUM CTa€ MOETHAHHS KUIbKOX JpKepes. ToMy cydacHi apXiTeKTypH

MepexoIsITh BiJ (PIKCOBAHOI CXEMU JI0 PU3HUK-OPIEHTOBAHOTO A000PY MOJATBHOCTEH,
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KOJIM KUIBKICTB 1 Bara 03HaK 3ajieXaTh BiJl TUITY OIepallii, icTOpii KOpUcTyBaya, IKOCTI

CHUTHAJIIB Ta BUSBJIICHUX O3HAK aTaku [49, c. 16].
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Pucynok 1. Jlorika nepexo/y BiJl OJTHOMOJIAJIbHOI 1O MYyJIbTUMOAJIBHOT O10MeTpii

JIKepeno pucyHKa: aBTOpChKa po3pooKa.

Omxe, mepexiq A0 MyJIbTUMOMAIBHOCTI Ma€ HE TIIbKH TEXHIYHY, a W
opraHizaiiifHy npupoay. BiH BUMarae mepeoCMHCICHHSI BChHOTO >KUTTEBOTO ILUKITY
OlOMETpUYHUX JaHUX: B OTPUMAHHS 3TOJU KOPUCTyBaya N0 BHUJAJIICHHA a0o
BIIKJIMKAHHS eTajoHa. [lepeBara MyJbTHUMOJAIBHOI CHCTEMH BUHUKAE JIMINE TOI,
KOJIM JIOJAATKOBI MOJIAJBLHOCTI CIPaB/ll 3MEHIIYIOTh HEBU3HAYCHICTh PIIICHHS, a HE

30UIBIIYIOTh CKJIAJIHICTh 0€3 MMOMITHOI KOPUCTI.

3.2.3 APXITEKTYPA MYJbTUMOJAJIBHUX BIOMETPUYHUX
CUCTEM

3.2.3.1 3arajibHa CTPYKTYpPa CHCTEMH

TumoBa  MynbTUMOJAIbHA  OlOMETpPUYHA  CHUCTEMa  MICTUTh  KUJIbKa
B3a€MONOB's13aHUX MOyJiB. [lepiumii Moayb BiANOBINa€ 3a 30MpaHHs JaHUX: Kamepy,
MiKpoOH, CKaHep BiAOWTKA, 1HPPAYEPBOHUI CEHCOP, HOCUMHUH MPUCTpIHd abo

MPOTPAMHUI JAaTYUK MOBEIIHKHU. [[pyruii MOAyJb OLIIHIOE SIKICTh 3pa3Ka 1 BIAXUJISE
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SBHO HENpUJaTHI JaHi. TpeTili BUKOHYy€ MomnepenHe oOpOOJICHHS: HOpMali3allio
OCBITJICHHSI, BHUPIBHIOBaHHS OOJMYYs, CETMEHTAII0 pPalay>XKHOi OOOJIOHKH,
dinpTparito urymy abo BUAUIEHHS 001acTi IHTEpECY.

[Ticns momepenuboro oOpoOneHHsT cucteMa (opMye O3HAKH. Y KIACUYHUX
PIIICHHAX BUKOPUCTOBYBAJIUCS JIOKAJIbHI JECKPUNTOPH, TEKCTYpHI O3HAKU, MIHYLIi
BIIOMTKA, CIIEKTPabHI XapaKTEPUCTHKU TOJOCYy ab0 TEOMETpUYHI TapameTpu
mianucy. Y CydacHUX TpalsiX MepeBakaroTh TIMOWHHI MOJeNi, sKi OyIyroTb
eMOeIiHrd  300pakeHb, CHUTHATIB 1 YacOBUX NOCIimOoBHOCTEeH. [l 300pakeHb
MOIIMPEHUMHU € 3TOPTKOBI HEHPOHHI MEpexi Ta TpaHCPOPMEpH1 apXITEKTYpH, a s
roJiocy, XOAW ¥ KJIaBIaTypHOTO PUTMY - PEKYpPEHTHI, TeMIOpaibHI a00 MOCIII0BHI
Mojeni [42-44; 50].

Hactynaum eranom € ¢'toxH. BiH Mo)ke BUKOHYBaTHCS 10 Kiacudikarii, micis
OTPUMaHHS OLIIHOK MOJIIOHOCTI a00 BXK€ Ha PIBHI PilIEHb. Y SKICHO CIIPOEKTOBaHIN
CUCTEeMI MOAYJb ('T0KHY HE IIPOCTO JI0JIa€ pe3yIbTaTH OKPEMHUX KaHAJIIB, a BPAXOBYE
iXHIO SIKICTh, HAJIWHICTh, KOPENAIII0 Ta MOXJIMBY HasSBHICTh aTaku. Hampukiman,
HU3bKa SKICTh 300paKCHHS OOMMYYS HE TMOBHHHA aBTOMATHYHO TPU3BOAHWTH 0
B1JIMOBH, SIKIIIO 1HIIII MOJIAJILHOCTI IIITBEPKYIOTh 0CO0Y, aJle BOHA Ma€ 3MEHIITYBaTH
Bary BIAMOBIHOIO KaHaIy.

OcTaHHIMH €J€MEHTaMu € MOJYJb NPUHHATTSA pillleHHsd, ©0a3a eTaJoHIB,
KYpHAJIOBaHHS TOJIIN 1 3aco0u 3axucTy. baza etanoHiB moBuHHA 30epiraTu HE CHpI
3pa3Ku, a 3aXMIleHI npeacTaBieHHd. JKypHantoBaHHS Mae (pikCyBaTH KPUTHYHI MOI1T
0e3 HaJAMIPHOTO0 HAKOMHMYEHHS YYTIMWBHX JaHUX. (7 BUCOKOPH3MKOBHX CIIEHApIiB
BOKJIMBUMU € JIOKaJbHE 3ICTaBJICHHS Ha MPUCTPOi, KpUNTOrpadiuHUil 3axuCT,
KOHTPOJTb IOCTYITY JIO €TAJIOHIB 1 OKPEMHUI MOYJIb BUSIBIICHHS aTak Mpe ABJICHHS [47,

c.9,c. 17].
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la‘l""ll-ll KiIBKOX MOTaILHOCTER K " I o6
* Kamepa, MikpooH, cKarep BiIGHTKA X OHTPOIE SROCTY onepexnc obpoGaenns
* [4-cencop, HOCHMHH NIPHCTPIH * OHIHKA IPHIATHOCTI 3pazka * HOPMAII3ALIA OCBILICHHS
* IPOTPaMHEHH JATIHE TOBETIHKH * BUIXHJICHHA ABHO HENPHAATHHX JAHHX * BUPIBHIOBAHHA, CermenTauiz, ROI

* huibTpams mymy

Buainenns o3nax Moy.as ¢'omuy
_@opmysanns emGentinrin . SR
* JIOK/IbHI JICCKPHIITOPH, MIHYIIT * 00 €IHAHHA OIIHOK 1 eMOEUIHIB X
* TeKCTYPHI, CNICKTpaibHI i YdCOBI 03HAKH * LIMOHHHI IIPE/ICTaRICHHS 300paens, * BaTHW 3 YPaxXyBaHHAM AKOCT1 Ta HaHHOCTI . .
* CHTHATIE 1 HACOBHX MOCHII0BHOCTEH * KOpeJIAIliA KaHaIlB 1 PH3MK aTaku Kanan anminicTpynamns

* TeOMETPHYHI TIapaMeTpH
NOITHE J0CTYIY

* pouli Ta IpaBa A0CTYIy
* LOPOTH IPUHHATTH PlilicHs

* [IpaBAiIa pHIHKY
IlpniiaaTTs pimenns Tlepenipka wuBocti Jicrapnenns i3
+ MUITBEPIHTH / BUXIHTH ; aTaK e’ JAXHIIEHHME €TAJI0HAME
* BHABJICHHS ATAK IPe1 HBISHHA . B B .
* 3aIATATH JOJATKOBY MEpPERIpKY * HepeBipka O3HAK AUBOCT] : E};ﬁ}agﬂ:ﬁﬁqmﬁlmmunl.

p
* I03BOMH Ha poDoTy 3 eTaloHaMH
* 3ACTOCYBATH MOMTHKH PH3HKY

v 3axmmene cxomuze
o eTAJIOHIB
VPHATWBAHHA * 3aXHIICH] "pl:[LmBTL""ﬁ
* QOALiT A0CTYITY T4 KPHTHYHI CTIPAIOBAHHA * KOHTPOJTb JIOCTYIIY
» D3 HAIMIPHOTO HAKOIMHYCHHS My TITHBHX . LPHHTHT‘FB}II FTHHH 3aXHCT

JIAHUX

PucyHnok 2. Y3araibHeHa apXiTeKTypa MyJbTUMOAAIBHOI O10METPUYHOT CUCTEMU

JIKepeno pucyHKa: aBTOpChKa po3pooKa.

3.2.3.2 PiBHI 3JIUTTH JaHUX

@'toKH Ha PiBHI MEPBUHHUX JaHUX Nependadyae 00'eqHanHa HeoOpoOIeHux abo
MIHIMQJIBHO 00pOOJIeHHX 3pa3kiB. BiH Moxe OyTH KOPUCHUM TOZl, KOJH KIJbKa
JATYHUKIB CTIOCTEPITatOTh OJMH 1 TOM caMuil 00'€KT y CYyMICHUX YMOBAaX, HallPUKIIA y
MO€eAHAHHI PI3HUX 300pakeHb pyku. llepeBaroro € 30epeKeHHS MaKCHMaIbHOI
KUIBKOCT1 1H(OpMallii, a HEJOJIKOM - MOTpeda B CHHXPOHI3allll, OJJHAKOBIM SKOCTI
BHMIPIOBaHb 1 BUCOKHMX O0UHCIIIOBAILHUX PECypcax.

@®'to’)kH Ha PIBHI O3HAK MpAIlO€ 3 BEKTOpaMU O3HAaK abo eMOeIIHraMu,
OTPUMaHUMH JJIi KOXKHOI MoOJAalbHOCTI. BiH nae 3mory cdopMyBaTu CHUTbHUN
MPOCTIp, y SKOMY CHCTEMa HAaBYAETHCS BPaXOBYBATH B3a€EMOJII0 MIXK JIKEpEIaMH.
Came 1eil piBeHb YacTO 3aCTOCOBYIOTh y TJIMOMHHUX MOJENSX, 30KpeMa B
apxiTeKTypax 13 MexaHi3MaMu yBard. HemomikoM € BHCOKa PO3MIPHICTh, PU3HK
nepeHaBYaHHs Ta noTpeda y J0CTaTHbOMY 00CA31 CIIpaBAl MyJIbTUMOAAIBHUX JaHUX.

@'t0’KH Ha PiBHI OLIIHOK MOEAHYE YHUCIOBI Pe3yJbTaTH OKPEMHUX MOJAIbHOCTEMH,
HAMpUKJIaJ] OIIHKKH TOMIOHOCTI ab0 WMOBIPHOCTI HAJIEKHOCTI JI0 3asBJICHOTO
KopuctyBaua. lleli piBeHb BBaXalOTh MPAKTUYHO 3PYYHUM, OCKIIBKH OKpEMI

MIJCUCTEMH MOKHA PO3pOOJIATA HE3AJIEKHO, a TIOTIM 00'€THYBaTH iXHI OILIHKU. BiH
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TaKOX TOJIETIIyE T0AaBaHHS HOBOI MOJAIBHOCTI 0€3 MOBHOTO MEpPEHABYAHHS BCI€i
cuctemu. barato mpukiagHux poOiIT 3 00JUYYAM 1 TOJI0COM 200 OOTMYUSM 1 ITiAMUCOM
BUKOPHUCTOBYIOTh Came 1€l piBeHb [42, c. 4].

®'to’)kH Ha PiBHI pillleHb 00'€IHY€ B)XKE TOTOBI BIJAIMOBIJII OKPEMHUX KaHAIB:
TIPHIHATH, BiXIUINTH 260 TIepeIaTH Ha OBTOPHY NepeBipky. Moro nepesara monsrae
y MPOCTOTI Ta MPO30POCTI, MPOTE YacTHHA 1H(OpPMaLlii BTpadya€eThCs, aJ’Ke CUCTEMa He
0aunTh, HACKUIBKM BIIEBHCHOIO OyJia KOXXHaA TijcucremMa. ToMy Takuii piBEHb
JOIUTBHANA Y TIPOCTUX 200 HOPMATUBHO OOMEKEHHX CUCTEMAX, ajie MEHII PHUIaTHAN
TaM, Jie MOTpiOHE TOHKE HAJIAIITYBaHHS PU3UKY.

OxpeMo BUAUISIIOTH T1IOpUAHUN (P'TOXKH, Yy SIKOMY TMOEIHYIOTHCS KiJIbKa PIBHIB.
Hanpuknaa, o0nauyusi Ta paiiay’kHy OOOJOHKY MOXHa 00'elHaTH Ha PIBHI
eMOeIIHTIB, a pe3yJbTaT MOEAHATH 3 TOJIOCOM Ha PiBHI OMiHOK. ['OpUAHI MiIX0au
0COOJIMBO KOPHUCHI Y CKJIAJHUX CHUCTEMax, € MOJAIbHOCTI MAlOTh Pi3HY MPHUPOIY:
300pa)K€HHSI, 3BYK, YacOBl CHUTHaJIu M TOBEIIHKOBI MOCIiIOBHOCTI. [IpoTe ixHs
CKJIQJIHICTh BHMAarae peTejabHOro0 MPOTOKOJY TECTyBaHHS, 1HAKIIE MPUPICT TOYHOCTI

MOe OyTH HaCIIAKOM MepeHaBYaHHS.

3.2.3.3 MeToau 3JUTTH

Haiinpocrimumu MeTogaMu € mpaBuiia CyMu, JOOYTKY, MIHIMyMY, MAKCUMYyMY
Ta 3BKEHOTO TOJOCyBaHHSA. BOHM MaroTh mepeBary y mpo30pocTi: MOXKHA MOSICHUTH,
YoMy NI€BHA MOJIAJIbHICTD BIUTMHYJIA HA PillleHHs OuIbIe a00 MeHIe. [yt O1iHKOBOTO
¢'tOKHY 111 METOJIM MOTPeOYIOTh HOpMai3ailii, OCKIJIBKUA PI3HI MIJCUCTEMU MOXKYThb
BUJIaBaTH OIIHKU Yy PI3HUX IMIKajax. SKII0 HOpMami3allil0o BUKOHAHO HEMpPaBUIIBHO,
CWJIBHIIIIA IIKaJIa MOKE JIOMIHYBAaTH HaJ| CIIPaB/i iHPOPMATHUBHIIIOW MOJATHHICTIO.

CTaTUCTHYHI METOJM PO3TJISIAI0Th OIIHKA OKPEMHX MOJAIbHOCTEH SK O3HAKH
UIsl MeTakiacudikaropa. Y Takiil poyii MOXKYTh BHCTYIATH JIOTICTUYHA pErpecis,
METOJ] OTIOPHMX BEKTOpIB, JepeBa pilleHb abo GaeciBChbKi Mozenmi. IXHs mepeBara
MoJisATac y 37JaTHOCTI HaBYAaTH Barm Ha JaHUX, a HE BCTAHOBIIOBATH IX BPYYHY.

Henonikom € 3anexHICTh BiJl pEPE3CHTATUBHOCTI HABYAJILHOTO HA0OPY: SIKIIO BiH HE
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MICTUTh CKJIQJHUX YMOB a00 aTak, MOJIEb MOKE€ TTOMUJIKOBO OI[IHIOBATH HAAIHHICTh
KaHaJB.

['mubunni Metoan ('roxHy (HOPMYIOTH CHUIbHE MPEACTABICHHS 32 JOIMOMOTOI0
HEUPOHHUX MepeX. BoHH MOXKYyTh 00'€IHYBaTH eMOCIIIHTH, BUAUIATH MI>KMO/IaJIbHI
3aJIeKHOCTI, 3aCTOCOBYBAaTH MEXaHI3MH yBaru abo aJanTUBHO 3MIHIOBaTH Baru
3aJIeKHO B1J IKOCTI 3paska. Hampukiias, cuctemu 3 kKaMepHOIO (DOTOIIIETU3MOTPAMOIO
Ta BIIOUTKOM MaJIbIl BUKOPUCTOBYIOTh OJIMH CMAapT(MOHHUH CIleHapidl 3HIMaHHS, a
¢'tTOKH J0TIoMarae MmoeHaTH TEKCTYpHI i ¢izionoriuni o3Haku [44]. Taki migxoau
3py4Hi, aje oTpeOyI0Th 00EPEIKHOCTI 1010 NTepEeHaBYaHHS 1 TOSCHIOBAHOCTI.

AJanTUBHI METOJM BPAaXOBYIOTh KOHTEKCT. CHCTeMa MOKE 3MEHIIyBAaTU Bary
rojlocy B IIYMHOMY CEpEIOBHIN, MIJBUIIYBATA BUMOTH A0 OOJMYYS IIJT Yac
(hiraHCOBOI omepallii a00 BUKOPHCTOBYBATH ITOBEIIHKOB1 O3HAKH JIUIIIE K JTOAATKOBHIMA
CUTHAJI MICIs MEPBUHHOIO BXOAY. Y HENEpepBHil aBTeHTU(iKalli KOHTEKCTHO-
KepoBaHUM ('tOKH € 0COOJIMBO BAXKJIMBUM, OCKIIBKHM JOCTYMHI JIaHi 3MIHIOIOTHCS B
yaci, a pIlIEHHS Ma€ HAaKOMUYYBAaTHCS MOCTYNMOBO, 0€3 HaB'si3yBaHHS KOPUCTYyBady
MOCTIMHUX MepeBipok [49].

Meron ¢'toxkHy ¢l oOupaTH He JIHIIE 32 HAWKpaIUM MOKa3HUKOM TOYHOCTI, a
W 3a OpUAATHICTIO JO BOPOBAKEHHS. [[s OaHKIBCHKOI CHCTEMHU BaXJIMBUMU €
KOHTPOJIb IOPOTiB, NOSICHIOBAHICTh 1 MOKIIUBICTh ayAUTY. /{7151 MOO1IBHOTO TPUCTPOIO
- IIBUJIKICTh, CHEPTOCIIOKMBAHHS Ta JIOKaJIbHE 00poOaeHHs. [l nep:kaBHOI CUCTEMH
- CHpaBeUIMBICTh ILIOJO PI3HMX TPYN KOPHUCTYBaudiB 1 MiHIMI3alis gaHux. Tomy
yHIBEpcaJIbHOrO MeToay G'rokKHYy HE ICHY€; MOro €(QEeKTUBHICTh BU3HAYAETHCS

KOHKPETHUM CIICHApIEM.

3.2.4 OCHOBHI KOMBIHAIIIi BIOMETPHYHUX MOJAJBHOCTEM

3.2.4.1 Kom0inauii Ha 0CHOBI 300pasKeHb

Jlo HalmommMpeHImMX HaJleKaTh KOMOIHAIT 00JnuyYs, pamaykHOi 0OOJOHKH,
Bi/IOMTKA NabIs, BEH NaIbLs, BEH J0JIOHI Ta reoMeTpii pyku. [XHs nepeara nossrae

Yy BHCOKIH 1H(QOPMATUBHOCTI 300pak€Hb 1 HASBHOCTI PO3BUHEHUX METO/IIB
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IIMOMHHOTO BUJIEHHS oO3HaK. OOnuyus 3a0e3nedye 3pydHICTh 1 IIBUIKICTD,
pariaykHa 000JIOHKA - BUCOKY 1HJUBITYaJbHICTh, BIIOMTOK MaJIbIIS - KOMITAKTHICTH 1
MOMIMPEHICTh TaTYMKIB, @ BEHO3HUN PUCYHOK - JOJIATKOBHM 3aXUCT BiJl TOBEPXHEBUX
11poOOK.

KoMmb6inamiss obmmyus 1 paiaykHOI OOOJOHKH YacTO PO3MIIAJAETHCS IS
BHCOKOTOYHHMX CHCTEM, OCKUIBKH 11 03HAKHU MAIOTh P13Hi JpKepesia moMUiIok. Oomuyus
MOKE TIOTIpIITYBaTUCS 4Yepe3 OCBITJICHHS a0 Mo3y, TOAI SK paiyxHa 000JOHKa
notpedye SKICHOTO 3HIMAaHHA Od4ei. SAKmio oOuaBi MOMAIBHOCTI AOCTYMHI, ('FOXKH
3JIaTHUN 3MEHIITUTH HEOTHO3HAUHICTh. BolHOYAC Taka crcTeMa MOBUHHA BPaXOBYBAaTH
3pYYHICTh KOPHCTYBauda, aJK€ MPUMYCOBE HAONMKEHHA /0 JaT4MKa MOXe OyTH
HEMIPUIHATHUM y MacOBHX CEpBicax.

KomoOiHarii BiiOUTKa manblig 3 BEHO3HUM PUCYHKOM a00 T€OMETPIEI0 MabIIs €
npukiagoM hand-based 6iometpii. Orsin TakUX CUCTEM MOKa3ye, IO iXHS IepeBara
MoJIsiTa€ 'y CHUIBHOMY 3HIMAaHHI KUIBKOX O3HaK pyKH, OJHAK Iie¢ moTpedye
CIEI1ai30BaHOT0 00JIaIHAHHA Ta KOHTPOJIIO SIKOCT1 300paskenb [41]. [dns peanbHOTO
3aCTOCYBAaHHS Ba)KIIUBO, 00 TOATKOBUW KaHAI HE JIMIIIE ITiBUIIYBaB JIA0OPATOPHY
TOYHICTh, a ¥ JomoMaraB IPOTHAISATH aTakaM 1 3MEHINYBaB KiIBKICTh BIJIMOB 3a
MOraHOTO CTaHy IIKIPH.

Okpemy Tpylly CTAHOBJISATh TPUMOJIAJIbHI CHUCTEMH Ha OCHOBI 001IM4Yus,
paiay>kHoi 000JIOHKM Ta BeH manblid. CywacHl mpaili BUKOPUCTOBYIOTH JJIsi HUX
MOMNEPEIHbO HABYEHI 3rOPTKOBI Mepexi, TpaHchopmepu 30py Ta ('lHOKH Ha PIBHI
omiHoK [51]. Takuii miaxif JEMOHCTPYE MOTEHINAN TIMOMHHUX MOJCNCH, aie
noTpelye He3aJIeKHOI MEePEeBIPKU Ha PI3HUX JAaTYMKaX 1 ceaHcax. be3 1Iboro BHCOKa
TOYHICTh MOJKE BITOOpaKaTh OCOOJIMBOCTI KOHKPETHOTO HAOOpy MJaHUX, a He

CIPAB)KHIO y3arajbHIOBAJIbHY 3/1aTHICTb.

3.2.4.2 KomoOinauii 3 moBeJiHKOBUMH 03HAKAMHU

IToBeniHKOBI O3HAKH I[IHHI THUM, II0 MOXYTh 30UpaTUCS MPUPOAHO Mij Yac

B3a€MO/IIi KOPHCTYBaua 13 cucTeMoro. ['osoc, mianuc, Xo/1a, KiiaBiaTypHUN PUTM 1 pyXH
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CEHCOPHOTO €KpaHa He 3aBXJM MaloTh TaKy caMy CTaOUIbHICTh, SIK paiiay’KHa
o0os0HKa a00 BIJOMTOK Majiblld, MPOTE BOHU KOPUCHI SK JOJATKOBI JpKepela
indopmanii. IXHs pomb 0co6nMBO MOMITHA y BifjaleHHX cepBicax i HemepepBHii
aBTeHTU(IKaIlli, e cuCTeMa He MOBMHHA MOCTIMHO BUMAaratd akKTUBHOTO 3HIMaHHS
(b131070T14HOT O3HAKHU.

[ToemqnanHs OOMUYYS Ta TOJIOCY € MPUPOJAHUM I MOOLTBHUX 1 BeO-CEpBICIB,
OCKUJIbKH KaMmepa 1 MiKpo(OH € JOCTYITHHUMHU Ha OLIBIIOCTI MPUCTPOiB. JlociiTKeHHs
13 3actocyBanHsM FaceNet 1y o0au9Us Ta TayCOBHX CYMIIIEH JJIsi TOJIOCY MOKA3ye,
o ¢''OKH OIIHOK MOKE 3HI)KYBATH KOE(DIIIEHT PIBHUX MOMMIOK IMOPIBHSHO 3
OKpeMUMHU MoJaidbHOCTSIMU [42]. BomHowac Taka cucrema Mae OyTH CTIMKOIO /10
(dbotorpadiit, Bijico3anuciB, CHHTE30BaHOIO TOJIOCY Ta TOBTOPHOTO BIATBOPEHHS ay/Ii0.

[ToennanHs o0nMYYsl 1 AMHAMIYHOTO MIANMUCY AOUUIbHE Ui (PIHAHCOBUX 1
IOpUIMYHO 3Hauylmux oneparii. OO0iuyusl MiATBEPIKYE TMPUCYTHICTH 3asIBICHOI
ocobu, a mignuc (IKCye MOBEAIHKOBY MOCIIAOBHICTh: MIBUAKICTh, THUCK, MOPSJIOK
mTpuxiB 1 vacoBi 3arpuMmku. [lpams 2024 poxky JIeMOHCTpYe, IO TOEIHAHHS
CTaTUYHMX 1 TMHAMIYHUX O3HAK MIANKCY 3 JaHUMH OOJIMYYs MOXE OYyTH KOPUCHUM
JUTsI OHJIAlH-Oe3MeKu, aje MoTpedye JOCTaTHBOI KUIBKOCTI 3pa3KiB 1 MEpPEBIPKU Ha
peaNiCTUYHUX BIJJaleHUX ymMoBax [43].

KrnaBiaTypHuii puT™m 1 xoJ1a npuaaTHi AJid HenepepBHOiI aBTeHTUdikauii. ITicus
MOYAaTKOBOTO BXOJY CHCTEMa MOXE CIIOCTEpiraTd 3a MOBEIIHKOI KOpHCTyBada 0e3
OKpeMoi mporeAypu mnepeBipku. KOHTEKCTHO-KEpOBaHE TOETHAHHS IUX O3HAK J1a€
3MOTy BPaxOBYBaTH, YU KOPHUCTyBad HaOWUpa€ TEKCT, PyXaeTbCs 3 TeaePoHOM abdo
B3a€EMOJIi€ 3 HOCUMHM TpHCTpoeM [49]. IlpobGiieMor0 3amuIIaeThCsl MIHIUBICTH

MOBEIIHKY Yepe3 BTOMY, CTpPeC, TpaBMy a00 3MiHYy poO0OYOro cepeoBHIIIA.
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Horix 1

Dizioaoriuni ozmakn

Konrpoan skecti Embeutinr Hopyaaizanis oninok
OIIHKA TPHIATHOCTI BEKTOpHE YIrOKEHHS IKaI
spaka npecTaReHI | noporis

Axaninmmii mony:s b iosny

Pisens. 10nipn 1o ceancy

06" esmye wopsatisonani
ot 3 ypaxyBaiv
AKOCT], KONTCKETY
i naniiifocT Kantin

BHCOKHiT
cepemii
HU3BEHE

HoTik 2

Hopeninkosi o3HAKH (o) ] ocTi - . A .
oBeninkoni o Komrpoat awocti Embennint Hopsaisanis ouinos
rozoe ollifika CTABUIBROCT] R [
numHe Ta KOHTEKCTY i i YITQUACHHA MEai
e g NpEICTARICHHS 1 noporis
Xola

Pucynok 3. KoM0iHanisg (pi31010r4HUX 1 TOBEAIHKOBUX MOJAJIBHOCTEN

Jlxepeno pucyHka: aBTOpChbKa po3pookKa.

3.2.4.3 Cucremu 3 TppOMa i OljIbIIIE MOAAILHOCTAMM

CucteMu 3 TphoMa 1 OUIbIIIE MOJAIBHOCTSAMH CTBOPIOIOTH [IJIsl MMiJABUIICHHS
CTIIIKOCTI Ta pe3epByBaHHs. BOHU MOXYTb IO€IHYBaTH, HAPUKJIIA, BIIOUTOK NaJIbLI,
palay>kHy OOOJIOHKY M eJeKTpokapaiorpaMmy; OOIu44s, palaykHy OOOJOHKY W
BEHO3HUI PUCYHOK; BiIOUTOK, TEOMETPIIO Ta BEHU Malblid. Takuil miaxia 30UIbLIye
iH(dOopMaIliiiHe TOKPUTTSI, ajie BOJAHOYAC MIJABUIIYE BApPTICTh, TPUBAIICTh pPeeECTpaIlii,
CKJIQIHICTh ('F0’KHY Ta pU3UKHU JUIsl IPUBATHOCTI.

KomoGinartis BITOMTKA nasnbls, panIyKHO1 000JIOHKH Ta
eJIEKTpOKapA10rpadpiyHOTO CUTHAITY IIKaBa THM, IO JI0Ja€ 0 JABOX 300paKyBaJIbHUX
O3HaK OlOCUTHAJI, MOB'A3aHUMN 13 KUTTEASUIbHICTIO. Y mpami 2025 poky s Takoi
CHUCTEMH BHKOPHCTAHO 3ropTKOB1 Mojeni Ta Swin Transformer [50]. BaxxnuBum € He
JUIIe OTPUMAHUM NMTOKAa3HUK TOYHOCTI, @ i MUTaHHS, Y4 CIIPaB/Il €JIEKTpOKapaiorpaMa
MIJIBUIIY€E 3aXUCT B MIAMIHA Ta Y¥ HE CTBOPIOE BOHA HAJIMIPHOI HE3PYUYHOCT1 JJISI
KOpHCTyBaya.

TpumoanbH1 cCUCTEMH HAa OCHOBI pyKH MalOTh 1HIIY JIOTIKY: KUIbKa O3HaK MOKHA
OTPUMATH MiJl YaC OJHOTO0 KOHTAKTy a00 OJM3BKUX Mpoleayp 3HiMaHHS. BinOouTok,
reoMeTpisi Ta BEHO3HHM PHCYHOK Mablsl MOXYTb B3a€MHO JOMOBHIOBAaTH OJIHE

OJIHOTO, OCKUIbKM BiAOOpakaroTh pi3HI PiBHI CTPYKTYpu pyKu. Taki pilieHHs €
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NEPCIIEKTUBHUMH 11 KOHTPOJIO JOCTYNy U MPOMHCIOBUX CEPEAOBHIN, ajie BOHU
noTpeOyIOTh CIeliali30BaHUX JATYUKIB 1 CTIMKHUX aJIrOPUTMIB CErMEHTaIll].
['0710BHUM MPUHIMIOM JJIs1 OaraToOMOJAlbHUX CHUCTEM Mae OyTH MiHIMajbHa
JOCTaTHICTh. SIKIIIO IB1 MOAAIBHOCTI 3a0€3MEUYIOTh IPUNHATHUMN PIBEHb OC3MEKU IS
MIEBHOTO CIICHApii0, JOJaBaHHSI TPEThOI MOTPIOHO OOTPYHTYBATH: IIIIBUIICHHSIM
CTIMKOCTI 10 aTaku, pe3epByBaHHIM, JOCTYIHICTIO JJIi KOPUCTYBauiB a00 BUMOTaMu
PU3UK-OPIEHTOBAHOI MOJITUKHK. [HaKmie cucrema jauine 30uUpae OuIbIIEe YyTIMBUX

naHuX 0e3 MPONOPIIHHOT KOPHUCTI.

3.2.5 METOIM OINIHIOBAHHA AKOCTI TA ITIPOAYKTUBHOCTI

3.2.5.1 MeTpHuKH OLIHIOBAHHSA

OuiHIOBaHHSI MYJbTUMOJIAJILHOI 010METPUYHOT CUCTEMH HE MOKHA 3BOJAUTH JI0
3arajgbHOl TOYHOCTI. [[ns Bepu@ikamii KIIOYOBUMH € YacTOTa XHUOHOTO JOMYCKY
(FAR), yactora xu6Hoi BimMoBu (FRR), koedirtient pisaux nomusok (EER), ictunne
MPUIHATTS 3a 33JaHOT0 PIBHSA XMOHOrO JIOMYCKY Ta IUIOLIA MiJ KPUBOK pPOOOUYMX
xapaktepuctuk. Jlns imeHTudikami BaXKJIUBUMHU € TOYHICTh MEPIIOTO PAaHTYy,
KyMYJISITUBHA XapaKTepUCTHUKA 301Ty Ta CEpe/IHIi paHT MPaBUIIbHOI 0COOU.

FAR mnoka3sye, sik 4acTo cHCTeMa MOMUJIKOBO MpUKAMAE CTOPOHHIO 0OCO0y 3a
3asBiieHOT0 KopuctyBaua. FRR mokasye, ik yacTo BOHa BIAXWIISIE CIIPaBAKHBOTO
kopuctyBada. L[i moka3HMKHM 3aiexaTh BiJl MOpOra pIlIEHHS: >KOPCTKIMIUNA MOPIr
3MEHITy€E XUOHI JOMYCKH, ajie MOXKe 301IbITUTH XMOH1 BiiMoBH. ToMy oiHa i Ta cama
cUCTeMa MOXe OyTH NpUIATHOIO [JIsi HU3bKOPU3MKOBOI'O BXOJy B 3aCTOCYHOK 1
HEMPUAATHOIO JIJI BUCOKOPU3UKOBOI onepariii, sIKIo He 3MIHUTH TOPOTH.

EER € 3py4HuM y3arajgbHEeHUM IMOKa3HUKOM, ajie Horo He cliiJ adCO0TU3YBATH.
VY touni piBHUX ToMuiIok cuctema Mae ogHakoBl FAR 1 FRR, npote peanbHi cepBicu
PIIKO IpaIoI0Th came B il Toulll. Y OaHKIBCbKIA a00 MPUKOPIAOHHIN CUCTEMI MOXKeE
OyTu BaxMBIIIUM HU3bKUNA FAR, HaBiTh SKIIO 1€ 301JIbLIY€E KUIBKICTh MOBTOPHHUX
nepeBipok. Y coliaibHUX a00 MeauyHux cepBicax HaaTo Bucokuii FRR wmoxke

CTBOPIOBATH HEMPUIHATHI Oap'epy ik 3aKOHHUX KOPUCTYBAYIB.
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JJist BUSIBJICHHS aTak MpeJ'sBJICHHS 3aCTOCOBYIOTH OKpEeMi MOKa3HUKH, 30KpeMa
APCER, BPCER 1 ACER. Bonu noka3yooTs, sk 4aCTO CUCTEMa MPOITYCKa€E aTaKy, sK
9JaCTO TMTOMIJIKOBO BIIXHWJISIE CIIPABKHBOTO KOPHUCTYBaya 1 SIKOIO € CepeHs TTOMMIIKA.
[le Ba>xIMBO, TOMY 1110 CUCTEMA MOXKE I0OpE PO3Mi3HABATH 3aPEECTPOBAHUX 0OC10, aie
Oytu cmabkoro mpoTu Qortorpadiii, MaCOK, MTYYHHUX MAJBIIB a00 CHHTE30BAHOTO
rojocy. Ormsau 2024-2026 pokiB HiAKPECTIOITh, M0 HAMOIIBIIOW MPOOIEMOIO
3QJIMIIIAETHCS y3arajJbHEeHHs Ha HEB1JIOMI TUIIH MiApOOOK 1 HOB1 JaTumku [45, c. 14].

KopekTHe oriHIOBaHHS Ma€ MOKa3yBaTH HE JIMIIE CEPEIHE 3HAUYCHHS METPUKH, a
1 TIOBEIIHKY CUCTEMHU Y TIATpymnax, 3a pi3HUX JaTUMKIB, CEAHCIB 1 YMOB CepeIOBUIIIA.
J1Jist MyJIbTUMOJJaTbHUX CUCTEM BaXKJIMBO BUKOHYBATH aOJIAIIITHUI aHai3: OIIIHIOBATU
KOYKHY MOJAJIbHICTh OKPEMO, BCl MOJAJILHOCTI pa3oM 1 BaplaHTU 3 BIACYTHIMH a0o
MOTIPIICHUMHU KaHaJlaMH. JIuie Tak MOXHa 3p0o3yMiTH, 4M ('IOKH CIpaBlli 0/1a€

CTIMKOCTI, @ HE MPUXOBYE CITAOKICTh OKPEMOT MOJIETII.

3.2.5.2 ba3u 1aHuX i OeHUMAapPKHU

ba3u naHux BU3HAYaIOTh MEXI1 JOKA30BOCT1 €KCIIEPUMEHTY. Y O10MeTpii MIUPOKO
BUKOPUCTOBYIOTh Habopu mnsi okpemMux wmoxaanbHocTeil: CASIA Tta [TD npns
paiinyxHoi o6osionku, FVC 1 SOCOFing st BinouTkiB nansiiB, CASIA-B st xoau,
a TakoXX 4YHCJICHHI HaOopu nis oOJauYus, TOJIOCY, MIANUCY, BEH Malbls W
enexkTpokapaiorpadgii. MyJabTUMOAANIbHI JOCTIKEHHST 4acTo (OPMYIOTh CIUIbHI
Ha0OpHW NUISXOM TOEIHAHHS KUIBKOX OJHOMOJAIBHUX 0a3, aje TaKuh IMiaxia Mae
METOI0JIOTIYH1 OOMEKEHHS.

['onoBHE 0OMEKEHHS MITYYHOTO 00'€THAHHS MOJISTAa€ y BIACYTHOCTI PEATIbHOIO
3B'SI3Ky MDK MOJQJIBHOCTSIMH OAHIET ocoOW. SKIIO BIMOWMTOK MaNbIsl, PalmyXKHY
000JIOHKY ¥ eJIeKTpoKapAiorpaMy B34TO 3 PI3HMX HaOOpiB, cUcTeMa (PAaKTHUYHO HE
0a4YUTh CHPABXKHBOTO MYJIHTUMOJAIBLHOIO MPOUII0 KOpHUCTyBada. ¥ Takomy pasi
pe3yiabTaTH MOXKYTh TIEPEOIIHIOBATH CTIMKICTh ¢'tokHy. HalOinpn 1iHHUMH €
Ha0opH, y SIKUX KUIbKa O3HAK 3HATO B OJTHUX 1 TUX caMHUX 0Ci0, y pi3HI CEaHCH Ta Ha

KUTBKOX TIPUCTPOSIX.
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Hpyre oOMexeHHs TOB'si3aHe 3 po3MipoM BHOiIpku. ['MMOWHHI MOJzenl MaroTh
OaraTto mapameTpiB, a MyJIbTUMOJATLHUN ('FOKH JI0/1a€ 111€ OJWH PIBEHb CKJIAJIHOCTI.
K10 KiTBKICTh KOPUCTYBadiB 1 CEAHCIB HEBEJIHMKA, BUCOKAa TOYHICTh MOXE OyTH
HACIiAKOM TepeHaBuaHHs. ToMy BaXXIIMBUMHU € CyBOPE PO3IUIECHHS KOPUCTYBAUiB MiX
HABYAJIBHOIO 1 TECTOBOIO YaCTHHAMHM, MDKCECiliHa MepeBipKa, MiXKOa30Be TECTYBaHHS
Ta OTHC YCIX MPOIETYP MOTEPETHBOTO 00POOIECHHS.

beHumapku MarOTh Tak0K BPaxOBYBAaTH CIPABEJIMBICTb. Y CEpeHEHA TOUHICTh
Moske mpuxoByBatu pi3Hi nokazHuku FAR 1 FRR ans BikoBux, renaepHux abo 1HIINX
rpyn. Y MyJbTUMOJAJIbHIA CHCTEMI OJIHa MOJAJbHICTh MOXE KOMIICHCYBAaTU
3MIILIEHHS 1HINIOI, aje MOXe W MOCUJIMTU HOro, SKIIO MOAYJb ('t0XKHY HEMPaBUIBHO
3BaXKye Jkepena. ToMy cydacHa OLIHKa [IOBUHHA MICTUTH CTPAaTU(PIKOBaHUN aHaMI3, a

HE JIMIIE OJIHY T1JICYMKOBY TaOJUIlI0 PE3yIbTaTIB.

3.2.6 BPA3JIMBOCTI TA METOAU 3AXUCTY

3.2.6.1 Tunu arak

HaiiBimoMimuMu € aTaku Tpea'siBICHHS, KOJM 3JOBMUCHUK TOJA€ JATUYUKY
mipodsieHy abo BIATBOpPeHY O3HaKy. Jlis oOnmuus 1ie MoXyTh OyTu ¢oTorpadii,
B1JI€0, Macku ab0 3reHepoBaHi 300pakeHHs. J[1s1 BITOUTKIB MAJIBIIIB - IMITY4YHI HaIbIll
3 CWJIIKOHY, JKEJIATUHY YM IHIIUX MaTepiaiiB. [[s rojocy - 3amuc abo cUHTe30BaHa
MoBa. [l paiinykHOi OOOJOHKM - JIPYKOBaHI 300pa)K€HHs, KOHTAKTHI JIH3U 3
TEKCTYypOIO a00 €KpaHHE BIITBOPCHHS. Y MYJIbTHMOJAJIbHIM CHCTEMI MOXIIHMBA SIK
aTaka Ha OJMH KaHaJ, TaKk 1 KOMOIHOBaHA aTaka Ha KUIbKA KaHAJIIB.

Jpyruii TuUD CTAHOBJIATH AaTakKW HA KaHajd TIepelaBaHHSA 1 MporpamMHy
1HMpaCTPYKTYpy. 3TOBMUCHUK MOKE MEPEXOMHUTH 3Pa30K MK JATYUKOM 1 MOJYyJIeM
00poOJICHHS, MIAMIHUTA €MOEIIIHT, MOBTOPHO IMOJIaTU paHillle 3amucaHi JaHi abo
BIUTMHYTH Ha HOpMaJTi3alliio OLIHOK. SIKII0 cucTeMa BBaXkae, 10 JaH1 BXKe MepeBipeHi
Ha CIPAaBXKHICTh, Taka MiAMiHA MoXke OyTH HeOe3meuHilIow 3a (i3UYHy aTaky Ha

JaT4UuK.
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Tpetiii Tun moB'si3aHuil 13 0a3010 eTajnoHiB. BukpalieHHS €TajoOHIB CTBOPIOE
pU3UK TOBTOPHOTO BHUKOPUCTaHHA B IHIIN CHCTEMi, PEKOHCTPYKIii YacTHHU
6ioMerpuuHoi iHQOpMarii abo NOOyIOBHM aTak Ha KOHKPETHOTO KOPHCTyBaua.
MynsTMOaIbHA 6a3a € I MIHHIIIO JJIS 3JI0BMUCHUKA, OCKIJIBKM MICTUThH KIJIbKa
MOB'I3aHUX O3HAaK OfHiel ocobu. Came TOMY 3aXUCT ETAJIOHIB € IEHTPAJIbHUM
eJIeMEHTOM OE3TEeKH, a He TOJAaTKOBOIO (YHKITIEO Mics po3mizHaBaHHs [47, c. 9].

YeTBepTHil TUM CTAHOBIIATH aTaKd Ha MOAEIb. Jl0 HUX HaleKaTh NIEPEHABUAHHS
Ha OTPYEHUX JIAHKX, 3BOPOTHE BITHOBIICHHS O3HAK, T101p 3pa3KiB Jyisi 00X0.1y 1opora,
aTakd Ha TOSICHIOBAHICTh 1 MaHIMyJIOBaHHS MoayieMm (¢'tokHy. Y cucremax i3
MIMOMHHUMHU MOJICIISIMU OKPEMUM PU3UKOM € CJia0Ka MepEeHOCUMICTh JETEKTOPIB aTak
Ha HOBI MaTepiainy miapoOok ado iHII JaT4uKU. ToMy TecTyBaHHS Ma€ BKIIIOUATH HE

JIUIIIE B1JIOMI aTaku, a i YMOBH, SIK1 BIIPI3HSAIOTHCA BiJl HaBUaJdbHUX [45, c. 14].

3.2.6.2 MexaHi3MH 3aXUCTy

[lepmmii piBeHb 3aXUCTy - KOHTPOJIb SIKOCTI Ta IepeBipka kuBocTi. Cucrema
NMOBUHHA BU3HAYaTH, YW 3Pa30K € MPUJATHUM JJi1 PO3MI3HABAHHS 1 YM Ma€ O3HAKU
KUBOTO JiKepena. [ 00auyysi BUKOPUCTOBYIOTh aHaJ3 PyXiB, IITMOMHU, TEKCTYPH,
B11I0JIMCKIB 1 MiKpOAUHAMIKHU. J[J1g BIIOUTKIB MaJbIlIB - BIACTUBOCTI IIKIPH, TOTOBUX
1op, KPOBOHANIOBHEHHS a00 ONTHYHI O3HAaKU. J[JIs TONOCY - BUSBIIEHHS MOBTOPHOIO
BIITBOPEHHS 1 CHHTE€30BaHO1 MOBH. JKMBICTh HE MOBUHHA OYTH 30BHIIIHIM (LIBTPOM;
BiH Ma€ BIUIMBATH HA caMe pillieHHS ('I0XKHY.

Hpyruii piBeHb - 3aXHCT OIOMETPUYHOTO eTajoHa. J[0 OCHOBHHMX IiJIXO/IiB
HajexXaTb O010MEeTpis, IO CKAaCOBYETHCS, O10METPUYHI KPUNTOCHUCTEMH, HE3BOPOTHI
nepeTBOpeHHs, GuibTpu biyma, BUMAgkoBI TPOEKINi Ta 1IabMOHW, SKI MOKHA
BiKiMKaTH. CyTHICTh OlOMETpIi, 0 CKACOBYETHCS, MOJSTa€ B TOMY, IO €TaJOH
dbopMyeThCs uepe3 KOHTPOJIbOBAaHE MEPETBOPEHHA. SIKIIO BiH CKOMITPOMETOBAHHM,
CUCTEMA 3MIHIOE TIapaMETPU MEPETBOPEHHS 1 CTBOPIOE HOBHI €TAJOH 13 TUX CaMHX

O0lomeTpuyHuX nanux [47, c. 17].
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Tpetiit piBeHb - kpuntorpadiune 3ictaBiaeHHsa. ['omomopdHe mudbpyBaHHs nae
3MOTy BHUKOHYBaTH OKpeMi omepaiii Haja 3amudpoBaHUMHU eTajoHaMu 0e3 ix
pPO3KpUTTA. JIOCHIIKEHHS IMIOAO0 MYJIbTUMOJAIBHOTO PpO3Mi3HABaHHS pailayKHOT
000JIOHKM Ta 00JIMYYSl TOKa3ye, IO 3ICTABJICHHS B 3allU(DPOBAHOMY JOMEHI MOXKE
MOETHYBATH TOYHICT 1 3aXKCT puBaTHOCTI [48]. BomHOYac Taki MeTOAM MOTPEOYIOThH
3HaYHUX 00YHCITIOBATILHUX PECYPCIB 1 PETEIBHOTO HANAIITYBAHHS, II00 HE MOTIPIIUTH
3pYYHICTh KOPUCTYBaya.

YerBepTHuil piBeHb - HaBUaHHS 13 30epexkeHHsIM NpuBaTHOCTI. DegepaTuBHE
HaBUaHHS Jla€ 3MOTY TpPEHyBaTh Mojeni 0e3 IEHTPai30BaHOrO 30MpaHHS CUPHUX
OloMeTpuyHUX AaHUX. Y OiOMeTpii BOHO € MEPCHEKTHUBHUM, OCKUIBKH JaHl 4acTo
HaJIeXKaTh PI3HUM OpraHizailisiM abo 30epiraroTbCsi Ha MPUCTPOSIX KOPUCTyBaviB [46].
JIJist MyJIbTUMOJIAJIBHUX CHUCTEM IMpoOJieMa CKIAAHIIIA: OJHI KIIE€HTH MOXYTh MaTu

004 1 ToJIoC, 1HII - BIJZOMTOK 1 MOBEIIHKOBI JaHI, a AKICTh JATYUKIB MOXKE

T 1. Kontpoas sikocti
Bxinni 3paskn Ta JaiiBHeC
* 00T, BIIGHTOK —Jp| *sKicTs i npHATHICTS 3pasKa
* pailay/KHa 000TOHKA * nepeBIpKa KHBOTO JUKepeIa
* TOJIOC 1 IIOBE/IIHKOBI JIaHI * BIAIBJICHHS aTaK NPe/l ABICHHS

¢ CHI'HaJI JOBIPH AT MOJATTbHOCTI

¥ b

2. 3axnmene GpopmMyBaHHS I_IenTpa.r,lbnfmymonyﬂb

$ Pimenns
eMOe/UIIHTIB | eTaIoHIB
—p * HE3BOPOTHI NEPETBOPEHHs * OTPHMY€ OLIHKH IIOAIGHOCTI * I0CTyTI
* CKACOBYBAHI IAGIOH * OTPHMYE CHTHATH JOBIPH - | - BUTMOBA _
* 3XHITICH] TATOHI * 3BAKYE KAHAII 3 AKICTIO * I0JIaTKOBA MlepeBipka
3aMICTh CHPIIX JAHIX * BPaXOBY€ JaifBHeC 1 PH3HK aTaK

3. Kpunrorpadiune abo
JIOKAJIbHe 3ICTABJICHHS

* NOPIBHAHHS 13 3aXHIICHIMI 4. Ay, KypHATIOBAHHS .
€TaTOHaMH Ta KepyBaHHS BUIK/THKAHHAM €Ta/I0HIB

* JIOKATbHE 31CTaB/IEHHSA HA PHCTPOL PR ! S ! )
* KpUIITOTpadIHILIT TOMeH * (hikcaris KpHTIIHIX MOJUii €3 HaIMIPHIIX JTaHHX

* KOHTPOJIb JIOCTYITy JI0 €TATOHIB e
* BUIKTHKAHHA a00 POTAIIlA CKOMIIPOMETOBAHHX NIA0IOHIB

3BOPOTHMIT 3B’ 430K BUIK/IIKAHHSA |

PucyHnok 4. baratopiBHeBU# 3aXUCT MYJbTUMOJATBHOI 010METPUUHOT CUCTEMHU
MexaHi3MH 3aXUCTy TOTPIOHO OIIHIOBATH Pa3oM 13 NMPOAyKTUBHICTIO. Hanro
CUWJIbHE TEPETBOPEHHS €TaIOHA MOYKE TOTIPIINTH TOYHICTh, & CKIagHe mudpyBaHHS

MOK€ 30UIBIIUTU 3aTPUMKY JI0 HENPUUHATHOTO PiBHA. 3 1HIIOrO OOKY, BHCOKA
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TOYHICTh 0€3 3aXHCTy €TAJOHIB CTBOPIOE JIOBFOTPUBAIMN PU3UK JUIsl KOPUCTyBaya.
Tomy mpo€eKTyBaHHS MYJIbTUMOJAIBHOI CUCTEMH € TIONTYKOM OallaHCy M1k TOYHICTIO,

0e3IeK0r0, MPUBATHICTIO, MBHUIKOIIEI0 1 MOSCHIOBAHICTIO.

3.2.7 ITPAKTUYHI 3ACTOCYBAHHAA

Y  MoOinpHHUX 1 OaHKIBCBKHMX CepBicax MYJbTUMOAAJIbHA  OloMeTpis
BUKOPHCTOBYETHCS JUISI 3MEHIIICHHS PU3UKY ITaXpaicTBa Ta MiABUIICHHS 3PYYHOCTI
KOpUCTyBada. TUNOBUMHU € TIOEAHAHHS OOJUYYs, TOJIOCY, BIJOMTKA TMAabIId,
JTUHAMIYHOTO TIAMUCY a00 IMOBEIIHKOBUX O3HAK IT1J1 Yac B3a€MO/IIi 3 IPUCTPOEM. Taki
CHCTEMH MAIOTh MPAIIOBATH 3 PI3HUMU TenedOHAMH, KaMePaMHU, IITyMOBHUMH YMOBaMU
1 MepeXeBUMU 3aTpuMKamMu. ToMy BaXIMBUMHU € JIOKaJIbHE 0OpOOJIEHHS, KOHTPOJIb
AKOCTI 3pa3KiB 1 UITKE pO3AUICHHS ONEpalliil 13 pi3HUM PIBHEM PU3HKY.

VY cucreMax KOHTPOJIO (PI3UYHOrO JOCTYIY YACTIIIE 3aCTOCOBYIOTH O0JIMYYS,
palay>kHy  OOOJOHKY, BIJIOMTOK  TMajblid, BEHM MHaiblsi abo  JOJOHI.
MynbTUMOJATBHICTS TYT KOPUCHA THM, IO JO3BOJISIE€ 3MECHIIUTH XUOHI JOIYCKHA Ta
3a0€3MeUYnTH pe3epBYBAHHS, KOJM OJWH JAaTYMK THUMYACOBO HeJOCTymHui. Jlis
MPOMHCIIOBUX 1 MEAUYHHX CEPEIOBHUIN BAXKIWBO BpPAXOBYBAaTH pPYyKaBHUKH,
3a0pyIHEHHSI pyK, MAacKH, 3MIHHE OCBITJIEHHS Ta MOTPeOy y MBUJIKOMY MTPOXOIKEHHI
BEJIMKOI KUIBKOCTI JIFOJICH.

VY po3ymMHHX OyAMHKAaX 1 CUCTEMaxX IHTEpHETY peueid 010MeTpisi MOEIHYETHCS 3
MOBEIHKOBUMHY 1abioHamMu. Hampukiaza, o6iuydsi MOKe BUKOPUCTOBYBATHUCS IS
MEePBUHHOTO BXO/dy, a XOJa a0o TMOBEMIHKAa Yy MPUMIIIEHHI - JJIs TMOJAJbIIOTO
MIATBEPAKEHHS] MPUCYTHOCTI KopucTyBaua. [lpausg 2026 poky mioo po3ymMHOro
OyIWMHKY DPO3TISAAE MOEAHAHHS TIMOMHHOTO PO3Mi3HABAHHS OOJHYYS 3 aHai30M
X0JIH, 10 BIIOOpakae 3arajibHy TEHICHIIIIO 10 KOHTEKCTHO1 aBTeHTU(IKaIii [52].

Y Meau4yHuX 1 COLIAJIbBHUX CEepBiCaX MYJbTUMOJAIBHICTh MOXKE IiJBHUIIUTH
JIOCTYTIHICTD, ajie moTpedye ocobmmBoi obepexxknocti. [loeqnanas oOauYUs, royIoCy,
nianucy abo 010CUrHaIiB Ma€e BpaxoBYBaTH BiK, CTaH 3J0POB'sl, TAMYACOBI MOPYILIEHHS

MOBJICHHA 4d pyxy. s Takux creHapiiB BaxJIMBa HE JIMIIE HU3bKa MOMMUJIKA, a U
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MOKJIMBICTh aJIbTEPHATUBHOT MEPEBIPKU O€3 JUCKPUMIHALIT KOPUCTYBAUiB, JIJIs SKUX
IIEBHA O3HaKa € HECTaOILHOIO.

VY KOpHopaTHMBHHX CHCTEMax Jejani OUTBIIOro 3HauYeHHsS HaOyBae HermepepBHA
aBTeHTH(IKaIlis. BoHa He 00MEXY€eThCsI OJHOPA30BUM BXOJ0M, a IEP10JIMYHO OIIIHIOE,
Yl 3 [PUCTPOEM TMpaALUIOE TOM caMuM KopucTyBad. JUIsI 1bOro MOXKYTb
BUKOPUCTOBYBATUCS KJIABIaTypHUA PUTM, PyXH MHUIII, XOJa, TTOJOXKEHHS MPUCTPOIO
a00 1HII TMOBEAIHKOBI JAaHl. Takui Miaxig 3MEHIIY€E PU3HK 3aXOIJICHHS CEaHCy, ajie

notpedye Mpo30poi MOMITUKHU MPUBATHOCTI Ta MiHIMI3alli 310paHoi iH(opMarii.

3.2.8 TEHIEHIII TA BIIKPUTI IIPOBJIEMU

[Tepuioro TOMITHOIO TEHJCHINEID € Tiepexin Bij (ikcoBaHOTO G'FOKHY 0
amantuBHOro. CHcTemMa MailOyTHROTO TIOBMHHA BPaxOBYBAaTH SIKICTh KOXKHOI
MOJAJIBHOCTI, O3HAKU aTaKh, KOHTEKCT olepalii, JOCTYIHI JaTYMKUA W MOMNEpPETHIO
icTopito B3aemonii. Lle o3Hauae, 1110 Baru MojaabHOCTEN MarOTh OyTH HE CTalIUMU, a
3aJIEKHUMU BiJl cuTyalii. BogHoYac aanTUBHICTh YCKIIAJHIOE TOSICHEHHS PIILICHHS,
TOMY BOHa MAa€ CYIpPOBOKYBAaTUCS >KYpPHAJIIOBAHHSIM 1 MHPO30PUMHU IpaBUIaMU
ayJIuTy.

JIpyroro TEHJEHLIEI0 € PO3BUTOK MOJENEH 3 yBarow Ta TpaHCPOpMEpPHUX
apxiTekTyp. BoHH nai0Th 3MOT'y BUSIBISTH B3a€MO3B'SI3KM MK MOJAQJIBHOCTSIMH M
ABTOMATUYHO BUAUIATH  HAWOUIbII  1HOPMATHBHI YacTUHU  JaHux. Jus
MYJIBTUMOJIAJILHOT G10METPIi 1€ KOPUCHO, aJIKe AKICTh 3pa3KiB 3MIHIOEThLCS BiJ] CEaHCY
10 ceancy. OHaK Taki MOJIeli TOTPEOYIOTh BEJIMKUX 1 PI3HOMaHITHUX Ha0OPIB JTaHUX,
a TAKOX TMEePEeBIPKU HA CTIMKICTH /10 IepEeHaBUYAHHS U AeMorpadiuyHux 3MilIeHb [54].

TpeTbor0 TEHIEHITIEI0 € 3aXHWCT MPUBATHOCTI SIK YaCTHHA apXITEKTypH, a HE
30BHIIIHIN J1oAaTOK. biomeTpis, 10 CKacoByeTbcs, TOMOMOpQHE IMHPppPYyBaHHS,
JIOKaJdbHE 3ICTaBlIeHHA, (eaepaTUBHE HaBYaHHSA Ta JAUQepeHliiiHa NPUBATHICTD
(GhOpMYIOTh HOBUHM MIJXiA, Y SIKOMY TOYHICTh HE PO3TISIAETHCS OKPEMO BiJl PUZHUKY

BUTOKY. CydacHl mpaii 3 roMOMOpP(GHOIO 3ICTABJIEHHS Ta 3aXMILEHUX ETAJIOHIB
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MOKa3yl0Th, 110 LIEd HANpsM IIBUAKO PO3BUBAETHCA, alie LIe MOTpeOye 3HUKEHHS
3aTPHUMOK 1 CIIPOIIICHHS BIpoBaKeHHS [48, c. 18].

YeTBepToto mpoOIEeMOI0 € HETIOBHI JIaHl. Y pealibHii CUCTEMI HE BC1 MOTAIBHOCTI
JOCTYTIHI 3aBXKIU: KOPUCTYBa4 MOXke OyTH B TEMHOMY IIPUMIILICHH], MIKPO(QOH MOXKe
IpamoBaTH 3 IIYMOM, JaT4YMK BiAOWTKAa Moke OyTH 3a0pynHEHUH, a HOCHUMHUMN
MPUCTPIH - po3psipkeHnid. ToMy MyIbTHMOIaIbHA CHCTEMAa MTOBUHHA MAaTH TOJITHKY
YacCTKOBOTO pilleHHs. BoHa Mae BHU3HA4aTH, KOJM JOCTATHBO IIJIMHOXHHU O3HAK,
KOJHM TMOTpiOHO TOBTOPUTH 3HIMAHHS, a KOJU CIIJ MEPeUTH 10 albTePHATUBHOI
IIPOLIETYPH.

[T'aroro mpobieMoro € crpaBeUIMBICTh 1 jAemorpadiyHi 3MilieHHs. Ko
HaBYaJbHI J1aHI HEPIBHOMIPHO MPEJCTABISAIOTh Pi3HI TPYyHH KOPUCTYBadiB, CUCTEMA
MO3K€E IEMOHCTPYBATH P13HI MOKa3HUKU MOMIJIOK JIJIS IIUX Tpyl. MyIbTUMOIabHICTD
MOK€ 3MEHIIYBAaTH Takl 3MIIIEHHS, SKIIO PI3HI MOJAJbHOCTI KOMIEHCYIOTh OJHA
onHy. IIpore BoHa MOXe ¥ IMOCWIIOBATH HEPIBHICTh, SAKIIO (P'HOKH HAaBYEHO Ha
He30amaHCOBAaHUX  JaHWX. Tomy cTpaTu(iKOBaHE OIIHIOBAaHHA Ma€ CTaTH
000B'S3KOBOIO YACTUHOIO MTPOTOKOIY.

[ITocToro BIAKPUTOIO MPOOIEMOIO € OSICHIOBaHICTh. KOopucTyBad, aaMiHiCTpaTop
a0o peryysiTop MarTh PO3YMITH, YOMY CUCTEMa MpHUHHsIIA a00 BIIXWIWIA PIIICHHS,
0COOJIMBO SIKIIO HACTIKOM € BiAMOBA B JAOCTYII A0 MOCIYTrH. [[is mpocTux mpaBui
rOJIOCYBaHHS TIOSICHEHHSI OUYEBHIHIIIE, ajleé TOYHICTh MOXKe OyTH Hmk4oro. Jlis
MIMOMHHOTO (P'FO’KHY TOYHICTH YacTO BHWINA, aJi€ MEXaHI3M PIIICHHS CKJIaJIHIIINH.
ToMmy mepcreKTUBHUMHU € JIOBIPYO-aJalTUBHI MOJENI, SKI MOEAHYIOTh ('HOXKH 13

MMOKa3HUKAMH SIKOCTI, JIOKAJIbHUMH IMOSICHEHHSIMH Ta 3aXUIeHUM 00poOIeHHsM [55].

3.2.9 BUCHOBKHA

MynbTUMOaMbH1 O10METPUYHI CUCTEMHU € 3aKOHOMIPHUM €TarioM PO3BUTKY
OlomeTpuuHOi aBTeHTH(iKaIlii. BoHH BiANMOBIIAaIOTh HA OOMEKEHHS OJHOMOAIBHUX
pillleHb, MOB'SA3aHl 3 IMIYMOM, HECTaOUIBHICTIO O3HAK, HEAOCTYIHICTIO OKPEMHUX

JATYMKIB 1 BPA3JIMBICTIO IO aTak mpen ' siBiieHHs. [lo€THaHHSA KITBKOX JDKEpeN MOXKe
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3MEHIIUTH HEBU3HAYCHICTh PIIICHHS, MMABUIIUTH CTIMKICTh 1 3a0€3MEYUTH THYYKICTh
y PI3HUX CILIEHAPIAX 3aCTOCYBaHHSI.

Pazom 3 THM MynBTHMONANBHICTE HE CIIJ PO3TISAATH SK aBTOMATHYHE
BUpIIICHHS BCiX TmpobsieM. JloaBaHHS HOBUX MOJAJIbLHOCTEH 301IbIIyE 0OCST
YYTIWBUX JAaHUX, YCKIAAHIOE apXITEKTYPY, MiIBUIIYE BUMOTH 110 ('FOKHY i CTBOPIOE
HOBI IOBEpXHi aTaku. Tomy e(heKTHBHA CHCTeMa IMOBUHHA TTOETHYBATH PO3ITi3HABAHHS
3 KOHTpPOJEM SIKOCTI, BHUSBJICHHSIM JKMBOCTI, 3aXHUCTOM €TaJIOHIB, ayJAUTOM 1
MIHIMI3aIli€l0 TaHuX.

HaiiGinpm npakTuuHuM piBHEM (G'IOKHY g 0araThoX MPUKIATHUX CHCTEM
3aJIMIIAETHCS PIBEHB OIIHOK, OCKIJIBKU BiH MOEJIHYE THYUYKICTh 1 BIIHOCHY MPO30PICTh.
BonHouac y cuctemax 13 JOCTaTHROIO KIJIBKICTIO JaHUX MEPCIIEKTUBHUMU € 03HAKOBUI
1 T1i0pugHUi P'1OXKH, OCOOIMBO SKIIO BOHU BPAaXxOBYIOTh SAKICTh 3pa3KiB 1 KOHTEKCT.
Bubip piBHS ('tokHYy Mae 3aiexartH BIJl CLIEHAapii0, PU3UKY omepalii, JOCTyIHUX
ATYMKIB 1 BUMOT 10 HOSICHIOBAHOCTI.

O1iHIOBaHHS MYJbTUMOAQIBHOI O10METpii MOBUHHO OXOIUIIOBATH HE JIMIIE
touHicTh, @ ¥ FAR, FRR, EER, kpuBi poOouux XapaKTepUCTUK, MOKA3HUKH aTaK
npea'siBJICHHS, MIKCeCiiHe Ta M>kOa30Be TecTyBaHHS, abJIALIMHIN aHami3 1 MepeBIpKy
CIpaBeIUBOCTI. be3 Takoro npoToKoy BUCOKI MOKAa3HUKUA MOXKYTh OyTH HACIH1IKOM
nepeHaB4YaHHs a00 0COOIMBOCTEN KOHKPETHOI 0a3u JaHUX, a HE peabHOI HaIIMHOCTI
CUCTEMH.

Otxe, MalOyTHIM PO3BUTOK MYJbTHUMOJAIBHOI OlOMETpli BU3HAYATUMETHCH
OaJlaHCOM MIXK TOYHICTIO, TPUBATHICTIO, 3PYYHICTIO, JOCTYIHICTIO W JOBIPOIO.
HaiinepcnekTMBHIIIIMMU € CUCTEMH, SIK1 HE JIUIIE MOEAHYIOTh KIJIbKa 03HaK, a i yMII0Th
OIIIHUTH IXHIO SKICTh, 3aXHCTUTH €TAJIOHW, TPAIIOBATH 3 HEIMOBHUMH JIaHWMH,

MOSICHIOBATH PIIIEHHS Ta aJanTyBaTH PIBEHb MEPEBIPKHU 0 PEATHHOTO PU3HKY.
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SECTION 4. INFORMATION SYSTEMS AND TECHNOLOGIES

DOI: 10.46299/1SG.2026.MONO.TECH.2 4.1

4.1 Current approaches to multimodal data storage in Al-driven information
systems

Modern information systems face increasingly complex requirements for data
storage and processing. The diversity of data types — structured tables, unstructured
documents, complex networks of relationships — forces developers to go beyond a
single database model and combine several models simultaneously. This approach is
known as Polyglot Persistence [58, 59] and has become the standard in building
scalable systems. The emergence of vector databases, which have become an integral
part of modern Al systems, deserves special attention. Unlike traditional databases,
which search for exact matches, vector databases [60] operate on mathematical
representations of content — so-called embeddings — and allow for the retrieval of
semantically similar data. It is precisely this property that makes them a key component
in Al-based architectures.

The rapid development of large language models and transformer-based
architectures (in particular, models for generating deep semantic embeddings) has
radically changed the requirements for the design of information systems. Traditional
approaches to systematic data analysis are increasingly confronted with the challenge
of effectively combining strict relational transactional requirements with semantic
search. In contemporary scientific literature, the issue of integrating vector stores and
optimising Retrieval-Augmented Generation (RAG) architecture is explored in
numerous works [61]. In particular, recent works have devoted significant attention to
optimising RAG pipelines to improve information retrieval quality metrics (such as
recall, precision and F1-score) in specialised domains [62].

However, a detailed analysis of the literature shows that most current studies focus
on the isolated use of vector databases or consider exclusively the two-component
interaction ‘Vector Database + LLM’ [63]. At the same time, the problem of complex

orchestration of heterogeneous databases within the Polyglot Persistence paradigm in
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high-load microservice architectures remains insufficiently addressed. For critical
sectors (such as medical information systems), a fundamental scientific and practical
contradiction arises: on the one hand, there is an urgent need to ensure strict ACID
guarantees for structured data, and on the other, a need for flexible semantic search of
unstructured data using approximate nearest neighbour (ANN) search algorithms.
Resolving this contradiction requires the development and justification of
comprehensive data integration patterns at the level of system architecture [64].

The aim of this work is to investigate the characteristics of integrating various
database models — relational, document-oriented, graph and vector — into a single
system, as well as to analyse their interaction in the context of building Al applications.

The choice of database model is one of the key architectural decisions when
designing any information system. An incorrect choice can lead to significant problems
with performance, scalability, or the complexity of maintaining the system in the
future. To make an informed choice, it is necessary to understand the strengths and
weaknesses of each model according to key criteria. The CAP theorem [65] provides
the fundamental theoretical basis for understanding these constraints in distributed
computing environments. This theorem states that any distributed system can
simultaneously guarantee only two of the three basic properties: data consistency,
system availability, and partition tolerance. Relational database models are
traditionally geared towards ensuring consistency and availability (the CA model),
deliberately sacrificing partition tolerance. In contrast, most non-relational (NoSQL)
systems opt for availability and partition tolerance (the AP model), which allows them
to scale easily [66]. At the same time, they allow for so-called ‘eventual consistency’
— a state of the system where data across different nodes in the cluster may temporarily
diverge, but is guaranteed to synchronise over time. Understanding the principles of
the CAP theorem is a critically important step in the design of modern distributed
systems. This is because different database models within a single complex system can
provide completely different consistency guarantees, which must be taken into account

when developing integration logic at the application level.
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To systematise and clearly illustrate the characteristics of each of the models
under consideration, it is advisable to conduct a detailed comparative analysis of them
based on the most important criteria. These criteria include data structure, schema
flexibility, query language support, the ability to process ACID transactions, and

scaling strategies. The results of the comparison are presented in Table 1.

Table 1.

Comparison of database models

Criterion Criterion Criterion Criterion Criterion
Data structure | Tables JSON Nodes and edges | Numeric
documents vectors
Schema Rigid Flexible Flexible Fixed
dimension
Query SQL MQL / JSON | Cypher ANN search
language queries
ACID Full support | Partial Partial None
transactions
Scaling Vertical Horizontal Limited Horizontal
Strength Data Schema Complex Semantic
integrity flexibility relationships search
Weakness Rigid schema | Complex Scaling Similarity
relationships search only
Examples PostgreSQL, | MongoDB, Neo4j, Neptune | Pinecone,
MySQL CouchDB Weaviate

The correct choice of a specific model is determined primarily by the nature of
the data itself and the type of operations that the information system will perform most
frequently. It is worth noting that there is no single universal solution — each model has
its own clearly defined scope of application. Relational data models undoubtedly
remain the optimal and reliable choice in those cases where data has a clear,
unchanging structure, and transactional integrity and complete consistency are an
absolute priority. Typical examples of such tasks include processing financial
transactions, maintaining patient records in healthcare facilities, or managing personnel

— all these processes are naturally reflected in a typical tabular model. Furthermore, if
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a system makes intensive use of complex analytical queries involving
multidimensional aggregation and data grouping, the standardized SQL language
remains the most convenient and powerful tool.

On the other hand, document-oriented databases are the appropriate choice when
the data structure is irregular, dynamic, or subject to frequent changes during system
development. If different records belonging to the same entity have different sets of
attributes, the flexible document model is the most natural and logical choice. This
model performs significantly better in high-load scenarios with intensive write and read
traffic, where rapid horizontal scaling of the cluster (distribution across nodes) is
critical.

Graph databases are indispensable in situations where the primary value of an
information system lies not so much in the entities themselves as in the complex
network of relationships between them. Building recommendation systems, fraud
detection algorithms, constructing deep medical ontologies, or analysing social graphs
— all these specific tasks require efficient traversal of complex networks of
relationships. Graph databases handle such operations orders of magnitude more
efficiently than their classical relational counterparts.

At the same time, vecfor data models are an essential and indispensable
component of any modern system that utilises artificial intelligence and requires
semantic content-based search. It is precisely scenarios involving intelligent semantic
search across large document repositories, the search for visually similar images, the
generation of recommendations based on implicit preferences, and the creation of Al
assistants capable of ‘remembering the context of a conversation’ that can be
successfully implemented using a vector store.

To support the adoption of sound architectural decisions, we will compare the
traditional SQL approach with a range of NoSQL alternatives. The results of the

comparison are shown in Table 2.
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Table 2.

Comparison of SQL and NoSQL approaches: use cases

Aspect SQL (Relational) NoSQL (Non-relational)

Data model Structured, tabular with a | Flexible data models
fixed schema and | (document, key-value,
relationships columnar, graph)

Schema Rigid; must be defined in | Schema-less or flexible;
advance supports dynamic  and

unstructured data

Scaling Vertical (increasing server | Horizontal (distribution
capacity) across nodes)

Consistency Strong  consistency  via | Eventual consistency,
ACID transactions although managed in some

systems (e.g. MongoDB)

Query language SQL (standardised, | Varies (e.g. MongoDB query
powerful  for  complex | language, Cassandra Query
queries) Language)

Performance Optimised for complex | Optimised for high read/write
queries and joins, slower | throughput, particularly in
with large write volumes distributed systems

Use cases Best for structured data with | Best suited for unstructured

strong consistency (financial
systems, ERP, CRM)

data and large-scale
distributed systems (Big
Data, analytics, social
networks)

Scaling complexity

Difficult to shard across
servers

Designed for easy sharding
and distribution

Data integrity High, ensured through | Varies; integrity is often
constraints and relationships | ensured at the application
level
Relationships and | Supports complex JOINSs | Relationships are either built-
JOINs between tables and foreign | in (documents) or handled
keys differently (e.g. graph
databases)
Examples MySQL, PostgreSQL, | MongoDB, Cassandra,

Oracle, SQL Server

DynamoDB, Redis, Neo4;

Examples

PostgreSQL, MySQL

MongoDB, CouchDB
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It is important to understand that in real-world industrial systems, these
approaches do not compete with one another in any way; on the contrary, they
effectively complement one another. It is precisely this logical interaction and
complementarity that underpin the concept of Polyglot Persistence, which serves as the
modern standard in the development of complex distributed information systems.

The term Polyglot Persistence was introduced by M. Fowler and P. Sadalage in
the book "NoSQL Distilled: A Brief Guide to the Emerging World of Polyglot
Persistence" [66]. The concept is that different parts of a single system can and should
use different types of data models — each where they are most effective. The name of
the term is an analogy to the concept of ‘polyglot programming’ — the use of different
programming languages in a single project. Figure 1 illustrates a typical Polyglot
Persistence architecture, where each microservice/system component interacts with the
type of database that best suits its needs. It is important to understand that this is not a
haphazard use of different technologies, but a deliberate architectural decision with a

clear rationale for each choice.

Web Application

Identity and Loggin Product Session Cache Service Recommendation
Access Eeing Catalog Management Service
Key-Value
RDBMS Column Store Document DB Store In-Memory DB Graph DB

Figure 1. Polyglot Persistence architecture

Source of the figure: [59].

The core idea of Polyglot Persistence aligns well with microservices architecture
— an approach where the system is broken down into small, independent services. Each
service owns its own data and selects the most suitable storage. For instance, the
authentication service uses a relational database model to store user accounts. The

directory service uses a document-oriented model for flexible storage of heterogeneous
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records. The recommendation service uses a graph database model for analysing
relationships, whilst the Al search service uses a vector database for semantic search
[67]. Currently, there are several patterns for organising interaction between different
database models within a single system. The choice of pattern depends on requirements
regarding latency, data consistency and system complexity.

oETL (Extract, Transform, Load) is the simplest and oldest integration pattern.
Data is extracted from one database, transformed into the required format, and loaded
into another. ETL is usually performed on a schedule — for example, every night. This
approach is simple to implement but has a significant drawback: data between
synchronisations may be out of date. For a medical system, this can be critical — if a
vector database is synchronised with MongoDB once a day, the Al search module will
not be aware of discharge records created today.

¢CDC (Change Data Capture) is a more modern approach that tracks changes in
the database in real time. Instead of copying all data on a schedule, CDC records every
insert, update or delete operation and instantly broadcasts it to other systems. This
ensures near-real-time synchronisation between individual repositories.

eEvent-Driven Architecture is an architectural approach where all data changes
are published as events in a message queue. Each database subscribes to events relevant
to it and updates its data accordingly. This approach ensures loose coupling between
components, meaning that no single database is directly aware of the existence of
others.

o API Gateway — a pattern where all requests to different databases pass through
a single entry point. The gateway receives the request, determines which database is
the source of the required data, executes the query and returns the result. If necessary,
the gateway can aggregate data from several sources in a specific sequence.

The most complex challenge when integrating multiple databases is ensuring data
consistency. In a monolithic system with a single relational database, a transaction is
either executed in full or rolled back — the ACID principles resolve this issue. In a
multi-model system, a transaction may span several different stores, each with its own

set of guarantees. The Saga pattern is used to solve this problem. Instead of a single
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distributed transaction, Saga breaks down a complex operation into a sequence of local
transactions in each database separately. If an error occurs at any step, compensating
transactions are triggered — operations that undo the steps already performed. For
example, when saving a new medical report: first, the document is written to
MongoDB, then the status is updated in PostgreSQL, and then the vector is indexed in
Weaviate. If indexing in Weaviate fails, compensating transactions delete the
document from MongoDB and undo the update in PostgreSQL.

Another issue is data duplication. In a multi-model system, the same data can be
stored in several databases, but in different formats. For example, a patient’s name
appears in both PostgreSQL and in MongoDB documents containing discharge
summaries. When a name changes, the data must be updated simultaneously in both
places, which requires the use of synchronisation mechanisms. For the practical
implementation of the patterns described, there are a number of specialised tools that
simplify the integration of heterogeneous database models:

e Apache Kafka is a distributed platform for streaming event processing and is the
de facto standard for building event-driven architectures. Kafka acts as a reliable
message bus between various database models and services. It guarantees the durability
and ordered delivery of messages even when consumers are temporarily unavailable
[68, 69].

eDebezium is a CDC implementation tool that connects to the transaction logs of
relational databases and publishes all changes to Kafka. Debezium supports
PostgreSQL, MySQL, MongoDB and other popular systems. The combination of
Debezium and Kafka is the most common way to ensure real-time synchronisation
between different database models.

e Apache Spark is a framework for distributed processing of large volumes of data,
often used to implement ETL processes between heterogeneous data stores. Spark
supports reading and writing data to and from relational databases, MongoDB, and file
stores [70, 71].

However, with the emergence of large language models and machine learning

systems, the requirements for data storage infrastructure have changed radically.
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Traditional approaches to information retrieval, based on exact keyword matching,
have proved insufficient for artificial intelligence tasks. It is vector databases that have
provided the answer to this challenge and have become an integral component of
modern Al systems.

The central concept of vector databases is embedding — a numerical vector
representation of an object in a multidimensional space. The process of creating an
embedding involves a specialised neural network — a so-called encoder model — taking
an arbitrary object (text, image, audio) as input and returning a vector of fixed
dimension that encodes the semantic content of that object. Modern models generate
vectors with dimensions ranging from 384 to 1536 numerical values.

A key property of embeddings is that semantically similar objects receive
mathematically close vectors. The texts “the patient complains of a headache” and “the
patient experiences pain in the head” will have vectors that are close to one another in
vector space — despite the fact that there is not a single common word of meaning
between them. It is precisely this property that forms the basis of semantic search.

Mathematical metrics are used to measure the similarity between vectors. Cosine
similarity measures the angle between two vectors — the smaller the angle, the more
similar the objects. Euclidean distance measures the geometric distance between points
in space. It should be noted that cosine similarity is the most common metric for text
embeddings, as it does not depend on the length of the text. The cosine similarity

between two vectors is determined as follows:

A-B
141 [1B]

Where, A and B - are embedding vectors;

cos(0) =

A+ B - the dot product of the vectors;

The cosine similarity value lies in the range [—1,1], where values close to 1

||/T B || - the Euclidean norms of the vectors.

indicate a high degree of semantic similarity between objects.
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The search for nearest neighbours in vector space (Approximate Nearest
Neighbour, ANN) is a fundamental operation in vector databases. A traditional exact
search requires calculating the distance between the query and every vector in the
system, which is computationally infeasible for large datasets. Instead, when using
ANN, upon receiving a query, it is instantly converted into a numerical vector, after
which the database finds the k vectors closest to it in the storage, sacrificing absolute
accuracy for the sake of speed. The task of finding the nearest neighbours can be
formalised as finding a set of k vectors that minimise the distance to the query:

argmingep d(q,x;), i=1,...k

where, q is the query vector;

D is the set of vectors in the database;

d(q, x;) - the distance function (e.g., cosine or Euclidean);

k is the number of nearest neighbours.

In the case of ANNs, the problem is solved approximately, which allows for a
significant reduction in the computational complexity of the search with a negligible
loss of accuracy. Special spatial index structures are used to perform this operation
efficiently on sets of vectors. In particular, one of the most modern is the HNSW
(Hierarchical Navigable Small World) algorithm, which constructs a multi-level
navigable graph and ensures logarithmic search time.

To objectively assess the effectiveness of integrating vector databases into the
complex architecture of an information system, it is advisable to rely on quantitative
metrics of performance and the quality of semantic search. The use of optimised
encoder models in combination with approximate search algorithms (ANN) allows the
necessary balance to be achieved between latency and the relevance of results. The
application of such approaches reduces the processing delay for complex semantic
queries, which is a critical metric for high-load microservice systems. At the same time,
despite the lack of an exact match, the quality of searching for relevant documents
remains high. The effectiveness of finding semantically similar vectors (for example,

similar clinical cases) is traditionally assessed using the metrics of precision, recall,
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and their harmonic mean — the Fl-score. Formally, the Fl-score is defined as the
harmonic mean between precision and recall:

Precision - Recall
Fl1=2

' Precision + Recall

where, Precision is the proportion of relevant items among those found;
Recall - the proportion of relevant items found out of all relevant items.

For the sake of completeness, we note that:

TP
: Recall =
TP+FP TP+FN

Precision =

ne, TP - true-positive results;

FP - false positives;

FN - false negatives.

The F1-score metric provides a balanced assessment of model quality in cases
where both precision and recall must be taken into account simultaneously. The use of
the F1-score is particularly appropriate in information retrieval tasks and RAG systems,
where striking a balance between the comprehensiveness of the context provided and
its relevance is crucial. The practical implementation of modern encoders in specialised
domains demonstrates the ability to maintain the F1-score at a consistently high level
(above 0.85-0.90), which guarantees high-quality context passed to generative models
in the RAG architecture.

RAG (Retrieval-Augmented Generation) is a modern architectural pattern that has
become the de facto standard for building Al systems based on large language models.
The main problem that RAG solves lies in the limited context of neural networks: large
language models are trained on publicly available datasets and, by design, do not
possess the closed, specific information of a particular organisation — such as patients’
personal medical records, internal treatment protocols or commercial knowledge bases.
Furthermore, the knowledge of the base model is fixed at the moment its training is
completed. RAG circumvents these limitations by allowing up-to-date contextual
information to be added to the language model directly during response generation.

Figure 2 shows the complete RAG pipeline [63].
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For example, in a medical system, the RAG architecture allows a doctor to ask a
query such as ‘what treatment methods have been used for patients with similar
symptoms?’ and receive a response based on real data from a medical records database,

rather than on the model’s general knowledge.

Retriever

Query > 3
Query Encoder

Context

) A Retrieved > Output
Documents
Database "
Document
Encoder
Database »| Generator

Figure 2. System-level RAGPipeline
Source of the figure: [63].

A vector database model rarely exists in isolation — it is almost always part of a
larger multimodal system. There are several typical patterns for its integration with
other types of storage. The most common is the “dual-entry” pattern: when a new
document is saved in MongoDB, the system simultaneously generates its embedding
and stores the vector in Weaviate. During a search, a vector query is first executed to
return the identifiers of relevant documents, and then the full documents are retrieved
from MongoDB using these identifiers. In this way, the vector database is responsible
only for searching, whilst MongoDB handles the storage of the full content.

Another interesting solution is the pgvector extension for PostgreSQL, which
adds support for vector search directly to the relational database. This allows vectors
to be stored as a regular table column and enables hybrid queries that combine
traditional SQL filtering with vector search. For example: finding medical records of
patients over 50 years old (SQL filter) with similar symptoms (vector search) — in a

single query.
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Figure 3 illustrates how pgvector extends the capabilities of PostgreSQL by
enabling hybrid queries.

Ngarest
Neighbour
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Transform into transform into
embedding embedding
Audio Results
Document,
Audio,
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Figure 3. Hybrid search with pgvector
Source of the figure: [67].

Another important integration scenario is the combination of graph and vector
database models. In particular, Neo4j has native support for vector indexing. This
allows queries that simultaneously traverse the graph of relationships and search for
semantically similar nodes — for example, finding all diseases associated with a specific
symptom (graph traversal) that have a description similar to a given text (vector
search). To demonstrate the concepts discussed, let us consider the architecture of an
abstract medical information system. This system automates hospital operations — from
patient registration to Al-assisted diagnosis. It is precisely the diversity of tasks in such
a system that makes it an ideal example for the application of Polyglot Persistence (Fig.
4). All requests from doctors and nurses arrive via a single-entry point — the API
Gateway, which routes them to the relevant service. Each service is responsible for its
own domain and works with only one database. The central element of the integration

is Apache Kaftka — a message bus through which all services exchange events in real
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time. Each database in the system is responsible for a clearly defined data domain for

which it 1s best suited.

Doctor/Nurse

\ A

APl Gateway
single point of entry

ey 2R NS

Patient Services
(registration,

Statement Service
(documents, test
results)

Ontology Service:
(medicines,
diagnoses)

Al Service (search,
diagnostics)

appointments)
Apache Kafka

~. N J _—

PostgreSQL
(patients, prescriptions)

MongoDB
(reports, analyses)

Weaviate
(Vectors, Al search)

Neodj
(ontology, relationships)

Figure 4. System architecture: integration via Apache Kafka.

Source of the figure: author's development.

PostgreSQL stores all structured and mission-critical data: information about
patients, doctors, appointment schedules, prescriptions and payments. This is where
ACID transactions are essential — we cannot allow a situation where a prescription is
issued but the appointment record is not saved.

MongoDB stores medical discharge summaries and test results as documents.
Each discharge summary has an arbitrary structure — a surgical operation, a routine
check-up and a laboratory test have completely different sets of fields. The document
model ensures efficiency for such irregular information. Neo4j stores the medical
ontology: the relationships between diseases, symptoms and medications. When a
doctor prescribes medication, the system queries Neo4j to check for any

contraindications given the patient’s other diagnoses.
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Weaviate stores vector representations of all medical records. This allows the Al
assistant to find similar clinical cases across the entire patient database based on a free-
form description of symptoms.

Let’s look at the workflows in more detail. Workflow 1 — the doctor concludes
the consultation and saves the discharge summary. The doctor completes the discharge
summary in the interface. A request via the API Gateway reaches the discharge
summary service, which stores the document in MongoDB. Debezium tracks this
change and instantly publishes the event to Kafka. Next, two services simultaneously
receive this event: the patient service updates the appointment status in PostgreSQL,
whilst the Al service generates a vector representation of the discharge summary and
stores it in Weaviate. In this way, a single action by the doctor automatically updates
three different databases without any manual intervention.

Workflow 2 — a doctor prescribes a new medication. Before saving the
prescription, the ontology service sends a query to Neo4j — checking the graph of
relationships between the medication and all of the patient’s diagnoses. If Neo4j returns
any contraindications, the system alerts the doctor before the prescription is saved. If
everything is in order, the prescription is saved in PostgreSQL and the event is sent
back to Kafka for synchronisation. It is precisely this division of responsibilities
between the four databases via a single message bus that constitutes a practical
implementation of the Polyglot Persistence concept.

In summary, this paper, in accordance with its stated objective, analyses modern
approaches to organising data storage in Al-oriented information systems and
demonstrates the limitations of traditional monomodel solutions in the context of
increasing data heterogeneity. The paper demonstrates the feasibility of using the
Polyglot Persistence paradigm, which ensures the effective combination of different
database models in accordance with the specifics of the tasks.

Particular attention is paid to the integration of vector databases as a key
component of modern Al systems and RAG architectures. It has been established that
the use of embeddings and approximate search algorithms ensures effective semantic

search, whilst the use of Precision, Recall and F1-score metrics allows for an objective
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assessment of the quality of the results obtained. The main patterns of data integration
in multimodal environments have been systematised, and mechanisms for ensuring
consistency have been analysed, in particular using the Saga approach. The proposed
information system architecture demonstrates the practical implementation of these
approaches and confirms their effectiveness in complex application scenarios.

The results obtained demonstrate the feasibility of integrating multimodal
databases in combination with Al technologies as a basis for building modern scalable
information systems and identify prospects for further research in the direction of

optimising RAG architectures and semantic search.
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4.2 Assessment of critical components of autonomous systems using variable
parametric identification

The modern development of autonomous systems and long-range unmanned
aerial vehicles (UAVs) places stringent demands on their reliability and survivability.
One of the main causes of failure of power plants and onboard avionics is a violation
of the thermal operating conditions. Under conditions of changing atmospheric density
and dynamic loads, traditional temperature monitoring methods are ineffective, as they
do not take into account the inertia of thermal processes and the noise level of sensor
signals.

To ensure predictive or forecast flight safety, a pressing task is the development
of computational models that enable real-time parametric identification of the thermal
state of critical components of unmanned aerial vehicles. Parametric identification in
technical objects involves obtaining, based on experimental data, optimal estimates of
a certain vector of sought-after heat transfer parameters included in the mathematical
model of the latter [72]. However, the accuracy of such identification directly depends
on the methodology of experimental design and the assessment of heat transfer
identification errors. This paper examines a methodology for planning parametric
identification for monitoring the thermal state of a UAV power plant and, if necessary,
other components of unmanned aerial vehicles. The study builds on the author's
previous work on metrological support for thermophysical experiments and digital
processing of temperature transducer measurement signals.

Inverse heat conduction problems (IHCPs) form the basis of modern information
technologies for experimental and computational studies of heat transfer processes in
technical objects (TOs), which determine their thermal state.

Interest in IHCPs is constantly growing, driven by both practical needs and the
rapid development of computer technology methods and tools. For example, in thermal
power engineering, including heat engines, IHCP methods are widely used both in

experimental studies of the thermal state of working fluids and structural elements
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(IHCP diagnostics) and in the optimal design of the latter (IHCP optimization).

In diagnostics, boundary thermal management techniques are most common,
aimed at determining local heat fluxes and resistances, heat transfer coefficients, etc.,
on the surface of the vehicle. Separate classes of thermal management techniques
include coefficient-based techniques, aimed at determining the thermophysical
characteristics of the material, geometric techniques, and combined or complex
techniques, in which disparate thermal quantities are simultaneously determined. It
should be emphasized that the tasks of constructing (identifying) mathematical models
that adequately describe heat transfer in the vehicle also relate to thermal management
techniques.

The reliability of long-endurance unmanned aerial vehicles (UAVs) is inherently
linked to the thermal stability of their propulsion and avionic systems. Recent studies
emphasize that effective thermal management is a cornerstone for ensuring mission
success in autonomous platforms. For example, Smith et al. [73] provide a
comprehensive review of thermal management systems for high-altitude long-
endurance UAVs, highlighting that traditional cooling methods often struggle with the
dynamic heat loads encountered during complex flight profiles. To address real-time
monitoring challenges, various estimation techniques have been proposed. Gao et al.
[74] demonstrated the efficacy of the Extended Kalman Filter (EKF) for robust thermal
state estimation in electric propulsion systems, focusing on the nonlinear heat
dissipation of motors. Similarly, the problem of sensor reliability in harsh
environments—where vibration and electromagnetic interference are prevalent—was
addressed by Zhang and Wei [75]. They proposed adaptive sensor fusion algorithms
that enhance fault diagnosis capabilities, though their approach primarily focuses on
high-level system failures rather than deep parametric identification of heat transfer
processes.

The accuracy of onboard sensors remains a critical bottleneck. Wang [76]
explored Kalman filter-based error compensation specifically for high-temperature
sensors in aerospace applications, proving that stochastic noise filtering is essential for

meaningful diagnostics. However, as noted by Liu et al. [77], the mere filtering of
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signals 1s often insufficient without a precise underlying mathematical model. Their
work on parametric identification of thermal models for avionic components
emphasizes the need for high-fidelity identification techniques in autonomous systems.

Despite these advances, a significant gap remains in the methodological planning
of the identification process itself. While existing literature focuses on state estimation,
there is a lack of focus on the quantitative assessment of identification accuracy
through the Fisher information matrix and joint confidence intervals (JCI) in the
context of UAV diagnostics. This paper aims to bridge this gap by integrating a
discrete-recursive thermal model with a precision-planned Kalman filtering
framework, building upon established methods of parametric identification to enhance
the thermal resilience of autonomous aerial platforms.

Unlike conventional monitoring systems, the proposed method is based on the
analysis of the Fisher information matrix, which is constructed from the sensitivity
functions of measured temperatures to the desired parameters. In the work [72], which
is in a sense a generalization for a number of long-term studies conducted at the
National Aerospace University “Kharkiv Aviation Institute”, an approach to assessing
the accuracy of results and planning parametric identification is proposed, based on the
analysis of the Gram matrix.

The Gram matrix consists of sensitivity functions of the sought parameters to the
obtained measurements and is analogous to the Fisher information matrix. The Gram
matrix is used [78] to evaluate the accuracy of the obtained measurement results. This
allows for the accuracy of each sought parameter to be considered separately.

As indicated in the monograph [79], the most effective approach to solving the
heat transfer problem is an extremal one, which consists of minimizing quadratic
objective functionals. This approach can be implemented as a method of parametric
identification of heat transfer in heat transfer, which involves obtaining optimal
estimates of a certain vector of sought heat transfer parameters, included in its
mathematical model, based on experimental data.

It is known that heat transfer problems are ill-posed problems in mathematical

physics, which are characterized by the possibility of solution instability. Therefore,
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issues of the reliability and accuracy of the solutions obtained, particularly those
obtained using the parametric identification method, are of paramount importance.

Technical literature has repeatedly emphasized that parametric identification of
heat transfer is the most complex type of indirect measurement, in which mathematical
models of heat transfer in heat transfer serve as the measurement equations. This
circumstance, in accordance with the requirements for measurement tools and methods,
also leads to the need to establish quantitative indicators of the accuracy of IHT
solutions.

For inverse heat conduction problems (IHT), [72] proposed using joint
confidence regions (JCRs) of the obtained solutions as indicators of parametric
identification accuracy, as well as joint confidence intervals (JCIs) of the parameter
estimates, defined as projections of the JCRs onto the axes of the multidimensional
space of the estimated parameters. It has been shown that JCIs are practical indicators,
particularly effective for cases with a significant number of unknown parameters.

Let us consider the basic principles of the parametric identification method for
heat transfer in heat transfer, with the aim of obtaining the above-mentioned accuracy
indicators. We will assume that there is an adequate mathematical model of heat
transfer in a technical object (hereinafter referred to as the model), which allows for
the moments of time t7=k'At (k=1, 2, ... n) to calculate the temperature values ¢, at

!
z

z=1, 2, ... points, which make up the (/x 1)-vector T, =[t,, ] _, of the temperature state
of the object.

We will also assume that the (rx 1)-vector @ =[0,]_, of the sought-after heat
transfer parameters can be identified in the heat transfer model. Its components 0; must
either be constant or can be approximated based on known functions of time with
constant unknown (desired) coefficients, i.e., satisfying the condition ®=const. The
procedure for identifying ® in the heat transfer model will be called the parameterization

of inverse heat conduction problems.

We assume that the experiment measures temperatures at m</ points of the object

or their linear combinations, constituting the (mx 1)-measurement vector Y, =y, ]Z":] ,
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whose relationship with the object's temperature vector Ty 1is described by the

measurement model.
Y, =C T + &, (1)

where C — the (/x m)-dimension measurement matrix;
g = [(C,‘l.k ]l"; — the (m x 1)-dimension vector of random errors or noise in
measurements.

Measurement noise is known to be one of the factors that can cause instability
in the solution of inverse heat conduction problems. Therefore, taking its influence into
account at the stages of formulating and solving the inverse heat conduction problem
seems essential. In this case, we will use the assumption, generally accepted for
temperature measurements, that the components g; of the vector g, in model (1) are
normally distributed random variables with zero mathematical expectations, the same
variance o2, and are uncorrelated with each other. This assumption seems entirely
justified for homogeneous temperature measurements performed using the same

primary and recording transducers. This allows us to represent the main characteristic

of the random vector o its covariance (m m)-matrix R as
R=¢1, (2)

where I — the identity (m x m)- dimension matrix.
We will also assume that, using the heat transfer model in the heat transfer

system, it is possible to calculate forecasts (analogues) of the measurement vector
Yk ()= [y,. . (G))]Z.":1 depending on the vector of sought parameters @ at e=0.

In this case, parametric identification consists of determining optimal estimates

A

® of the vector ® based on n values of the measurement vector Y, in model (1) and
the heat transfer model in the heat transfer in TO. For these purposes, the most common
method is minimization of the following quadratic residual function with respect to ®

[78]:
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®(0) =§[Yk -Y, @[ Ry, -¥,(0)] (3)

Thus, parametric identification of heat transfer in heat transfer systems can be
reduced to the generalized least squares (GLS) method [78], which has been well

studied in the mathematical and technical literature. Its advantage is that it does not

A

require a priori knowledge of the statistical properties of the initial estimates ©, ,

A

yields unbiased estimates ®, and ensures minimal variance of the estimates if the
model is linear and the measurement noise is normally distributed.

It is known that when minimizing the residual function (3), the possibility of
obtaining unstable solutions cannot be ruled out. This problem is one of the
fundamental ones in the theory of heat transfer systems and is beyond the scope of this
study. Therefore, we will assume that, using minimization procedures, stable optimal
or near-optimal estimates © can be obtained, the errors of which can be estimated

within the framework of GLS theory.
In the case where there is a linear dependence SA(,{ (®) on the vector of the sought
parameters O, the following well-known solution of the linear GLS method for the

estimates © and the covariance (mxm) matrix P of the errors of these estimates can be

used [73].

>

6-p3| % | Ry, @)
00 ‘
k=1 o

(oY, ) . (Y, |
;(5®LR (aéj@:l . ©)

If the noise covariance matrix R satisfies condition (2), then the solution (4)—(5)

P=A"=

1s transformed to the form

H]Y,; (6)
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-1
P=c’A" = GZ{EHZH,{} : (7)
oY : e :
where H, = L}—é‘} — the (mxr)-matrix of sensitivity functions;
6]

oy, : e
= 2% _ the functions of sensitivity of the components of the measurement

J

vector to the sought parameters;
vir — the components of the measurement vector;

vector 0; — the vector of the sought parameters (i=1, 2,..., m; j=1,2,...,r; k=1,2,...,

n), where the vector of the sought parameters is calculated for the values O at the k-

th moment of time;

A= [z H,H k} — the (rxr) Gram matrix of sensitivity functions (also known as
k=1

Fisher information matrix).

The matrix of sensitivity functions Hk can be written in the form

U U oo Uy
u u u
21k 22k ce 2rk
H, = : (8)
_umlk Z’thk ce Z’lmrk_(:)

Then the Gram matrix A in accordance with (6)—(8) can be represented as

n m 5 n m
Ujii : 2 Uil a,, .. a,
k=1 i=1 k=1 i=1
A= = e e | 9)
n m n m 5
U, Uy o > uy, a, .. a,
k=1 i1 k=1 i1

In the theory of the linear least squares method, it has been shown [78] that under

the adopted assumptions (2) about the noise vector €, the estimates O are optimal —

unbiased, efficient, sufficient, and consistent.
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We will use the inverse Gram matrix A~!, which can be obtained from (9) using

a standard computational procedure, in the form

*
a, .. a

A= L. (10)

The direct A and inverse A~! Gram matrices are the basis for constructing the
JCR and JCL

JCR is usually understood [78] as a quadratic form
0,-0)'A@,-0)=0c"B (11)

in the space of the sought parameters @, describing in the neighborhood of the obtained

A

estimates ® an r-dimensional ellipsoid, which with a confidence probability v

contains the true values 0, of the vector ®. In (11)
B=rF(r, n —r),

where F(r, n —r) — the tabular values of the Fisher distribution quantile for »
parameters and » measurements in the evaluation area.

Let's consider several possible cases of constructing JCR based on a known

Gram matrix A and the values B for the experiment conducted.

In the most illustrative case of two estimated parameters (r=2), denoting
AD,
AD, |’

where Aél :91’0—91 and Aé2 =0,, —éz , we obtain from (11) the following

0,-0=

equation, which describes the ellipse of the joint confidence region in the error space

A91 and Aéz with the center at the point Aél = A§ ,=0:
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a,,(A8,)* +2a,,A8,AD, + a,,(AD,)* = Bo’ . (12)

To construct an ellipse, one of the two equations that follow from (12) can be

used:

- aleéz + \/atlz(Aéz)2 —-a,la,, (Aéz)2 - Bcz] )

all

(Aé1)1,2 = (13)

- aleél + \/alz(Aé1)2 - azz[all(Aé1)2 - Bcz] -

a22

(14)

(Aéz)l,z =

For example, by substituting one coordinate Aél into equation (14), we obtain

two coordinates (Aéz )1,2 for two points of the ellipse, and so on.

The form of the dynamic range equation for the case =2 is shown in Fig. 1.

In the case of one (r=1) estimated parameter 0,, if we introduce the notation

AD, = 0,, —0,, then the SDO degenerates to a straight line segment bounded by the

values Aél =0, - él. The latter are determined from the equation

40)*> S w2, =c%F,(Ln-1),

k=1 i=1

which follows from (11) taking into account (9).
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6 1" % 1

0 B 6

Figure 1. Elliptical JCR (1-3) and rectangular regions (1'-3") of estimates
described around them, formed by two pairs of boundary values of the JCI
for three variants of the solution of the JHT of different accuracy

Source of the figure: [87].

In the case of three or more estimated parameters (7>3), to study the properties
of'a multidimensional ellipsoid-shaped JCR, it is necessary to resort to a rather complex
canonical analysis of the quadratic form (12).

Since the estimated parameters 0, can be heterogeneous and have significantly

different physical values, it is desirable to use relative values of the parameters 0 = -~

D> D

j
and errors oD ; =—— for a convenient representation of the joint confidence regions

J

(except in cases 6, — 0).

For the case of a higher-dimensional vector @ (#>2), using joint confidence
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regions in the form (11) is associated with significant computational difficulties.
Therefore, in [80, 81], joint confidence intervals (JCIs) were introduced for each j-th
sought parameter 6, (j = 1, 2, ... r) as an indicator of the error in solutions to inverse
heat conduction problems. These are projections of the JCIs onto the corresponding j-
th coordinate axes of the r-dimensional space 0;, which is equivalent to replacing the

elliptical JCI (11) with a parallelepiped circumscribed around it.

First, let us consider the case of two sought parameters (=2) considered above,
for which Fig. 1 shows the relative positions of the JCRs and JClIs of the estimates. It
follows from the figure that, compared to the JCIs, the JCRs are an approximate and
more conservative indicator of the error in solving the IHT, with a larger area (in the
case of z>2 — volume) of dispersion of the estimates.

In this case, to construct a rectangular region of the JSI, for example, 1',
described around an ellipse 1, two pairs of vertical and horizontal JSIs were used with
boundary values £A0" and +A0",, respectively, which are determined from equations
(13) and (14) when the square roots in their right-hand sides are equal to zero. Then,
by equating the corresponding radical expressions to zero, the following formulas can

be obtained for the specified boundary values of the JSI:

AD = 4o |92 (15)
det 4
« a.B
AO, =+o, |, 16
2 det A (16)

where detA =a,,a,, —a;,.
As stated above, it is advisable to present the obtained results in the form of

relative boundaries of the SD, namely

. A0
307 =+, 7. (=1,2) (17)
j
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In [80, 81], several methods for determining the boundary values AO; of the
JSI for estimating the sought parameters 0 ; (=1, 2, ... r) were proposed. Of these, in

our experience, the following dependence obtained in [80] for the OST, using the

diagonal elements a; of the inverse Gram matrix (10), should be recommended:

A@j = icqla;j = ic\/aj.erv (r,n—r), (18)

All elements included in equation (18) have been discussed above. Note that

formulas (15) and (16), based on known relationships a,/detA =a,, and

a,,/det A =a;, between the elements of the direct and inverse second-order Gram

matrices, are reduced to form (18).
Relationship (18) is also useful for applying to the relative boundaries of the JSIs,

namely:

M =+ :J_rg\/a*.. -1F, (r,n-r) . (19)

In the monograph [78], an approach to constructing approximate DROs for
quadratic residual functions of type (3) that are nonlinear with respect to the sought

parameters is proposed. It is based on the assumption that there is a minimization

method (3) for obtaining estimates O close to the "true" value of ©. This assumption
requires confirmation by simulation modeling of solutions to control inverse problems

using the specified method under real conditions.

With confirmed closeness O to @, approximate JCRs and JSIs of estimates ©
can be obtained by linearizing the vector of measurements Y(®) included in the least

squares residual function (3) near the predicted estimates. Then, in the linearized

domain, the covariance matrix P is determined by formula (7) for values @, and the
approximate JCRs and JCIs are determined by formulas (12)—(19) given above for

linear problems. It should be noted that the validity and effectiveness of this approach
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have been confirmed in practice in [80, 81], where nonlinear IHT and IHT diagnostics
were considered in many cases.

Since the JCR and JCI depend on all significant factors of the parametric
identification process of heat transfer in an object, the methodology presented in [72]
can be transformed for a priori (before conducting experiments and solving the HR)
studies of the influence of these factors, i.e., for optimal or, at least, rational planning
of parametric identification.

The main significant factors are:

« the structure (composition) of the vector of sought parameters ©;

* the structure of the measurement vector Y: the location and number m of sensors
measuring the object's temperatures;

* the number of time instants n of recording Y (k=1, 2, ...n);

« the noise level in the measurements, in particular, its variance o> and other
characteristics.

It is proposed to use the JCR and/or the SCI of a priori estimates as the target
planning function, depending on the plans under consideration—sets of significant
factors and their quantitative indicators.

In planning, the JCR of a priori estimates represents an r-dimensional ellipsoid

(4) in space O centered at @, which contains the planned a priori estimates O of the

vector @ with a confidence probability of vector ®
(0-6,)'A(0-0,)=0"(;(r), (20)

where A — the Gram matrix of sensitivity functions calculated using formula (2),
but for values @=0, over the observation interval nAt, containing » measurements Yj;

0, — the given ("true") values of the vector of sought parameters;
O-a priori (planned) values of the vector of sought parameters;
Xi () — thequantile of the x2-distribution for r sought parameters with confidence

probability v.

In the common case of two estimated parameters (7=2), we denote
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0,-0=r0, 40,],

where Aél :él —0,,m Aéz = éz —0,,.
Then we obtain from (20) the following two equations (similar to those obtained

in [72] for a posteriori estimates), which allow us to construct an JCR ellipse in space

A, and Ad, with the center at the point AO, = A0, =0:

_aleéz t a1z(Aéz)2 - a11[azz(Aéz)2 _GZXi(”)]

(Aél)l,Z = (21)
ay
(Aé2)1)2 _- aleél t \/312(Aé1)2 _azz[an(Aél)2 ~o’y, ()] (22)

a22

For a higher dimensionality of the vector @ (»>2), the use of the JSR in form (4)
is associated with significant difficulties in the canonical analysis of its features.
Therefore, it is proposed to use the JCI for each j-th sought parameter 0; (=1, 2, ...r)
as the objective function, as a projection of the JCR onto the corresponding j-th
coordinate axis of the -dimensional space 6;.

In the case of =2 considered above, to construct a rectangular region of the JCI
described around the JCR ellipse from equations (6) and (7), it is necessary to find two
pairs of boundary values (hereinafter referred to as boundaries) +A0" and A0 u
+A0", respectively, for the vertical and horizontal SDIs using a method similar to that

used in [72], in the form of the following dependencies:

AB' =+, | 228 (23)
detA

AD, = o | B (24)
detA

in which a;; and ay, are the elements of the Gram matrix, and a detA = a,,a,, — a;,

[\
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1s its determinant.

In [80] the author proposes the following relationship for determining the

boundaries of the SDI, using the diagonal elements aj.j of the inverse Gram matrix (3):

AD =*+o,/a,x.(r) = *oy, (r)\/a»;.. (25)

Developing this, the authors of the study [72], taking into account the possible

significant difference in the values of a;j , propose to consider relative a priori
estimates of the parameters 6, =6,/6,,, and to present dependence (10) for the

relative boundaries M’ of the JCI in the following form:

(26)

We propose the following planning mechanism: the values of the JCI boundaries
obtained from dependencies (25) or (26) for the plan under consideration are compared
with their permissible values. If the comparison result is negative, the plan under
consideration is rejected and replaced with a new one, with new JCI boundaries defined
for it. This continues until a positive comparison result is obtained.

This is critical for UAVs, as the A matrix allows us to determine, even at the
diagnostic system design stage, whether the installed sensors are sufficient to
accurately detect overheating, as well as plan for other factors of interest. For example,
we use the eigenvalues of the A matrix and its determinants to optimize the placement
of sensors onboard the autonomous vehicle.

UAV diagnostics often require high-precision determination of a single
parameter, such as the thermal resistance of the traction motor winding insulation. In
such cases, the use of joint confidence intervals is also recommended.

Using the above methodology allows the design engineer to estimate a specific

error value in degrees or watts. This allows the onboard control system to make the

177



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

correct decision when answering, for example, whether a temperature increase in a
given case is an anomaly (i.e., a failure) or an acceptable measurement error.

To monitor critical UAV components (e.g., engine combustion chamber walls or
substrates of high-power electronic components), we adapt the differential-difference
model (DDM) proposed in [72] for heat transfer in one-dimensional gradient heat flux

density (HFD) receivers (sensors), for example, consisting of 11 blocks (Fig. 2).

¢ 0 ; ' -x
1
G0 [
i
el
A0
200
0 0,05 0,1 a,1% 'E'c
0 5 11} 15 k

Figure 2. Thermal diagram of the differential-difference model of a
one-dimensional gradient PTP and the course of the average temperatures
of its blocks for the value g=1x107 W/m?: 1 —t;; 2 —t3; 3 — t5

Source of the figure: [87].

They are typically located inside the object flush with the studied surface of its

heat exchange with the environment and represent a rod of limited length H, thermally
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insulated on three sides. Heat flux q enters the HFD through the working end (x=0),
while the rear end (x=H) is assumed to be thermally insulated. The temperature course
at one or more points along the HFD length or their difference is measured and serves
as the basis for solving the boundary JHT problems — determining (restoring) the
density values of the heat fluxes entering the HFD. The cases of either variable g=¢(t)
or constant g=const are considered, but in the initial section of the transient process,
the dynamic method of measuring constant heat flows is used.

The setting of the IHT is preceded by its parameterization is preceded by its
parameterization—the identification of an (rx1)-vector of the desired parameters
O=const in the heat transfer model of the heat transfer station. We will consider two
types of boundary temperature control, namely:

1) In the case of g=const (IHT-1 plan), parameterization is carried out naturally
in the form ©,=[g]=const;

2) in the more general case of g=¢(1) (IHT-2 plan), we will use a piecewise linear
approximation of the function g(t) for parameterization in successive approximation

sections of equal duration A=nAt, each containing » discrete (with a step of At) values
of the measurement vector S?k (=1, 2, ...n). In each section, the current values of the

heat flow g, (k=1, 2, ...n), changing according to a linear law, can be represented by
the following function of the left q, and right q,, of its values at the boundaries of the
section A:

g, =q,+ kI 27)

n

Thus, in this case, the (2x1)-vector of the sought parameters in the first and all

subsequent sections has the form @, =[g, ¢, ]' =const;

i ¢

3) in addition to the two boundary coefficients considered, the problem of
determining or refining the thermophysical characteristics (TPC) of the material, in
particular the thermal conductivity A, may arise. This leads to the advisability of setting

up two more parameterized combined (boundary-coefficient) [HTs with vectors of the
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sought parameters @, =[¢  A]" (plan IHT-3)u ©,=[q, ¢q,, Al (planIHT-4).

Thus, four experimental plans for the IHT, represented by the above vectors of
the sought parameters ®,—04, will be subject to planning.

The following initial data were adopted for planning:

1) characteristics of the HTPS: length H=4+10"* m, material — heat-resistant alloy
with the following characteristics: density p=7.810° kg/m3; thermal conductivity A=20
W/medeg; specific heat capacity C=0.43 kJ/kGK; thermal diffusivity a=5.9¢10° m2/s.
Initial condition T(=273 K;

2) the DDM described above, consisting of /=11 blocks, is used as a model of the
temperature state of the HTPS. In Fig. 2 shows the temperature history ¢, #; and #5 of
blocks 1, 3 and 5 obtained using the DDM for the case go=¢.0=1-10" W/m2. The time
discretization step here and below 1s 0,01 s. Thus, the heating of the UAV engine
components was simulated at a peak load of g=1 107 W/m?;

3) the given (“true”) values of the estimated parameters included in the vectors
0,-0; are: go=q¢0=1-10" W/m2; gupo=1,8-10" W/m2 and A;=20 W/m-deg.

The following factors are considered in planning:

a) the structure (composition) of the measurement vector Yy, in particular, plans
with single temperature measurements ¢, #3 or ts, as well as plans with simultaneous
measurements of two indoor unit temperatures #; and ¢s (for the IHT-3 plan);

b) the variance o? of the noise in the measurements, which characterizes the
recording characteristics of the measured temperatures;

c¢) the number 7 (5, 10, or 20) of values of the measurement vector Y (k=1, 2, ...
n) used to obtain IHT solutions for each section A, since for the plan IHT -1 and IHT -
2 plans, the choice of n is fundamentally important, determining the response time of
the dynamic heat flux measurement method g= const. For the IHT-3 and IHT-4 plans,
the choice of n is also very important, determining the optimal value A=nArt for the
sections of the piecewise linear approximation of the function g(t): on the one hand,
increasing n facilitates a successful solution of the IHT, but on the other hand, it leads

to a deterioration in the quality of the approximation of the function g(t);
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d) it is also advisable to include the composition of the vector O of the sought
parameters among the planning factors.

A priori relative boundaries of the JCI (26) are used as an indicator of the accuracy
of estimates for the plans under consideration. Their values are compared with the
permissible spreads of the sought parameters.

Planning for IHT-3 and IHT-4 is performed for the first section A, assuming the
possibility of transferring its results to subsequent sections.

The following planning stages were completed.

Using numerical differentiation and the DDM of HFD, the sensitivity functions
uz of the z-th measured temperatures (z=1, 3 or 5) to the j-th sought-after parameters
(=1, 2, ... r) at the k-th instants of time (k=1, 2, ..., n) were calculated for the "true"
values of the sought-after parameters given in the section above. For each u_y, the

increment values A0 j were pre-selected, which, as a rule, did not exceed +0,056;o.

Figure 3 shows the sensitivity functions of temperatures t,, t3 and #5 to changes
in the parameters of the sought-after parameters g, at the £-th instants of time.

Figure 4 shows the sensitivity functions of temperatures ¢, 3 and #s to changes in
the desired parameter g, at the k-th time instant.

For plans IHT-3 and IHT-4, the current values of heat flow gy, determined by
formula (27), were substituted into the DDM. Figure 4 shows the sensitivity functions
of temperatures 1, 3 and #5 to changes in the desired parameters q, qui, qrp, and A at
the £-th time instant.

Figure 5 shows the sensitivity functions of temperatures ¢, #3 and #s to changes in
the desired parameters ¢, ¢;, ¢ and A at the k-th time instant.

For each IHT plan, using the obtained sensitivity function values for n=5, 10, and
20, using formula (9), nine direct Gram matrices A were calculated, followed by nine
inverse matrices A™! for each of the nine variants (plans) — three variants of »n for the

four parameters qo, g1, ¢ and Ao.
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Figure 3. Sensitivity functions of the measured temperatures

0

to changes in the desired parameter g;: 1 —#;2 — 3,3 — t5

Source of the figure: [87].
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Figure 4. Sensitivity functions of measured temperatures
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to the desired parameter g,; 1 —#1; 2 —t3; 3 — ¢5
Source of the figure: [87].
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Figure 5. Sensitivity functions of measured temperatures

to the desired parameter A; 1 —#1;2 —3; 3 — £5
Source of the figure: [87].

Furthermore, for the IHT-3 plan, two additional variants of the matrices A and A"
! were constructed for the plan with simultaneous temperature measurements #3; and s

for n =10 and n = 20.

The relative standard deviations &)’; of the estimates were determined using

formulas (24, 25, 27) for a variance of ¢?=1. Their values (in %) for each IHT are
summarized in the table. If necessary, they can be recalculated for any other values of
o’

Thus, in this case, the key indicator of UAV reliability is the proposed metric —a
priori relative boundaries — Joint Confidence Intervals. In the context of autonomous
systems, this works as follows:

* If the current confidence interval of a parameter falls outside the acceptable
limits, the UAV control system classifies this as a failure or structural damage to the

component;

* The number of measurements (5, 10, or 20) is selected as a compromise between

183



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

response time, which is important for UAV control, and the quality of heat flow
function identification.

During numerical modeling and planning of identification parameters for critical
UAYV components (based on the DDM of FHD), the following results were obtained,
presented in Table 1.

Table 1.
Summary results of parametric identification planning

for solutions of the considered IHT (with 6>=1)

£ » |Relative boundaries CII1 567, %

g =

o 2

E g +8q" =i6q; iSq:Ip + 8N
= ol & 8
" ?é 8| 8 & |Number of Number of Number of
§ IS% g ., -2 |measurements 7 measurements # |measurements n
21828585 10 [20 |5 10 [20 |5 10 |20
O |» © Z ©
— 1 039 1020 [0,10 |- — == — =
= le=lg) 3 267 |05 025 - |- |- |- |-
g 5 60,20 3,77 (0,71 |- — == — =
=)
o 1 1,16 10,67 (0,36 [6,66 |1,74 (0,44 |- =
=
T @ZM 3 350 [3,53 [1,12 340 [132 |18 |- |- |-
g
= Tl s 192,0 (30,0 [4,40 [3130 [157 [9,12 |- -

1 460 1037 0,32 |- — = 11,1 [8,27 [6,90
o (_)_H 3 15,80 (2,00 [0,32 |- — = 1252 7,00 [2,80
7 |e-=
T aur 60,0 1310 [035 |— = = 287 [25.0 |5.25
g 3us |- 0,83 0,16 |- - |- - 5,10 2,30
a8
5 .11 7,54 10,78 0,32 [16,8 2,00 0,68 [22,3 (0,44 |0,38

@2 1

E o 13 192,7 (32,6 (3,80 [883 [32,6 5,50 [158 59,9 [8,40
g 5 1150 530 [200,2 [5245 [1114[187 [426 [236 |133
a8

In Fig. 6, for some experimental designs, the JCRs formed by two pairs of values

of their relative boundaries are shown, and for one of the designs, a relative elliptical
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JCR 1s shown.
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Figure 6. Examples of relative JCR and JCI: a) IHT-2: 1 — JCI for plan 2
(#;3 1s measured at n=20); 2 — JCI for plan 1 — (¢, is measured at n=10);
3 —JCI for plan 2; b) IHT-3: JCI for the following plans: 1 — #s5 is measured,

n=10; 2 — 3 1s measured, n=10; 3 — #; and ¢5; are measured, n=10

Source of the figure: [87].

Joint confidence interval (JCI) analysis revealed that the location of temperature
sensors 1s critical to ensuring high performance of the UAV monitoring system. The
optimal location and use of temperature sensor readings is in the surface layer. This

ensures a minimum error of 0.39% even with a small number of measurements (n=5).
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There are also limitations to sensor placement. Deepening the measurement point,
1.e., moving to the third block, and especially to the fifth, leads to a sharp increase in
uncertainty. Under dynamic UAV flight conditions, using sensors in these blocks is
deemed impractical due to the actual instability of the JCI solution (errors of 100—
1000% according to Table 1).

For implementation in the onboard control system, a sufficient number of
measurements (#=10) is recommended for JCI-1 and JCI-3 plans (determination of
constant heat loads), which allows for heat flux identification accuracy of 0.20—0.37%.

For integrated IHT-4 plans (simultaneous determination of heat fluxes and
thermal conductivity), it is necessary to increase the sample size to =20 when using a
sensor 1n the first block, or to use a combination of sensors in the third and fifth blocks
to stabilize the solution.

It was found that adding an additional measurement channel (a combination of
sensors in the third and fifth blocks) for IHT-3 plan has a positive effect on the accuracy
of a priori estimates. This confirms the hypothesis that for reliable autonomous
systems, it is advisable to use sensor redundancy with subsequent processing of the
results to compensate for the low information content of individual measurement
points.

Thus, based on the results of the conducted research, a practical conclusion or
recommendation can be drawn: placing sensors closer to the surface and using n=10
measurements to improve response time, or #=20 measurements to improve accuracy.
However, not everything is so clear-cut. The closer the temperature sensor is to the
surface, for example, of the combustion chamber, the higher the probability of its
failure. Certain combinations of sensor configurations and other parameter values lead
to solution instability, which is a key factor in reliability and safety for UAVs and other
similar systems.

Thus, the parametric identification method in technical objects consists of

Jay

obtaining, based on experimental data, optimal estimates ® of a certain vector © of
sought-after heat transfer parameters included in the mathematical model of the latter

[72]. However, the accuracy of such identification directly depends on the
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methodology of experimental design and the assessment of heat transfer identification
errors. Next, we will pose a problem very closely related to the problem of parametric
identification accuracy discussed above and propose ways to solve it.

The issue is as follows. In modern research of various physical processes and
phenomena, most measurement methods are indirect, i.e., the sought-after physical
quantities are determined (reconstructed) from other physical quantities directly
measured during the experiment using various techniques.

For example, measuring the temperature of a gas flow in an internal combustion
engine with a thermocouple (thermocouple) involves recording the electrical voltage
at the output of this measuring device, then calculating it based on certain temperature
dependencies of the thermocouple's sensitive element, and then reconstructing the
sought-after gas temperature, taking into account various corrections. These
dependencies constitute the measurement equation of the measuring device.

It is well known that thermophysical experiments are one of the most complex
areas of measurement technology. This is due to the difficulty (often impossible) of
accounting for all factors involved in heat exchange between the measuring device and
the medium being studied (especially gaseous media). It must be taken into account
that measurement errors at high temperatures (up to 2000°C) due to all factors involved
in such heat exchange can reach 200-300°C.

The measurement equations in thermophysical experiments are almost always
nonlinear and often unstable, yielding negative results even with relatively small errors
in direct measurements.

In modern heat engines, the following challenges are added to the above:
extremely high operating temperatures, non-stationarity of the processes being studied,
significant temperature gradients, and high demands on flow conditions and structural
strength.

Indirect measurement problems, including those of thermophysical experiments,
are often considered inverse problems. Interest in indirect measurement is constantly
growing, driven both by practical needs and the rapid development of computer

technology methods and tools. In particular, in thermal power engineering, including
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heat engines, indirect measurement methods are widely used both in experimental
studies of the temperature state of working fluids and structural elements and in the
optimal design of the latter.

Considering all of the above, we propose reducing the process of indirect
measurements to solving an inverse problem by applying the method of parametric

identification of the measuring device. This method consists of obtaining, based on

experimental data, optimal estimates @ of a certain vector ® of the sought-after
parameters of the interaction of the measuring device with the environment, included
in its mathematical model. This approach is used in the monograph [79], which
demonstrates that the most effective approach to solving inverse problems is the
extremal approach, which consists of minimizing quadratic functionals.

However, in our opinion, this methodology is not widely used in the development
and implementation of modern engineering measurement methods.

The objectives of this study are:

1) to present a consistent and accessible methodology for representing the indirect
measurement process as a parametric identification of a measuring device;

2) to illustrate the specifics of applying this methodology, to perform a parametric
identification of a device for measuring high temperatures of gas flows;

3) to implement this approach using a digital Kalman filter, which is dictated by
the similarity of its mathematical apparatus with the Gram matrix analysis discussed
above.

Most known parameter identification methods have been developed for linear,
time-invariant systems. For nonlinear systems, the theory behind these methods is
insufficiently developed to allow their selection based on established recommendations
for a given system. Below is an example of identifying the parameters of a measuring
device using a nonlinear mathematical model.

We will assume that there is a mathematical model of the measuring device
(hereinafter, the model) that allows for calculating the values of the measured

parameters for instants of time t,=k*At (k=1, 2, ... n):
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Y, = f(©). (27)

where Y, — the vector of measurements;
O, - the vector of sought parameters at the k-th measurement step;

k — the measurement step number.
Information about the object at the k-th step is provided by the measurement

vector
Y =Y, +¢,

where ¥, — the actual values of measured physical quantities;
¢, — the measurement noise.

It is known that measurement noise is one of the factors capable of causing
instability in the solution of the inverse problem, i.e., making successful measurements
impossible. To account for the influence of noise at the stages of setting up and solving
the inverse problem, we will use the assumption, generally accepted for most
measurements, that the components ¢;; of the vector g are normally distributed random
variables with zero mathematical expectations, the same variance o2, and are
uncorrelated with each other. This assumption seems entirely justified for
homogeneous temperature measurements performed using the same primary and
recording transducers. This allows us to represent the main characteristic of the random

vector g —its covariance (mxm)-matrix R—in the form
R=0"1,

where I — the identity (mxm)-matrix;
R — the measurement noise covariance matrix.

In the measuring device model, it is necessary to identify the (»x 1)-vector

0 =[0,],_, of the desired parameters. The procedure for identifying ® in the model

describing the measuring device in relation to the environment is called parameterization

of the measuring device.
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Based on the measuring device model, a prediction of the measurement vector Yy

is calculated depending on the vector of desired parameters ® at £=0:
Y@=, @],

In this case, parametric identification consists of determining the optimal

estimates © of the vector ® based on n values of the measurement vector Y in model
(27). For these purposes, the most common method is minimization with respect to ®

of the following quadratic residual function [78]:
®©) =Y [, -, @R[y, -¥,(0)]. (28)
k=l

Thus, parametric identification of a measuring device can be reduced to the
generalized least squares least squares method [78], which has been well studied in

the mathematical and technical literature. Its advantage is that it does not require a
priori knowledge of the statistical properties of the estimates © , yields unbiased

estimates @, and ensures minimal variance of the estimates if the model is linear and
the measurement noise is normally distributed.

For minimization ®(@®), it is proposed to use the following modified Kalman
filter algorithm for the desired parameters @ [79]. In this algorithm, optimal estimates

of the vector of the desired parameters ¢) , at the k~th measurement step are determined

as follows:
6,=6,,+K|Y, -Y,(0, ). (29)
K=PH!/|[HP_H  +R| (30)
P, =P_ —KH,P_; 31)
H, = iYk ©,.). (32)
00
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In the above algorithm, P, and P, , are the covariance matrices of the estimation

errors, the diagonal elements of which are the variances of the estimation errors of the

desired parameters, and H, is the matrix of the sensitivity functions of the

measurement prediction vector to the desired parameters at the k-th step.

It is easy to see that we encountered similar calculations when solving the problem
of estimating the accuracy of parametric identification procedures and planning
experiments for UAVs. Only now, with minor modifications, we propose using this
mathematical apparatus (a modified Kalman filter (29)-(32)) to conduct the necessary
measurements.

A distinctive feature of the Kalman filter is that it does not require continuous
storage of measurement data. Calculations are performed for each successive
measurement step. Furthermore, for each measurement step, using the methodology
for assessing the accuracy of parametric identification proposed at the beginning of this
study, it is possible to simultaneously obtain estimates of the accuracy of the indirect
measurements being performed.

We implemented the proposed approach when measuring high (up to 2200°C) gas
flow temperatures using an adaptive pressure-reducing flow-through temperature
transducer [88].

A temperature transducer, manufactured as a flow-through probe, is introduced
into the gaseous medium (fuel combustion products in a jet engine). The temperature

of the gas flow T. being measured at the inlet of the device's cooled channel is

calculated (reconstructed) based on the device's mathematical model, based on directly

measured gas temperatures 7, and 7, in the channel and at two points along its axis.

The measurement equation for this method is as follows:
5,=8(9/%)", (33)

where & — the temperature of the gas flow being studied at the inlet to the

temperature converter;

A — the method conversion coefficient;
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§, n 4, —the gas temperature in two sections of the cooled channel of the device.

By changing the gas flow rate in the device channel, it is possible to determine A4:

A= [ln(322/321)/ln(912/311)— 1]71 , (34)

where 4, 9,,, 9, n 3, — the gas temperatures in two channel sections for two
values of gas flow velocity W, and W,.

A distinctive feature of the method is that, for small changes in gas flow velocity
in the device channel (a necessary condition for constant gas flow characteristics in the

channel), temperatures &, and ,, differ from 9, and 4,, by amounts comparable to

the measurement noise. Since the logarithms of the ratios of close quantities tend to
zero, formula (34) exhibits instability due to zero-by-zero division. Furthermore,
processing the measurement results using conventional statistical methods does not
yield positive results.

To solve this problem when diagnosing high-temperature gas flows, we proposed
applying the parametric identification algorithm (29)-(32) to the Adaptive Pressure-
Reducing Flow-through Temperature transducer (ARPT) method, using the
transformed measurement equations (33) for two values of gas velocity in the device

channel as a model:

{m&n =in, - Aln(3, /%, ) (35)

n3,=mn3.—Aln(3,/%,).

The vector of the required parameters will have the following form:

& — n§,
Pt

We write the vector of measurements for the k-th step as
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Then the matrix of sensitivity functions of the measurement vector to the sought

parameters will take the form:

H, - {1 ~ (9, /,92”()}.

- 1 _ln('912k/922k)

The convergence of the optimal estimation algorithm as applied to model (35) and
vectors of parameters and measurements was investigated by us in wide ranges of

possible values of the measured gas temperature . and the conversion coefficient A,
initial estimates :9% and Ay, the length of the measurement sample N, etc. Figure 6

shows samples of temperatures 4, , 4, , &, and 4, In two sections of the
temperature converter channel for two values of the gas flow velocity W, and W, and
the movement of the determined estimate . .

To conduct a numerical experiment with various initial (reference) values of 4.,
Coefficient A and variations in the gas flow velocity W in the channel, the gas
temperatures &,, &,, &, and &, in the temperature transducer channel were found
using formulas (34) and (35). The reference temperatures 3, $,,, $,, $,, and 4. for
Fig. 6 are equal to 1500, 1142, 1300, 900 and 1823 degrees, respectively. The number
of measurements in this case was 40. By summing the reference values with the values

En» €121 » €21 and generated by random number generators with different variances o,

12k »
the temperature samples were calculated, which served as the initial data for the

numerical experiment.
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Figure 7. Samples of gas temperatures in the cross-sections of the temperature
transducer channel for the numerical experiment: 1, 3 — gas temperatures in the
device channel for sections 1 and 2 at the gas velocity in the channel; 2, 4 — the
same at the gas velocity in the channel; 5, 6, 7, 8 and 9 — reference temperature

values 9, $,,9%,, %, and & ; 10 — assessment movement 4.

Source of the figure: [88].

In the overwhelming majority of cases, stable convergence of the parametric
identification procedure was observed for N>35 with an accuracy of 0.2%. Thus, the
parametric identification algorithm for a measuring instrument proposed for

conducting indirect measurements allows for a significant reduction in the influence of
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the stochasticity of the initial measurement information, as well as its volume. It can
be argued that, for example, for this device, the proposed methodology is practically
the only option for conducting measurements.

The results of numerical modeling showed that the proposed methodology for
representing the measurement process as a parametric identification of the measuring
device, using the example of an adaptive pressure-reducing flow-through temperature
sensor, allows for highly accurate measurements with a minimal amount of
measurement information. In some cases, this representation of the measurement
process is practically the only option for conducting measurements.

To summarize the results of this study:

1) The proposed parametric identification method enables efficient
identification of UAV component thermal parameters;

2) The use of joint confidence intervals as the primary accuracy metric
provides a robust basis for assessing the reliability of the obtained solutions, allowing
for distinguishing sensor noise from potential structural failures;

3) It has been established that for high-speed diagnostic systems, a
measurement window of n=10 to »=20 provides a sufficient balance between
computational efficiency and estimation accuracy;

4) Future research will focus on the use of the Kalman filter in the proposed
methodology for parametric identification of UAV components, as well as for
transmitting various information (measurement and control) under various interference
conditions. This is precisely what the Kalman filter was originally designed for, some
60 years ago.

« Since this area entails extensive and long-term work with the Kalman filter, we
consider it necessary to provide a brief historical background on this scientific
instrument. This information is available from open sources [89]. Some believe that
the filter's capabilities have not been fully explored, although it has been known and
used for over half a century. The filter is named after the Hungarian mathematician
Rudolf E. Kalman, who emigrated to the United States, although researchers Thiele

and Swerling developed a similar algorithm earlier (Thiele considered only a particular
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formulation, while Swerling's algorithm is virtually identical to Kalman's). Bucy of the
University of Southern California contributed to the theory that led to the so-called
Kalman-Bucy filter. Schmidt is credited with first implementing the Kalman filter
during Kalman's visit to the Ames Research Center, leading Kalman to see the
applicability of his ideas to the Apollo trajectory estimation problem, ultimately
leading to its inclusion in the Apollo computer navigation system. The Kalman filter
was first described and partially developed by Swerling (1958), Kalman (1960), and
Kalman and Bucy (1961).

« Kalman filters have proven critical in the implementation of navigation systems
for US Navy nuclear-armed ballistic missile submarines and in the navigation systems
of cruise missiles such as the Tomahawk. It was also used in the navigation and control
systems of the NASA Space Shuttle project and is used in the control and navigation
systems of the International Space Station.

« The Kalman filter operates with the concept of a system's state vector (a set of
parameters describing the state of the system at a given point in time) and its statistical
description. In general, the dynamics of a state vector are described by the probability
densities of the distribution of its components at each moment in time. Given a specific
mathematical model of the observations made of the system, as well as a model of a
priori changes in the state vector parameters, one can write an equation for the posterior
probability density of the state vector at any moment in time. This differential equation
is called the Stratonovich equation. The Stratonovich equation cannot be solved in
general. An analytical solution can only be obtained under a number of constraints or
assumptions:

« * Gaussian prior and posterior probability densities of the state vector at any
moment in time (including the initial moment);

« * Gaussian shaping noise;

« * Gaussian observation noise;

« » white observation noise;

o * linearity of the shaping process model (which, we recall, must be a Markov

process).
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The classical Kalman filter is a set of equations for calculating the first and second
moments of the posterior probability density function (in the sense of the vector of
mathematical expectations and the matrix of variances, including cross-variances)
under given constraints. Since for a normal probability density function, the
mathematical expectation and variance matrix completely define the probability
density function, the Kalman filter can be said to calculate the posterior probability
density function of the state vector at each instant in time, thereby completely
describing the state vector as a random vector variable.

The calculated values of the mathematical expectations are optimal estimates
based on the mean square error criterion, which explains its widespread use.

There are several variations of the Kalman filter, each differing in some
approximations that must be applied to reduce the filter to the form described and its
dimensionality:

* Extended Kalman filter — convergence of nonlinear observation models and the
underlying process using linearization via a Taylor series expansion;

* Sigma-point Kalman filter - used in problems where simple linearization leads
to the destruction of useful relationships between the components of the state vector.
In this case, "linearization" is based on the sigma-point transform;

* Ensemble Kalman filter (EnKF). Used to reduce the dimensionality of the
problem,;

* Variants with a nonlinear additional filter, allowing non-Gaussian observations
to be normalized;

* Variants with a "whitening" filter, allowing for working with "colored" noise.

Furthermore, there are Kalman filter analogs that fully or partially utilize the
continuous-time model:

« Kalman-Bucy filter, in which both the system evolution and measurements are
functions of continuous time;

* Hybrid Kalman filter, which uses continuous time to describe the system

evolution and discrete time instants for measurements.
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The author of the study proposes using an extended Kalman filter for the desired
parameters. Such experience has already been achieved, and it can be considered

successful. Although there are some subtleties in setting up such a filter.
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4.3 Jleky1apaTuBHi MeTOAU MOOYI0BY aJAITUBHUX KOPUCTYBallbKHUX iHTep(eiiciB

Ha cyudacHomy erami pO3BUTKY TEXHOJOTIH MPOEKTYBaHHS KOPHCTYBalbKUX
iaTepdetici (Ul) Ta cuctem B3aemonii monuna-marmuHa (HMI) Tpanchopmysanocs 3
JOTIOMDKHOT 3aJ1a4l Y CKJIaJIHY 1HXXCHEPHY JUCHUILTIHY.

Cyuacauit Ul Ounblie He OyayeTbes sIK  CTaTUYHUN HAOIp €JIEMEHTIB.
3acTocyBaHHS KOMIIOHEHTHOTO ITiJIX0/Ty J03BOJISIE CTBOPIOBATH 1HTEp(ENCH K CKIIaIH1
CUCTEMHU 31 3BOPOTHUM 3B'SI3KOM. BUKOpPHCTaHHS Cy4yaCHUX HATUBHUX TET1B, TAKUX SIK
<dialog>, <popover> uu <details>, 1o3BoJIsIE peai3yBaTu CKIAIHY JIOTIKY TOBEIIHKH
0e3 Ha[uIMIIKOBOro JavaScript, 010 MiJIBUILY€E NPOAYKTUBHICTh Ta 1OCTYIHICTb.

VY mpomucioBomy cektopi Ta poOotorexHimi HMI € wyactuHoro mmpiioi
exocuctemu. [IpoextyBanHs iHTEp(Elicy TYT HEBII'€MHE Bi: pOOOTH 3 MPOTOKOJIAMU
peanbHoro 4acy (Hampukian, MQTT mms Smart Home cuctem abo OPC UA nus
BUPOOHMYMX JIIHIN); Bi3yasi3alii JaHUX 13 CEHCOPIB Ta JATYMKIB Y CEPENOBUILIAX HA
kmtant LabVIEW a6o Multisim, ne inTepdeiic noBuHeH BioOpakaTtu craH (pi3udHuX
MPOIIECIB 3 MiHIMAJIBHOIO 3aTPUMKOIO.

[mxenepis iHTEep(eiiciB Tenep BKIOYae cyBope JoTpuManHsa ctanaaptieB WCAG
(Web Content Accessibility Guidelines). Ile o3nadae, mo Ha erari apxiTEeKTypu
3aKJIaIa€ThC MIATPUMKA CKPIHPiAEpiB, KEPyBaHHsS 3 KIaBiaTypu Ta CEMaHTHYHA
KOPEKTHICTh Kony. Lle mepeTBoproe po3poOKy Ha MPOIEC CTBOPEHHS YHIBEPCATbLHUX
CUCTEM, 3[aTHUX AJANTyBaTUCS J0 Pi3HUX (13MIHUX OOMEKEHb KOPUCTYyBava.

31 301IBIIIEHHSAM OOCSTIB JJAHUX, 1110 0OPOOJIIOTECA B peajibHOMY 4Yaci (0COOIUBO
B CHCTEMaxX aBTOMAaTH3alllii Ta 1HKEHEPHOTO MOHITOPUHTY), TPAIUIIIHI TIIXOAH 10
KEepYBaHHS CTAHOM CHCTEMHU CTUKAIOTHCS 3 TPOOIEMOI0 «apXITEKTYpPHOT B'SI3KOCTI».

B ocHOBI Oyap-iK0Oi PO3POOKM MPOrpaMHOTO 3a0e3MeUeHHs JIeKaTh JIBi
dbyHIaMEHTaIbHI TMapagurMy, 10 BU3HAYAIOTh CMHOCIO MUCIEHHS 1HXEHepa:
IMITIEpAaTUBHUY TIX1] Ta ACKJIapaTUBHUM.

IMmneparuBHMil miaxig € HepBUHHUM. BiH 0a3yeTbcsi Ha AETAJIbHOMY OIUCI

aJTOPUTMY: TIOCJTIJIOBHOCTI KPOKIB Ta MAHIMYJISIIIIH, sIKI KOMIT'TOTEP MAa€ BUKOHATH JIJIst

199



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

JIOCATHEHHS IUTl. Y KOHTEKCTI BeO-1HXKeHepii 11 npsMe kepyBaHHs o0'ektamu DOM
(Document Object Model), ne po3poOHUK BiIacHOPYY 1HIIIIO€ KOXKHY 3MIHY ITIKCEsS Ha
€KpaHi TTpH 3MiHI BXITHUX JTaHUX.

JlexnapaTuBHUI MiJIX1[ MPOMOHYE BUIIMN piBeHb aOCTpakiiii. 3aMiCTh OMUCY
MpOLECy «SIK 3pOOUTHY», 1HXKEHEpP OMHCY€E KIHIIEBHI pe3ynbTaT - «II0 Mae OyTm».
Peanizariiss TeXHIYHUX AeTaNCH MEPEKIATAETHCS HA IHTEICKTYalIbHUN pymIiii (Opay3ep
a00 ¢GperiMBOpPK), SIKUM aBTOMAaTUYHO CHHXPOHI3y€ MOJENb JaHUX 13 Bi3yaJbHUM
npeacTtasieHHsM [90].

AKTyalbHICTh 3yMOBIIEHA TUM, 1[0 CY4YacH1 CTaHAapTH CTPIMKO PyXarOThCs B 01K
AekiapaTuBHOCTI. Lle 103Bojsie BHUPIMIMTH KJIIOYOBY HPOOIEMY KOMIT'FOTEPHOI
1HXEHepii - MiHIMI3al[i}0 MOOIYHUX ePeKTIB Npu MaciiTadyBaHHi cucteM. Ilepexin g0
JIEKJIapaTUBHUX METOIB - 1€ HE MPOCTO 3MiHA CUHTAKCHUCY, & CTPATETYHUIN KPOK 0
CTBOpPEHHsI BiIMOBOCTIMKoTO I13, e iHTepdeiic € nepeadavyBaHUM BiJI0OpaKEHHSAM
CTaHy CHUCTEMH.

VY cyuacHiii imkeHepii iHTepdeliciB KopucTyBaua IeKIapaTuBHa Mapagurma craia
OJIHIEIO 3 JOMIHYIOUMX MIJXOMIB O CTBOPEHHS, ONUCY Ta YIpaBIiHHSA rpadiyHUMU
iHTepdeiicamu. Bona paaukanbHO BIAPIZHSAETHCS BiJl TPAAMIIINHOI 1MIIEPAaTUBHOL
MOJIeJi, MEPETBOPIOIOYU TIPOIEC PO3POOKH 3 HU3BKOPIBHEBOTO MAaHIMMYJIFOBAHHS
€JIEeMEHTaMH1 Ha BUCOKOPIBHEBHM OMHUC 0aKaHOTO CTaHy CUCTEMH.

Konnentyansuuii anami3 1i€i mapaaurMu J03BOJISE PO3KPUTH 1i (HUT0COPCHKI,
apXITEKTYpHI Ta MPAaKTU4YHI BUMIPH, 3pO3yMITH ii niepeBaru, 0OMeXEeHHsI Ta BILUIUB Ha
esomorito Human-Computer Interaction (HCI).

JlexnaparuBHe MPOrpaMyBaHHS K MapagurMa cAara€ KOpiHHAM y (QYHKI[IOHATbHE
Ta JIOTi1YHEe mporpamyBaHHs (Hanmpukiaa, Lisp, Prolog), ne akueHT poOUThCS HE Ha
MOCITIIOBHOCTI KOMaH/I («sK» BUKOHATH J110), @ Ha OMHKCI pe3ysIbTaTy («11o» mMae 0yTu
OTPUMAHO).

VY koHTeKCTI 1HTepdeHlCIB I i7es MaTepiaiidyBajlacd B MOJEISAX, TaKUX SK
HTML/CSS (nexnapaTuBHUI OMHC CTPYKTypU Ta CTUIIO BeO-cTopiHOK), XAML y
WPF, a mi3nime - y cyyacHux gpeiiMBopkax Ha kmraint React (3 #ioro JSX 1 Virtual

DOM), Flutter (widget tree), SwiftUI Ta Jetpack Compose.
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Panni moneni Model-Based User Interface Development Environments Bxe y
1990-x pokax NpPONMOHYBaJIM BHUKOPUCTOBYBaTH JIeKJIapaTHBHI Mojeii (abstract
presentation model, concrete presentation model, Toro) quist miABUIICHAS a0CTPaKILii,
MTOBTOPHOTO BUKOPHCTAHHS Ta aBTOMaTHU3aIlli reHeparlii inTepdeicis.

JlexkmapaTUBHUM TiAXiA JO3BOJISIB OINKCYBAaTH CTPYKTYpY, TOBEIOIHKY Ta
B3aeMo3B’s3kn  Ul-eneMeHTIB Ha KOHIENTyaJlbHOMY piBHI, JENEryl04d pYyTHUHHI
omeparlii (peHAepHUHT, OHOBJICHHS, layout) ppeiiMBOpKY.

IMnepaTtiBHA MapagurMa, HaBMAKW, JOMIHYBaja B KJIACHYHUX 1IHCTPYMEHTapIsX
(Win32 API, UIKit, Android View System): po3poOHUK BpyUHY CTBOPIOBAB €JIEMEHTH,
MpUB’sI3yBaB OOPOOHUKM TOAIN, YMPaBIsB CTAaHOM Yepe3 MpsAMi MaHIMyJSIIi
(manpuxknan, button.setText(), view.addSubview()). Lle naBajio moBHHI1 KOHTPOIIb, aje
MPU3BOAMIIO JO «CHAreTi-Koay», MOMUJIOK CHHXPOHI3AIlll CTaHy Ta CKJIAJHOIIIB
MIATPUMKH.

KonuenryansHo JekiapaTvBHa MapaaurMa 0a3yeThCcsi Ha KUIBKOX KITIOYOBHUX
npuHImmax [91].

1. Onuc crany, a HE MPOLECY - PO3POOHUK ACKIAPYeE, SIKUM Mae OyTH iHTepdeiic
U1 3a7aHOTO cTaHy JaHux. DpelMBOPK CaMOCTIMHO OOYHMCIIIOE PI3HUIIO MiX
MoMnepeHIM 1 MOTOYHHUM CTaHOM Ta 3aCTOCOBY€E MiHIMalbHI 3MiHU. Y React e Virtual
DOM, y Flutter - enementHe aepeBo BikeTiB, y SwiftUl - crpykrypHuit rpad
MIPE/ICTABIICHb.

2. PeakTHBHICTb 1 OTHOCTOPOHHIN MOTIK JIaHUX - 3MIHA CTaHy aBTOMAaTUYHO TATHE
3a coboro onomieHHs Ul (reactive programming). Ile ycyBae mpobiemy py4yHOi
CHUHXPOHI3aIIi1, TUIIOBY JIJIsl IMITEPAaTUBHUX ITiIXOIB.

3. Kommno3uuiiiHicth 1 aOcTpakuis - iHTepdeic OymayeTbCs SK KOMIO3UIISA
HE3JIC)KHUX, JCKIApaTUBHUX KOMMOHEHTIB (views, widgets, composables). Koxen
KOMIIOHEHT - 1I€ YHuCTe BiloOpakeHHs cTraHy (pure function of state), mo momermrye
TECTYBaHHS, TOBTOPHE BUKOPHUCTAHHS Ta PO3YMIHHS KOTY.

3. PozminenHst - yorika MpenCTaBICHHS BIIOKPEMITIOETHCS BiJ] IMIEpPaTUBHOL
O13HeC-JIOTIKM Ta HU3BKOPIBHEBUX JeTajied peHaepuHry. @peiiMBopk Oepe Ha cebde

«IK» (K 00urcnuTH layout, aHIMyBaTH 3MiHHU, ONITUMI3yBaTu NEPEPUCOBKY).
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s napaaurmMa TICHO TOB’si3aHa 3 (YHKIIOHAJIBHUM MPOTrpaMyBaHHSIM:
KOMIIOHEHTH YacTO € YHCTUMHU (PYHKIISIMHU, CTaH MigiiMaeTbcs, a MoO14H1 edekTu
KOHTPOJIOIOTHCSA SIBHO.

JleximapatuBHUN TiAX1[ pagdKaldbHO IMIJABUINYE MPOAYKTHUBHICTh 1 HAJIHHICTH
1HKeHepii iHTepeicis:

- 3pO3yMUTICTH 1 MIATPUMYBAHICTD - KOJT YUTAETHCA K ONMUC Oa)KaHOTO PE3YbTATY,
a He K MOCIIAOBHICTh MaHINyJsMii. [le 3MeHIITye KOTHITUBHE HaBaHTa)KEHHS;

- MEHIIIEe MOMWJIOK - aBTOMAaTUYHE YIIPABIIIHHSA OHOBIICHHSIMU YCYBa€ KJIAaCHYHI
6aru «UI He OHOBUBCS» 200 «CTaH PO3CUHXPOHI30BAaHOY;

- KpocCIU1aT()OpMEHHICTh 1 AJaNTHUBHICTh - ONWH JACKJIAPaTUBHUN OMUC MOXKE
TpaHc(opMyBaTHcA B pi3HI KOHKPETHI peani3alii,

- aBTOMAaTu3allisl Ta IHCTPYMEHTH - JIETIIE T€HEpyBaTU KOJ 3 JAMU3ailH-CHUCTEM,
BUKOHYBAaTH CTATUYHUU aHali3, 3aCTOCOBYBATU (DOpPMaJIbHI METOIM BepuDiKalii;

- MaclITabOBaHICTh - Yy BEJIHMKUX TMPOEKTAX KOMIIO3MIISl KOMIIOHEHTIB 1
pPEaKTUBHUH MOTIK JaHUX JO3BOJSIOTh €PEKTUBHO KEPYBATH CKJIAIHICTIO.

JlocnipkeHHsT Ta TpakTHUKa I[OKa3ylTh, IO TMepexiJi Ha JAeKJIapaTHBHI
dpeitmBopku (React, SwiftUl, Compose) 3Ha4HO MPUCKOPIOE PO3POOKY Ta 3HUKYE
KUIBKICTB A€(EKTIB Y MOPIBHSAHHI 3 IMIEPATUBHUMH MOINEPETHUKAMHU.

[Ipote npmeximapaTvBHa TmapaaurMa HE €  YHIBEPCAJbHOKO  ITaHAIIEETO.
KonnenTyansHuii aHami3 BUSIBIISIE HU3KY HIOAQHCIB:

- IPUXOBaHa IMIIEPATUBHICTS - MiJl KAOTOM (PpEMBOPKH BCE OTHO BUKOHYIOTb
imniepatuBHi onepartii (diffing, patching DOM, traversal nepesa). Po3poOnuk iHOmI
BTpaya€e KOHTPOJIb HAJl TOYHUMH KPOKaMH ONTHUMI3aIlli;

- NPOAYKTHUBHICTh y CKJIQAHMX CLEHApIAX - HaJAMIpHA PEAKTUBHICTb MOXKE
MPU3BOANTH JI0 3aWBUX TIEPEPUCOBOK; MOTPiOHI TOHKI MEXaHI3MU MEMOi3aIlii;

- KpYBa HABYAHHS - MepexiJ Bl IMIEPAaTUBHOIO MHUCIEHHA («SIK OHOBUTH LW
eJIeMEHT») 10 AeKaapaTtuBHOro («sikum Mae 0yt Ul y npoMy craHi») BUMarae 3MmiHu
MEHTAJILHOT MOJIENI;

- debugging - konu «maris» ppeiiMBOPKY HE CIIPallbOBY€E, BAKUYE 3PO3YyMITH, YOMY

came Ul He BiamoBiIae qeKimaparii.
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- TiOpUIHI CHUCTEMHU - Yy peallbHUX IMPOEKTaX 4YacTO BHUHUKAE morpeda B
iMriepaTuBHUX  Brewax (Hampukian, direct DOM access y React 4w
UlViewRepresentable y SwiftUI).

Kpim Toro, mopenb-based migxomum 1990-2000-x pokiB, ski Oyaud CyTo
JEKJIapaTUBHUMU Ha PiBHI a0CTPaKTHUX MOJIEIICH, 4aCTO CTPaXKIalii BiJ HEAOCTATHHOI
THYYKOCTI Ta CKJIQJHOCTI 1HCTPYMEHTIB, L0 OOMEXHJIO iX IIUPOKE BIPOBAKECHHS
MOPIBHSHO 3 CYYaCHUMMU «JIETKUMI» JEKJIapaTUBHUMU (HpeiiMBOpKaMHu.

KonuenrtyansHuil anani3 IekjIapaTUBHOI MapaurMu B i1HXeHepii 1HTepdeiiciB
JI03BOJISIE HE JIMIIIE TTOPIBHSATH 11 3 IMIIEPATUBHOIO, a i 3p03yMiTH ruoIIi pigocodchbki
3pymieHHst B nporpamyBanHi HCI: mepexin Biji «IporpamicT Kepye MAalluHOK» 0
«MPOTPaMICT OMUCY€E HAMIp, MAIIMHA ONTUMI3y€ BUKOHAHHS».

Ile BimoOpakae IMpIITY TEHASHIIIO A0 IIJBUIICHHSA PIiBHA aOCTpakiiii,
aBTOMarM3allii Ta TyMmaHi3alii po3poOku - iHTepdelcH CTalTh OIMKYUMHU 0
MPUPOAHOTO OMHKCY, a HE 10 MAIIMHHUX 1HCTPYKIIIH.

VY MaiiOyTHhOMY JIeKJIapaTHBHA TTapaurMa, IMOBIPHO, €BOJIIOIIIOHYBAaTUME B 01K
nie Buioi adbcrpakiii: Al-assisted renepanii Ul 3 onucis, opmManibHUX BepHQiKaLii
JekapaTuBHUX crienudikaiiii, iHTerpaiii 3 domain-specific languages nnst auzaiiny
Ta IIMOIIOro MOEJHAHHS 3 PEAKTUBHUMU Ta (YHKIIOHATBHUMU apXITEKTypaMH.

Taxum uHOM, IeKIapaTHBHA MapaanurMa - e He MPOCTO TEXHOJIOTIYHUHN TPEH]I,
a (yHZaMeHTalbHAa 3MiHAa CIOCOOy MHCIEHHs TNpo moOynoBy inTepdeiicis. [i
KOHIICTITyalTbHUI aHai3 PO3KPHUBAE, SIK OMHUC «IIO» 3aMICTh «SIK» TpaHChOpMye
MPOAYKTUBHICTh, SAKICTh 1 KPEATUBHICTh y CyYacHIM 1H)KEHEpli KOPHCTYBallbKUX
iHTepdeiciB, BIIKPUBAIOYM HOBI TOPU3OHTH JIJIsl JOCIIIKEHB 1 TPAKTHUKHU.

JIist tuOmioro po3yMiHHS JEKJIapaTUBHOI MapagurMy B 1HXKEHEpii iHTepQeiciB
KOpHUCTyBaua BaXXJIMBO TMPOBECTH CHUCTEMAaTHYHE TIOPIBHSHHS 3 KJIACHYHOIO
IMIIepaTUBHOIO NapaaurMoro [92]. Huxde po3risiHeMO MOPIBHSIHHS IMIIEPATUBHOI Ta

JEKJIapaTUBHOI MapaJurMy 1HXeHepii inTepdeiicis (Tadu. 1).
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Taoauus 1.

[TopiBHSIHHS IMIIEPATUBHOI Ta IEKJIAPATUBHOI MapagUrMu

AcCHeKT

IMl'[epaTl/IBHa mapagurma

I[eK.]'IapaTI/IBHa mapagurma

OcHoBHa dinocodis

«SIKx» BUKOHATH M0

«IIlo» mae OyTH OTPUMAHO

MeHTanbHa MOIENb

[Tporpamict  Kepye
KPOK 32 KPOKOM

MAalIIuHOIO

[Iporpamict  omucye  Hamip,
MallfHA ONTHUMi3y€ BUKOHAHHS

Monudikallii e1eMEeHTIB

[ToxomxeHHs don-HelimaHiBcbKa apxiTekrypa | DyHKIIOHAIBHE Ta  JIOTIYHE
IpOrpaMyBaHHs
Cnoci6 ommcy Ul [Tpsami komaHau CTBOpeHHs Ta | OmHC CTPYKTypu Ta BUIVISAY SIK

(dbyHKIIT BiJ cTaHy

Omnosnenns iHTepdeiicy

Pyune

ABTOMaTu4HE

UuTabenbHICTh KOTY

Hu3bka mpu 3pOoCTaHHI MPOEKTY
(cmareti-kon)

Bucoka (koJ 4MTAETHCS SIK OIHKC
0a)KaHOTO Pe3yJNbTary)

[IpoaykTuBHICTH pO3pOOKHU

[ToBinpHIIIA B BEIUKUX MPOEKTAX

3HAaYHO BUIIA 3aBJSKH MEHIIOMY
00CATY KOy Ta MEHIIIH KUTBKOCTI
TIOMHJIOK

KpocmiardopmeHHICTh

CxmagHa (MoTpiOeH OKpeMHid KO
JUISL KOXKHOT TUIaT(hOpPMH )

Jlerma (onuMH JeKJIapaTUBHUMN
OTIHC JIJIs1 ICKUTBKOX IIaT(opm)

KepyBanns ctanom [Iporpamict  BiamoBimae  3a | CtaH  3a3BU4Yail  HE3MIHHHM
MYTAIli0 Ta CHHXPOHi3aIiio cTany | (immutable), HOTIK  JTAaHHUX
OJTHOHAIIPaBJICHUH
[ToGiuni edextn [Tommpeni, BaxkonepenOadyBani | Minimi3oBaHi abo YiTKO
130J1bOBaHI1
MacmraboBaHiCTh Cxkrnaana yepes JKOpcTKy | Bumia, nerme apmantyBaTH 110
3QJIEKHICTh BiJl TOCIIJIOBHOCTI | MapaJiebHUX OOYHCIICHb
KpOKIB
Binnaromxenns dokycyeTbcsi Ha «ae came B | DOKyCyeThbcsl Ha «4YOMY OIIHC
(Debugging) JAHIIOKKY ~ KPOKIB  CTajlacs | CTaHy HE BIJINOBIJIa€ Pe3yIbTaTy»
TTOMMUJITKa
TectyBanHs [Totpebye NEePEBIPKU Bciel | Jlerme TECTyBaTH OKpeMl
nocnigoBHocTi AiMt (Side-effects) | komnoneHTH/QyHKITT (Pure
functions)

PosrnsiHeMo Ha mpuKiIanax TOPIBHAHHS BHUKOPHUCTaHHS IMIEPAaTUBHOI Ta

JEKJIapaTUBHOI NapagurMu. B sKOCTI epioro Npukiagy po3rissHEMO KHOIIKY, IKa IPH

HATUCKaHHI 301JbIIY€ JIYUIBHUK Ta 3MIHIOE Komip (OHY KHONKH. BukopucranHs

IMIIEpPAaTUBHOTO MIAXOMY, JAEMOHCTPY€E MOJEJb, Je PO3POOHUK Oepe Ha cede poJib

"mucneruepa craHiB". B HaBeneHOMY JIICTUHTY YITKO MPOCTEXY€EThCS JiHIMHA

3aJIe)KHICTD, SIKa MPU YCKJIAJHEHH]I CHCTEMH IEPETBOPIOETHCS HA TIPOOIIEMY.
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<!doctype html>
<html Iang="uk">
<head>
<meta charset="UTF-8" />
<title>ImMmnmepaTuBHMUM JiumiabHUK</title>
<style>
button {
padding: 15px 25px;
font-size: 18px;
}
</style>
</head>
<body>
<button id="btn">JliumnepHuxk: 0</button>
<script>
const button = document.getElementById('btn');
let count = 0;

button.addEventListener ('click', () => {
count++; // 1. BMIHOEMO CTaH

button.textContent = “JliumnbHuk: $S{count} ;
if (count % 2 === 0) {
button.style.backgroundColor = '#e74c3c’';
button.style.color = 'white';
} else {
button.style.backgroundColor = '#3498db';
button.style.color = 'white';
}
}) s
</script>
</body>

</html>

1. MyTauis ctany: count++: cTaH 3MIHIOETbCS O€3MOCEPEIHbO, 0€3 CTBOPEHHS
iMyTa0eIbHOTO 3HIMKA.
[Ipsime penaryBaHHS 3HaY€HHS 3MIHHOI 3/1a€ThCSI IPUPOTHOIO, alleé B KOHTEKCTI

po3po6ku [13 BoHa cTBOpIOE MpoOiIeMy Henepe10auyBaHOCTI.
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Komu Mu Mytyemo 00'ekT abo 3MiHHY, MU BTpadaemo ii momnepenHiii cran. Lle
poOUTH HEMOXJIMBUM BHpoBajpkeHHs (yHkmii Ha kmrant «Undo/Redo» abo
edekTuBHE HanaromkeHHs yepes « Time-travel debugging.

Skio mporpama BeluKa, BaXKKO 3pO3YMITH, sKa came (DYHKIIS 1 B SKU MOMEHT
3MiHMJa 3HaueHHs. Ha npoTuBary 11poMy, iMyTaObenbHICTh (CTBOPEHHSI HOBOTO 3HIMKA
JaHMX) J03BOJISIE CUCTEMI JIETKO MOPIBHITH «CTape» Ta «HOBEY 3HAYEHHS, 100 TOYHO
BU3HAYUTH, YU MOTPIOHO B3arajii OHOBIIIOBATH €KPaH.

2. Pyuna cunxponizauniss DOM: button.textContent = .... mporpaMa MOBHHHA
"3HaTU", IKUWA caMe eJIEMEHT MOTPIOHO OHOBUTH. SKIIO i1eHTH(IKaTOp btn 3MIHUTHCA
B HTML, ckpunr nepecrase npamtoBaTt.

Ileit acnekT CTBOPIOE KOPCTKY 3aJCKHICTh MDXK JIOTiKOIO (JS) Ta CcTpyKTyporo
(HTML), mo Ha3uBaethes tight coupling.

CkpunT cTae «3apydyHUKOM» CTPYKTypu JIoKymeHTa. 3MmiHa id abo kinacy B
HTML-1m1a0n0H1 MUTTEBO MEPETBOPIOE MPAIIOIOYUN KO Ha HEpOOOUMid, TPUUOMY
MOMMJIKA YaCTO BUSIBJISIETHCS JIMIIIE 1111 YaC BUKOHAHHS MporpamMu (runtime).

Po3poOHUK 3MyIlieHUN TpUMAaTh B TOJIOBI BCIO KapTy 3B'A3KiB: «3MiHHA X
noB's3aHa 3 eixementamu A, B ta C». Ilpu nmomaBaHHi HOBHX 1HIWKATOPIB KIJIBKICTh
TaKMX 3B'SI3KIB 3pOCTa€ TEOMETPUYHO, M0 HEMHHYYE MPU3BOAUTH 10 TOMHIIOK
CHUHXPOHI3allii.

3. Jloriune po3raidyeHHs cTuii3allii: KoHCTpykKiis if (count % 2 === 0) 3mymrye
JS-xox BinmoBinaTH 3a BI3yalIbHMM BHUIJIAM, IO MOPYLIYE TPUHIMI PO3MOILITY
Bi/inoBiianbHOCTI. Ko KOHCTPyKIlii KepyIOTh 30BHIIIHIM BUIJISIOM O€3M0CEepEaHbO
3 JavaScript, nopymyetbcsi pyHaameHTanbHuN mpuHIUn Separation of Concerns
(po3moLa BiIMOBITAIBHOCTI).

3wmimryBanHs Oi3Hec-ynoriku Ta Ul: oOuuciaeHHsS MapHOCTI - 1€ MaTeMaTU4YHa
JIOT1Ka, a 3MIHA KOJbopy (PoHYy abo TEKCTy - Iie Bi3yaibHa mpe3eHTarlis. Konu BoHu
MEePeTUTiTAIOTHCS, NU3aifHep HE MOKE 3MIHUTH BUIVIS €JIEMEHTa, HE BTPYYalOuUCh Y

KOJI TIpOrpamicTa.

206



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

3aMiCTh TOTO, 11100 BUKOPUCTOBYBATH MOTYXHI JeKJIapaTuBHI MOKIuBOCTI CSS,
MU 3MYIIIyeEMO Opay3ep BUKOHYBATH 3aiiBl MAHIMYJIAIIT 31 CTUIISIMU uepes3 JS-pymiid. Le
3HIDKYE MPOMYKTUBHICTh HA MAJIOTIOTY>KHUX KOHTpOJIepax a0 MOOUTBHUX MIPUCTPOSIX.

Jlanuii Kom  JEMOHCTpye TpU OCHOBHI IpoOJiieMH, 110 3aBa)KalOTh
MacIITabyBaHHIO.

1. Jlorika OHOBJIEHHS PO3KHIaHa MO KUIBKOX MICIISIX: MPUITYCTUMO, HaM MOTPi0OHO
J0JaTH 1IE OAWH HaIWC, KWW TMOKa3zye, YU € 4YHCIIO MmapHuM. JloBeneThes 3aiTu
Bcepenuny oopobnuka mofii click 1 momatu e onuH psioK KOOy AJis €JIeMEHTA.

[{s mpobnema € pyHIaMEHTAIBHUM OOMEXEHHSIM TUpeKTHOI MaHimy i DOM,
ne inTepdeic 1 gani »kopcTko 3uerieHi. KoxkHa HoBa QyHKIIIS B1IOOpa)KEHHS 3MYIITY€E
pO3pOOHMKAa BTpydaTUCSd B YK€ HaJaro[kKeHy JIOTiKy OOpoOKM mMofid, 1110
€KCITOHEHITIaIbHO 30UIbIITY€E KUIBKICTh MOTEHIIIHHUX TOYOK BiAMOBH.

Konu 00poOHMK TO/1i BUKOHY€E OJTHOYACHO 1 pO3paxyHKH, 1 OHOBJIEHHS KUIBKOX
enemenTiB Ul, crae Bakko rapaHTyBaTH, IO 3MiHA OJHOTO psAKa KOy HE 3jJamae
poOOTY 1HIITUX YACTUH THTEPPEHCY.

VY cknagHux cuctemax (HampuKiiaj, MaHeNsX KepyBaHHS pOOOTOTEXHIKOIO) O/lHA
3MiHa CTaHy MOK€ BHMAaraTH OHOBJICGHHS JI€CSTKIB 1HIAMKATOPIB; py4HE KEpyBaHHS
KOXKHUM 13 HHUX ycepeauHi oaHoro click-oOpoOHuka poOUTh KOJ MPaKTHUUHO
HEYUTAOCTHLHUM.

SIkio 3HAUEHHS YHUCIa MOXE 3MIHIOBATHCS HE JIUIIE Yepe3 KIK (HampuKIIa,
Yyepes 30BHINIHIN CUTHAI BiJ 1aT4yuka abo TaliMep), BaM JOBEIACThCA AyOIIOBaTH BCIO
JIOT1KY OHOBJICHHSI HAIIKCIB Y KO)KHOMY HOBOMY MICIIi, /1€ 3MIHIOIOTHCS JIaHI.

st BupimieHHs 1i€li mpoOieMH B CydacHIW 1HXKEHepii BUKOPHUCTOBYIOTh
peakTuBHE MporpaMmyBaHHs Ta narepH Observer. Y Takomy BUMaAKy 0OpOOHUK MOI1i
JUIIEe 3MIHIOE 3HAYEHHs 3MIHHOI (CTaH), a BCl 3alllKaBJICHI €JIeMEHTH 1HTepdercy
ABTOMAaTUYHO «IMAMHUCYIOTBCS» Ha IO 3MiHy Ta OHOBIIIOIOTBCS CaMOCTIHHO,
HE3aJIE)KHO OIUH Bl OJHOTIO.

2. PyuHe kepyBaHHs 3aJIeKHOCTSIMU: TIpU JOJABaHHI HOBUX EJIEMEHTIB, SKi
3aJIe’KaTh BiJ count, IH)KEHEPY JOBEIETHCS BPYUYHY IMPOMHUCYBATH OHOBJICHHS MJIS

KOYKHOTO 3 HUX Y KO)KHOMY MICII1, /1€ 3MIHIOETbCS count.
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B immepatuBHiil mapaaurmi po3poOHUK Oepe Ha cebe poib <«JIBUTYHA
cuHxpoHizamii». [Ipu gnogaBanHi1 Oy/ib-sIKOTO HOBOTO €JIEMEHTA, CTaH SIKOTO 3aJIeKUTh
Bl 3MiHHOI count (HaNpUKIAJ, 1HIUKATOpa MPOTPECY, JOCTYMHOCTI KHOIKH a0o
TEKCTOBOTO OIHUCY), 1H)KEHEp 3MYIICHUN BPYUYHY I1HIIIIOBATH OHOBJICHHS KOXKHOTO 3
ux By3siB DOM.

Ile cTBOpIOE HU3KY KPUTUIHUX MPOOIIEM:

1. ®parmMenTaliist JOTIKU: KOJI OHOBJICHHS 1HTEpQEHCy PO3MOPOIIYEThCS 10 BCIH
KOZIOBiM 0a3l. SIKIIo count 3MIHIOETBCS B I’ATU PI3HUX (YHKISAX, Y KOXKHIN 13 HUX
HEOOX1HO POy OTIOBATH BUKIIUKH JIJIs1 OHOBJICHHS BCIX 3aJICKHUX €JIEMEHTIB.

2. Puzuk Brparu cunxponizaiii (Stale Ul): 31 3pocTaHHsIM NMPOEKTY CTa€ Jeaani
Ba)KYE BIJICTE)KUTH MOBHUH TEpENiK 3aJeKHUX KOMIOHEHTIB. [Ipomyck xoua 6 ogHOTO
BUKJIMKY TPHU3BOAUTH JO CHUTYyallli, Koiu iHTepdeic BimobOpakae 3actapiini ado
CyIIepEewInBI JIaHI.

3. CxianHicth pedakTopuHry: Oyab-sika 3MmiHa cTpykrypu DOM abo Ha3B
171eHTU(IKATOPIB BUMArae IMepernucyBaHHs JECATKIB MPSIMUX 3BEPHEHb, IO POOUTH
MIATPUMKY KOy HaJ[3BUYAIHO TPYAOMICTKOIO Ta CXUJIBHOIO IO PErPECIMHUX MTOMUIIOK.

4. EdbexT «CHITOBOT Kyii»: KO)KHA HOBA 3aJIEKHICTh €KCITIOHEHI[IaJbHO 301IBIIY€E
KUIBKICTh 3B’A3KIB, fIKI MPOrpaMiCT MOBMHEH TPUMATH B MEHTAJbHIA Mozenmi, 10
3pENITOI0 MPU3BOIUTH J0 MOSBU HEKEPOBAHOTO «CIATeTi-KOMAY».

3. Pu3uk pgecuHxpoHi3allii: HaWMEHIA JIOT1YHA MOMMIIKAa a00 MOPYIIEHHS
MOCTIZIOBHOCTI B JIAHITIOXKKY IMIIEPAaTUBHUX KOMaHJ HEMHHYYE NPH3BOAUTH IO
PO3pUBY MikK (PaKTHYHHM CTAHOM CHCTEMH Ta HOTO Bi3yaJlbHUM IPEJCTABICHHAM. Y
CKIIQHUX 1HTepdeicax e CTBOPIOE e(EKT «3aCTUITIOTO CTaHy», KOJIM BHYTPIIIHI
3MIiHHI MPOTrpaMu BXX€ OHOBUWJIMCSA, @ KOPUCTYyBau OauuTh 3acTapii gani. [ns cucrem
peansHOTO Yacy (RT-cuctem) Taka po30iXKHICTh € KPUTUYHOIO BPA3IUBICTIO: 3aTPUMKa
a00 TOMUJIKA Y BiJIOOpaKCHH1 MOKA3HUKIB JATYMKIB YA CUCTEMHHMX CIIOBIIICHh MOXKE
MPU3BECTH 10 TPUUHATTS XUOHUX PIlLIEHb ONEPATOPOM ab0 aBTOMATHKOIO.

[IpobGnema mpsMOro MaHIMyIIOBaHHS BIACTUBOCTSMH: BUKOPUCTAHHS TPSIMUX

HU3BKOPIBHEBUX MAHINYJALIN, Takux sIK 3BepHeHHS 10 style abo textContent y
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JavaScript, € BuUNpaBIaHUM JUIlIe HA €Tall HIBUIKOTO MPOTOTUITYBaHHS a00 mpu
BUPIIICHH] 130IbOBAaHUX MIKPO-3aB/aHb.

Y mpoMucioBiit po3poOii Takuil MiAXiJ TPOBOKYE MOSBY «KPUXKOTO» KOIY, €
norika npenctasiaeHHs (UI) 3ananTto TicHO mneperuieTeHa 3 Oi3Hec-jorikoro. Lle
YHEMOXKIIUBIIIOE MAacIITa0yBaHHS CHUCTEMH, OCKUIbKH Oylb-fKa 3MiHa CTPYKTYpH
nokymenTa (DOM) Bumarae moBHOTO HEPErsily METO/IB TOCTYITY J0 HOTO €JI€MEHTIB.

B apxitekTypi cydyacHMX KOMITIOTEPHHMX CHCTEM IMIIEpAaTUBHE MaHIMyJIIOBAHHS
iHTep(elicoM BBAXKAETHCS  PECYpCOBUTPATHHM HE JIUIIE 3 TOYKH  30py
OOUMCITIOBAJIBHUX MOTYXHOCTEH (4Yepe3 PpHU3UMKU YacTUX IEpeMajbOByBaHb -
reflow/repaint), a it uepe3 BUCOKY BapTIiCTh MiATPUMKH.

KorniTuBHE HaBaHTa)KEHHS Ha I1HXKEHEpa 3pOCTA€ EKCIOHEHIIAbHO: 3aMICTh
OIKCYy TOTO, 110 CHCTEMa Mae€ BIAOOpaXkaTH, MPOrpaMicT 3MYLIEHUH yTpUMyBaTH B
nam'siTi TUCAYl MIKpPO-3B'SI3KIB MIXK TOMISIMU Ta eleMeHTamu. lle poOuth mporec
BinaromkeHHs (debugging) Ta BOpoBaKEHHSI HOBOTO (DyHKIIIOHATY HAJATO JOPOTHM
1 TPUBAJIMM, 10 CYNIEPEYUTh Cy4YaCHUM CTaHJapTaM FHYy4YKOl pO3pOOKHU Ta HaAIMHOCTI.

JlexsapatuBHUM Mmiaxijl, 0a3ye€ThCsl Ha KOHIIEMIII peaKTUBHOCTI. 3aMiCTh MPAMOL
MaHinmysamii BaacTuBoCTIMU DOM-eneMeHTIiB, po3pOOHUMK BHU3HAYAE 3aJICKHICTD
1HTEepQeicy B CTaHy JaHUX.

Ha Biaminy Big npsimoro maninmynatoBanHs DOM (ne kokHa 3MiHA - L€ Jopora
omepaiiis), 1ei koj BukopuctoBye Virtual DOM.

Komu Buknukaetscs setCount, React He O1KUTH O/lpa3y 3MIHIOBAaTH BY30J Yy
Opay3zepi. Bin cTBOproe HOBE BipTyasibHE JepeBO KOMITOHEHTIB. [1oTiM mOpiBHIOE cTape
JIepeBO 3 HOBHUM. JIuIe sIKIo BiH 3HaWe PI3HUIO (HATPUKIIAI, TEKCT 3MIHUBCA 3 «0»
Ha «1», a KoJIip 3 YEPBOHOIO Ha CHHIN), BIH 3aCTOCY€ MIHIMAJIBHO HEOOX1THUN HAOIP
naT4iB 0 peanbHoro DOM.

style={{ ... }} - ne npuxnazg miaxoxy CSS-in-JS. Ctuii onucani He SIK CTaTUYHI
psanku, a ik 00’ ekt JavaScript. Ile 103BoJIsI€ BAKOPUCTOBYBATH BCIO MTOTYXKHICTH MOBU
(TepHapHi ornepaTopH, 3MiHHI, JIOTIKY) IPSIMO BCEPEINHI BIACTHBOCTEH CTHIIIO.

Lle neMoHCTpy€ peaKTUBHUN JAEKIAPATUBHUM KOMIIOHEHT.
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import React, { useState, useCallback } from "react";
import ReactDOM from "react-dom";

function App() {

const [count, setCount] = useState(0);
const isEven = count % 2 === 0;
const handleClick = useCallback(() => {

setCount ( (prev) => prev + 1);
boo L1
return (
<button
style={{
padding: "1bpx 25px",
fontSize: "18px",
backgroundColor: isEven ? "#e74c3c" : "#3498db",
color: "white",
border: "none",
borderRadius: "6px",
cursor: "pointer",
transition: "background-color 0.2s",

3}
onClick={handleClick}

>
JiumnpHMUK: {count}
</button>
) ;
}
const rootElement = document.getElementById("root");

ReactDOM. render (<App />, rootElement);

3minHa isEven BucTynae B poini nepeMukaya. B imneparuBHOMy KoAl 10Benocs O
nucatu element.style.backgroundColor = "...", 1m0 cTBOprO€ pU3UK MOMUIJIKH B Ha3Bi
BJIACTUBOCTI 200 KOJIKOpY. TyT OMUC CTUIIIO € ACKJIAPATUBHUM 1 CTA0ILHUM.

Kommnonent App € dyskiionansaum. Lle o3Hadae, 1m0 npu OJTHAKOBUX BX1JTHHUX
naHux (props) Ta crasi (state) BiH 3aBkau moBepHe imeHTuunnii HTML-pesynbrar.
KHnorka «He 3Ha€» npo 30BHiIIHIN cBIT. BOoHAa nuIe pearye Ha BHYTpilIHIN cTaH count.

Takuii ko Jerko TecTyBaTW aBTOMAaTU30BaHMMHU 3ac00aMH, OCKUIBKH IS
NEPEeBIPKU JIOTIKM JOCTAaTHHO IMITYBaTu 3MIHY CTaHy Ta TNepeBIpUTH (GiHATbHY

PO3MITKY.
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Bukopucranus useCallback 3 mopokHiM MacuBOM 3ajiekHOCTeH [| Ta
(GhyHKIIOHAIBLHOTO OHOBJIEHHS cTaHy setCount((prev) => prev + 1) Bupiirye nmpobiaemy
3aMHKaHb. HaBiTh SIKIIO KOMIIOHEHT MepepeHaeputbes Oarato pasi, handleClick
3aBXK]IM MaThUMe JOCTYII 0 HaNCBDXKIIIOTO 3HAYEHHS count yepe3 apryMeHT prev. Lle
3armobirae cutyarisMm «race conditionsy, Koiau JeKUTbKA MBUAKAX HATUCKAHb MOTJIH O
MPU3BECTH 10 HEKOPEKTHOTO MiIPaXyHKy B IMIIEPATUBHINA MOJIEIII.

Bukopucranuss xyka useState 103BOJIsi€ 1HKAICYJIIOBaTH JaHl BCEpEAMHI
KOMIIOHEHTa. 3MiHa cTaHy 4epe3 (ynkmiro setCount iHIIIIO€ aBTOMATHUYHUN ITHKI
nepemMainboByBaHHs (re-rendering), KepoBaHUH SpOM O107T10TEKH.

Y Kkomi BiICyTHI BHUKIMKH Ha KmTaiaT button.textContent = ... abo
button.style.backgroundColor = .... Po3poOnuk nume npexnapye: "Komp kHONKH
3aJIeKHUTh BiJ 3MiHHOT 1SEven". Cuctema caMOCTiIMHO MOPIBHIOE TOMEPEAHIN CTaH 13
HOoBUM (miporiec Reconciliation) 1 BHOCUTH MiHIMaJIBHO HEOOXiAHI 3MIHU B JEPEBO
B1J100pa’KEHHSI.

Oo6uucmoBanbHi BnactuBocTi (Derived State): 3minHa isEven He € okpemMum
CTaHOM, SIKMH Tpeba CHHXPOHI3yBaTH Bpy4YHY. BoHa 00YMCIIOETHCS aBTOMATUYHO MPU
KO’)KHOMY OHOBJICHHI KOMIIOHEHTa Ha OCHOB1 0a30BOT0 CTaHy count.

TakuM yrHOM, TIEpeXi 10 MeKJIapaTUBHUX METOMIB MPOSKTYBAaHHS aJallTHBHUX
1HTEepQeiciB € He0OX1THOK YMOBOIO /JII CTBOPEHHS HAAIMHOTO Ta MacmTabOBAHOIO
mporpaMHOro  3a0e3medeHHs. Taka  mapaaurmMa  BIJANOBIAA€  IPUHITUAIIAM
aBTOMAaTH30BAaHOIO KEPYyBaHHS, /¢ 3BOPOTHHUM 3B'S30K Ta CTaH 00'€KTa aBTOMaTUYHO
BHU3HAYAIOTh KEPYIOUM BIUIUB HA BUKOHABY1 MEXaHI3MHU.

PosrnsineMo apyruii npukian — GUIBTpaIio JaHUX.

OdingpTpallis JaHUX - 1€ MPOLEC CTBOPEHHS IMIAMHOKUHM €JIEMEHTIB 13 OUIBIIO]
KOJICKIIi1 Ha OCHOBI MEBHOTO KpUTEpito (peaukara). [le omHa 3 HaltyacTimmx 3amaq y
BeO-po3p0o0I1li, Hampukiaa, MpPU TONIYKYy TOBapiB y Karano3l abo CcoOpTyBaHHI
KOPHUCTYBAaYiB 3a POJISIMH.

Odinprpallis JaHUX - 1€ HEe MPOCTO TEXHIYHA Ofepallis, a KIIOYOBUN €JIIEMEHT

3abe3reueHHs 3py4HocTI kopucTtyBada (UX) Ta eheKTUBHOCTI CUCTEMU. Y Cy4aCHHUX
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iHTepdeiicax BoHa TpaHcopMyBanacs 3 0a30BOro rnepedOpy MacHBIB Yy CKIaAHY
CHUCTEMY JTUHAMIYHOTO BiJICIFOBaHHS 00’ €KTIB Y peaIbHOMY Yaci.

[Ipenukat BUCTyNAaE SIK JOTTUHUN «PUIBTP-0ap’€p», AKHUI TSI KOKHOTO €JIEMEHTa
noBeprae OyneBe 3HaueHHs (true abo false). Ile mo3Bosisie CTBOpIOBAaTH THYYKI
JIAHITIOKKH YMOB, Jie KOPHCTYBay MOKE OJTHOYACHO LITYKATH 3a Ha3BOIO, A1aa30HOM I[iH
Ta HAsABHICTIO MTEBHUX TEXHIYHUX XapAKTCPUCTHUK.

VY KOHTEKCTI Cy4yacHMX BeO-TEXHOJIOTIM (iuIbTpallisi 4acTo BigOyBaeThcs 0e3
nepe3aBaHTaXeHHs CTOpiHKU. Lle BuMarae BiJ po3poOHUKaA pO3yMiHHS aJTOPUTMIYHOT
CKJIQJIHOCTI: MpH poOOTI 3 BeMMKUMU Habopamu ganux (Big Data) ¢insrpamis Ha
CTOpPOHI KJIIEHTa MOXKE€ CIOBUIBHIOBATH 1HTEpQENC, TOMYy YacTO MEPEHOCUTHCS Ha
CTOpPOHY cepBepa abo ONTUMI3YEThCS Yepe3 1HIEKCAIIIIO.

SxicHo peanizoBaHa (HUIBTpAIlisi 3MEHINYE KOTHITUBHE HaBaHTXECHHS Ha
KOPHUCTYBaua, [O3BOJISIOUM IIBUIKO BHOKPEMHUTH pEJIEBaHTHY 1H(dOpMaIiio 3
iH(popmariitHoro mymy. B 1HXEHEpHHX cHUCTEMax, HaNpUKIAd y MOHITOPUHTY
CEHCOpIB POOOTOTEXHIKH, (PUIbTpallisi 3a MOPOTrOBUMH 3HAYEHHSIMH € KPUTUYHO
B)KJIMBOIO JJIsI BUSIBJICHHSI aHOMAJIIH Ta 3amo0iraHHs aBapiiHUM CUTYaIlisIM.

OcCHOBHI XapaKTepUCTUKH PLIBTpaIlii €:

- BX1JI: CIIMCOK €JIEMEHTIB + QyHKIIsA-1Ipeaukar (sika noseprae True abo False ms
KOXKHOTO eJeMeHTa). JaHi: BXiIHUI MacUB MOXE MICTUTH OyIb-sKl TUIU JAHUX - BiJl
MPUMITUBIB (YUCEN, PAJIKIB) 10 CKIATHUX 00'€KTIB 200 CTPYKTYP.

[Ipenukar: ue uyncra QyHKIIA, sKa Ai€ K «PiuabTp» abo «cuto». BoHa npuiimae
MMOTOYHMI €JIEMEHT 1 oBepTae OyneBe 3HaueHHs. Takuil miaxia J03BOJISAE BIIOKPEMUTH
JOTiKy BimOopy (IO caMe MU IIyKaeMO) BiJ MexaHi3My iTepaiii (K came MH
MIPOXOMMO IO CIHCKY ), IO POOUTH KOJI YHIBEPCATbHUM.

- BUXIJ: HOBUH CIHCOK, IO MICTUTh JIMIIE E€JIEMEHTH, JJIA SIKUX MpEIuKar
noBepHyB True. Pesynprarom omepaiii € HOBa KOJEKLIsl, sIKA € MIJIMHOXHHOIO
BUX1J1HOI. KUIBKICTh €1€EMEHTIB y BUXIAHOMY CIIUCKY BapitoeThes Bia 0 (SIKIIO sKOIEH
€JIEeMEHT HE 3aJI0BOJLHUB yYMOBY) J0 N (SKIIO YMOBY 3aJ0BOJBHWJIM BCi), JIe¢ N -

JTOBXKMHA BXIJTHOTO CIHUCKY. BaxkinBo, 110 THUNU €JIEMEHTIB y BUXITHOMY CIIHCKY
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3IMIIAIOTHCS 1ICHTUYHUMH BX1THUM; (QIIBTpAIlis 3MIHIOE JIMIIIE KUJIBKICTh O0'€KTIB,
ajie He IXHIO CTPYKTYDPY.

- BIJCYTHICTh 3MIHM OpUWTIHAJIBHOTO CIUCKY. Y JeKJIapaTHBHIN mMapaaurmi
GbinpTpallis He MOBMHHA MaTu 1oO1uHuX edekTiB (side effects).

OpuriHaabHHIA CIIUCOK 3aJTUIIAE€THCS HEJOTOPKAHNUM Y maM'sTi. Lle KpuTuaHo s
0araTonoTOKOBUX CHCTEM Ta po3poOku iHTepdeiiciB (Hampukia, y React un Redux),
OCKUIbKM HE3MIHHICTh JIaHUX JO3BOJIE€ JIETKO BIJICTEXKYBATH 3MIHM Ta YHUKATU
BaKKOTIEpe0auYyBaHUX ITOMUJIOK, ITOB'SI3aHUX 13 HEOUIKYBAHOIO MYTAIII€I0 CTaHY.

3aBXKa1 MOYKHA TOBEPHYTHUCS 10 BUXIJHUX JaHUX a00 3aCTOCYBATH 0 HUX 1HIINMA
GUIBTp HE3aJIEKHO BiJl OTMIEPEIHIX Orneparltiil.

- IOPSAOK eJIEMEHTIB 30epiraeThcs. DuibTpanis - e cradlibHa onepauis o0
cTpykTrypu Kojekiii. Ilporiec 3a3Buyail BiOyBaeThbCs NUIAXOM JIHIMHOTO 00XOmy
BXIJTHUX JaHUX (371iBa HarpaBo). EjneMeHT, sikuili OyB TpPETIM y BXIJIHOMY CITUCKY,
HIKOJIN HE ONHMHUTBCS MEpe] €JIEMEHTOM, KWW OyB NEepIIUM, SIKIIO OOWJBa BOHH
MPOUIILIN PUIBTP.

[lepenbauyBaHiCTh TrapaHTye, MO SIKIIO JaHi Oyl MOINEpeaHbO BIJICOPTOBaHI
(HampuKIa, 3a JaTo0 YU MPIOPUTETOM), 1IeH MOPsIIOK Oyzie 30epeKeHO 1 B pe3ysbrari
¢dinbTpartii, o no30asise MOTPeON y MOBTOPHOMY COPTYBaHHI.

- BIJIHOCHUW TOPSAJIOK €JIEMEHTIB, [0 IPOMIUIH (DUIBTP, HE 3MiHIOEThCA. HaBiTh
AKIIO MK JJBOMA €JIEMEHTaMU, 1110 MPOUIIIH GiIbTp, OyJI0 BUAAICHO JIECITh 1HIIUX,
iXHE B3a€MHE pO3TAllyBaHHS (XTO «CTapIIUi», a XTO «MOJOIIIUWA» Y CITUCKY)
3IIMIIAETHCS HE3MIHHUM.

ApXITEeKTypHa 3HAUYIIICTh BYKJIMBA ISl aJITOPUTMIB, JI€ TO3HIIIS €IEMEHTa Ma€e
3HaYeHHs (HampuKiIaa, mpu oOpoOll KaJpiB BIACONOTOKY ab0 Yepru MoBiIOMJIEHb Y
CHUCTEMax PeaJIbHOTO 4Yacy), OCKUIbKH (QUIBTpallisi HE MOPYIIY€E YacoBy ab0 JIOTIUHY
MMOCJ1JOBHICTD MMOMIIM.

[IpoananizyeMo sIK MOXEMO BHUPILIIUTH L0 33/Ja4y BUKOPHCTOBYIOUM JBa PI3HI
TT1TXO/TH.

IMmneparuBHMII iaxiA epeadadyae BKa3iBKy KPOK 32 KPOKOM SIK TOTPIOHO poOUTH

¢inprpamito. [loTpiOHO CcTBOpPUTH TOPOXKHINA "KOHTEHHEp" MJIg pe3yabrary.
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BuxopucroByemo nukiu (for, while), ymoBH1 onieparopu Ta MyTailito ctany. Bpyuny
3BEpHYTHCS /10 KO)KHOTO eJIeMeHTa 3a iHmekcoM. [lepeBiputu ymoBy uepes if. SIBHO
JOJIATH €JIEMEHT, IO IiIXOAUTh, Y KOHTEHHED.

JlexmapaTUBHUM MiIXiA OMHCYE IO XO4YEeMO OTPHMATH, a HEe SIK IIe pOoOUTH.
BuxopucroByemo BOynoBaHi (yHkIii Bumoro nopsaky: filter(), list comprehensions,
a6o 616miorexu Tumy functools. Kox kopoTmmii, yntabensHINUN 1 MEHIII CXHJIBHUAN 70
NOMUJIOK. MeTon caM OOXOAWTh MacHWB 1 BHPIIIY€E, SK CTBOPUTH HOBUN MAacCHB.
BuxinHuii MacvB 3aTMIIAE€THCS HE3MIHHUM, 1110 € CTAHIAPTOM PO3POOKH.

VsBiMO 3a7a4uy: Yy HAC € CHUCOK CTYACHTIB, 1 HAM NOTPIOHO BiA(UIBTPYBaTH THX,
xT0 HabpaB 60 abo OunbIie OaiB.

Cnouatky 3poOHMO 1€ 32 JOMOMOTOI0 IMIIEPATUBHOTO M1IXOMY:

const students = |

{ name: 'T'aHHa', score: 85 1},
{ name: 'IvmmuTpo', score: 45 },
{ name: 'Muxawmmno', score: 72 1},
{ name: 'Jogmmia', score: 58 }
1
const passingStudents = [];

for (let 1 = 0; 1 < students.length; i++) {
// 3. BpyuHY HepeBipsgeMo yMOBY
if (students[i].score >= 60) {
// 4. SIBHO IOHOAEMO €JIEMEHT
passingStudents.push (students[i]) ;

[lepuri psiaKu CTBOPIOIOTH OCHOBY AJIA poOOTU. B sIKOCTI BUXITHUX AaHUX B HAC
CTBOPIOETHCS MacHB 3 4 00’ €KTIB-CTYCHTIB.

MacuB students: 11e Hamie mxepeno nanux. KoxkeH o0'€ekT y MacuBl Mae JBi
BJIACTUBOCTI: name (iM's1) Ta score (6ai).

Macus passingStudents: cCTBOPIOEMO MOPOKHIN «KOMIHUK». OCKUTEKH MPAIIOEMO B
IMIIEPAaTUBHOMY CTHJIi, MaeMO 3a3Jajieriib MIATOTYBaTH Miclle, Kyaud OyaemMo

BJIACHOPYY CKJIaaTHu pC3yJIbTaTH.
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MK - 1€ «ABUTYHY HAILIOTO AJIrTOpUTMY. B iMIiepaTuBHOMY miaxo/i 6epe Ha cede
MIOBHE KEPyBaHHS 1TEpalli€lo.

Koncrpyxkuis muxiy: for (let 1 = 0; 1 < students.length; i++).

let 1 = 0: moumHaeMo 3 nepioro eiaemMenTa (iHaexc 0).

1 < students.length: npairoemo, MoKu He MIAAEMO A0 KIHIIS CIIUCKY.

1++: micist KOKHOTO KPOKY MEPEX0UMO 70 HACTYITHOTO €JeMEHTA.

PosrnsiHemMo J1oriKy BeepenHi.

JlocTyT 3a IHIIEKCOM: MU 3BEPTAEMOCS JI0 KOKHOTO CTy/IEeHTa uepe3 students|i].

[TepeBipka ymoBu (dinsrparis): if (students[i].score >= 60) - kaxxemo mporpami
3YINUHUTHUCS 1 TIOJIMBUTUCS HA 0aJl KOHKPETHOTO CTYJ/ICHTA.

Hisa (MyTaitisi): SKII0 yMOBa iICTUHHA, MU BUKJIMKaeMO MeTos .push(). BykBansHo
O0epeMo 00'eKT 1 «3alITOBXYEMO» HOro B Haml HOBMM MacuB. ToOTO, MU J1EMO SK
MikpoMeHemkepu. He npocto kaxemo: «/laii MeH1 CIMCOK YCHIIIHUX CTYAEHTIB», MU
MOKPOBOTO BUKOHYEMO BCi €TaIy, HaYe MPOMHUCYIOUH iX:

1. «Bi3pMu MOpokHiil apKyIID.

2. «Cranp Ha MOYATOK CIUCKYY.

3. «IloguBuCh Ha a1 NEPLIOTO CTYIEHTA.

4. «SIxuio BiH OutblIe 60, 3anUIIM IM' HAa M1M TOPOXKHIM apKyID».

5. «Ilepeiiay 10 HACTYIMHOTO CTYIAEHTA.

6. «IToBTOPIOM, TOKM CITHMCOK HE 3aKIHUUTHCS.

IMmneparuBHa QiabTpais MOJIArae B:

- CTBOPEHHI MOPOXKHHOTO MacuBy const passingStudents = [], came crogu Mu
OyneMo 30MpaTu CTYACHTIB, sIKI TPOUIILIH;

- onuci UKy for Kpok 3a KpokoM; 1 mounHaeThest 3 0 1 30uIbiIyeThest HA 1 (1)
KOKHOTO pa3y. [ [MKI1 BUKOHYETBCS CTUTBKH Pa3iB, CKUTBKH €JIEMEHTIB Y MacuBi students
(4 pazn);

- pyuHiii mepeBiplii yMOBH XTO HaOpaB 60 abo Oiible Oamis;

- T0JJaBaHH1 eJIEeMEHTA /10 HOBOTO MACHUBY.

[licns BuKOHaHHA KoAy MacuB passingStudents Oyne MICTUTH HACTyIHUIN

pe3yJbTar:
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[{

name: "I'anHa',
score: 85

bro Ao
name: "Muxawnnao",
score: 72

}]

[Ticns 3aBepilieHHS LUKITY, CTaH NporpaMu OyJie HACTYTTHHUM:

["anna (85): YMoBa 85 > 60 € ictTuHHOIO (true) - 10maHo A0 MaCHUBY.

Jmutpo (45): YmoBa 45 > 60 € xubHot0 (false) - irHopyeThCs.

Muxaiino (72): YmoBa 72 > 60 € icTUHHOIO (true) - J0JaHO 10 MaCHBY.

Jlronmuiia (58): YmoBa 58 > 60 € xubHoto (false) - irnopyeThes.

B iMnepatuBHOMY MiaX0/i cTBOpMIM MexaHi3M "curta". KojkeH eleMeHT MacuBy
students mpoiimoB yepe3 nepesipky if. Ham macuB passingStudents terep MiCTUTB
MOCUJIaHHS Ha Tl caMi 00'€KTH, IO i OpUTIHAIBHUIN MacuB. OCKUIBKY IUKII WIIOB BiJl
1 =0 no xinug, ['anHa e nepioro, a Muxaitio IpyruM - TOYHO TakK CaMo, SIK BOHH
pPO3TalIOBYBaJUCs B MOYATKOBOMY cnucKy. JloBxknHa MacuBy passingStudents.length
JOpIBHIOE 2, Xoua OpuriHaibHHM MacuB students.length 3anumaerscs piBHUM 4.
IMniepatuBHMI MiAX10 HE 3MIHIOE BX1JIHI JIaH1, SIKIIO BU CaMl I[bOTO HE TIPOIHUIIIETE.

Po3rnsineMo sik Oyzie BUINIAIATH I€KIapaTUBHA BepCls L€l K (LIbTparii.

const students = |

{ name: 'T'aHHa', score: 85 },
{ name: 'IMmmuTpo', score: 45 },
{ name: 'Muxawmmno', score: 72 1},
{ name: '"JlioopMmmia', score: 58 }
17
const passingStudents = students.filter (student =>

student.score >= 60);

console.log(passingStudents) ;

Kom cTBOpIO€ MacHB CTY/ICHTIB 1 OTHUM PSIIKOM BiIPUIBTPOBYE TIIBKH THX, Y KOTO

6au (score) > 60. Pe3ynbprar BUBOAUTHCS B KOHCOJb.
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B sikocTi BUXITHUX JAaHUX B HAC CTBOPIOETHCS MAacUB 3 4 00’€KTIB-CTYJCHTIB.
Koxxen crymeHT mae nBa mojsi: name (im’s1) Ta score (6am). MacuB HE 3MIHIOEThCS
Hagam (const). Mu He mumiemo, sik came GinsTpyBaTH (UK, 1HACKCH, push, TOIIO).
Mu mipocTo onucy€emMo, 1o XO4EMO OTPUMATH.

Mertop filter() - e BOymoBaHu# iHCTpYMEHT MacuBiB y JavaScript, IKuii CTBOPIOE
HOBUY MacHuB 3 yCiMa e€JIEMEHTaMH, 110 TTPOUIILITN TIEPEBIPKY.

students: MacuB, IKui MU X04eMO "TpocisaTu".

filter(...): dynkis Bumoro nopsaky. Bona cama 3amyckae uki " Karmotom'",
nepeduparoyu KOKEeH eJIEMEHT MaCHUBY.

student => ...: ne crpinkoBa (ynkuis (callback). Bu kaxere meromy: «Jlns
KO’KHOTO OKpeMOro 00'ekTa B MacuBl (Ha3BUMO Koro student) BUKOHAH HACTYITHY J1I0».

student.score >= 60: Lle moriuna ymoBa (npeaukr). Ko ymoBa noBeprae true -
CTYACHT 3aJIUIIAETHCS B HOBOMY MacuBi. Skio false - cTyeHT BigkuaeTbes.

Konu Bu Bukmukaere .filter(), JavaScript Bukonye HacTymnHi Aii:

1. CtBOpIO€ HOBUI MOPOKHIN MacuB (BHYTPIIIHbO).

2. bepe nepmmit enement (I'anna, 85). Ilutae: 85 > 60?7 - Tak. Knane 'anny B
HOBHUM MACHB.

3. bepe npyruit enement (mutpo, 45). [Tutae: 45 > 60? - Hi. IrHopye #oro.

4. bepe TpeTiit enemenT (Muxaitno, 72). [lurae: 72 > 60? - Tak. Knage Muxaiina
B HOBUI MacCuB.

5. bepe uerBeptuii enement (JIronmua, 58). Ilutae: 58 > 607 - Hi. Irnopye Ti.

6. [ToBepTae roroBUif MacHUB 1 3aIIUCY€E HOTO B 3MIHHY passingStudents.

ToOTO, pe3ynbTaT TMPUCBOIOETHCSI B HOBY KOHCTAHTy passingStudents.
Opurinanpauii MacuB students He 3MiHIO€ThCs, .filter() 3aBxkau moBepTae HOBUU
MacCHB.

Bubip MDK imMmepaTMBHUM Ta JEKJIapaTUBHUM miaxogamu (puc. 1) - 1e
CTpaTeriyHe pilleHHs, $KE BIUIMBA€ Ha MPOAYKTHUBHICTb PO3POOKH, HAIIMHICTD
CUCTEMHU Ta BapTICTh il MATpUMKU. Bubip dYacto 3aiexuTh BiJ TOTO, HA YOMY

30CEPEIKYETHCS yBara: Ha KOHTPOJII MPOILIECY YU Ha OMUCI JIOTiKU [92].
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Pucynok 1. IMneparuBHUM Ta IeKIapaTUBHUMN TT1JIX1]T

Jlxepeno pucyHka: po3poOka aBTopa.

[{s niarpama AeMOHCTpY€ 1€epapXiuHy Kiacu]ikallito mapajgurm IporpaMmyBaHHs,
i€ 30BHIIIHI KOJIa MTPEICTABIIAIOTh 3arajibHl KoHLenii (Ppinocodiro HanucCaHHs KOy ),
a BHYTPIILIHI - IXHI KOHKPETHI peaiizaiii a00 BIAraIy>KeHHS.

JliBa yacTuHa: IMIIEpaTUBHA BEPTUKAJIb - YaCTHHA JllarpaMH LTIOCTPYE MIIAX1]I,
3aCHOBAHMI Ha KOMaH/IaxX Ta 3MIHI CTaHYy.

Imperative programming (30BHIIITHE KOJIO) - 1€ «HAKa30BUi» CTWIb. [Iporpama
CIPUMMAETHCS SIK MOCTIIOBHICTh 1HCTPYKIIIM, SIKI KPOK 32 KPOKOM 3MIHIOIOTH CTaH
KoMn'toTepa (3Ha4eHHs B mam'saTi). Bu OyKBaJIbHO Ka)KeTe MalllMHI: «BI3bMH 1I€
3HA4YEHH$, A0/l 0 HBOTO I'ATh, 30€pEXKH pe3yabTar.

Procedural Programming (BHYTpILIHE KOJO) - L€ €BOJIOLIS IMIEPATUBHOIO
MiaxXoAy. 3amiCTh CYIIUJIBHOTO TMOJOTHA KOMaHJ KOJi pO30OMBAEThCA Ha OJOKU -
npoieaypu abo mianporpamMu. BoHO 3HaXOAUTHCS BCepenrHi, 00 MOBHICTIO HACIITYE
IMIIEpaTUBHY JIOTIKY (IIOKPOKOBICTh, 3MIHHI, IUKJIN), aJIe JOAAE€ MEXaH13M TOBTOPHOTO
BUKOPUCTAHHS KOAY.

[IpaBa uvacTuHa: JeKJIapaTHBHA BEPTUKAIb - YaCTUHA OMHUCYE MiAXiJ, IO
0a3yeTbcsl HA BU3HAUYCHHI PE3yJIbTaTy Ta JIOTTYHHX 3B'S3KaX.

Declarative programming (30BHIIIHE K0J10): (HOKYC 3MIITYETHCS 3 «SIK 3pOOUTI
Ha «1o orpuMmarw». I[IporpamicT omucye BIIACTUBOCTI KIHIEBOTO pe3ysbTaTy ado
JIOTIYHI YMOBH, a CHCTEMa cama BUPIIIY€, SKUMH aJIroOpuTMaMu 1ie peasizyBaTtu. Lle

BUIIIMN piBEHB a0CTPaKIIii, 1€ IeTalll KEPYBaHHSI TaM'ATTIO YU MTPOIIECOPOM MTPUXOBAHI.
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Functional Programming (BHyTpiiIHe ko0J10): 11€ crenudivyHa Ta cyBopa dhopma
JeKJIapaTuBHOro cTwito. IIporpama OynmyeTbest sik HaOlp MareMaTUYHUX (DYHKITIH.
BoHo BXonuTh 10 CKIaay JEKIapaTUBHOTO MPOTpaMyBaHHS, OCKIIBKU 3aMICTh 3MiHU
CTaHy 4Yepe3 KOMaHAW, BOHO BUKOPHUCTOBYE OOYMCIIEHHS BHpa3iB. TyT Hemae
«3MIHHUX» Yy 3BUYHOMY PO3YMIHHI - € JIUIIE BX1AHI IaHi Ta pe3yasTar TpaHchopMmairii.

Te, 0 OmHE KOJIO 3HAXOMWUTHCS BCEPEIWHI 1HIIIOTO, O3HAYAE BITHOIICHHS €
Bugom». ToOTo, Oynb-ska mporenypHa moBa (sik C abo Pascal) 3a cBoero cyTTiO €
iMnepatuBHOIO. bynb-sika cyto gyHkiioHanbsHa MoBa (sik Haskell) € neknaparusHoro.

JliarpamMu HaBMHCHO pO3HECEHI B cTopoHH. Lle miakpecitoe QyHIaMeHTaIbHY
PI3HMIIO B MUCJICHHI: IMIEPATUBHUM MiAX1J KEPY€E MPOIIECOM, a JCKIapaTUBHUM -
JTAHUMH Ta JIOTIKOIO.

Jlst po3poOHUKa 14 AlarpaMa CIIyrye KapToro: Ko Bu numiete kox Ha C, BU
nepeOyBaeTe B JiBiM 30HI. SIKmo BU cTBOproere 3anuTu Ha SQL abo Bepcraere Ha
HTML/CSS, Bu nparioere B pasiii, AeKIapaTuBHIM 30H1. PO3yMiHHS TOTO, 1€ came BU
3HAXOJUTECh, JOTIOMara€ MpaBWJIBHO OOUpATH I1HCTPYMEHTU JJIi BUPIIICHHS
KOHKPETHHUX 1H)KEHEPHUX 3aB/IaHb.

Busznaunmo kputepii, siki JOMOMOXKYTh 3p0OUTH MTPaBUIILHUN BUOID:

1. CxytanHiCTh G13HEC-JIOTIKU Ta CTaHYy.

Sxmo Bam iHTepdeiic ado cuctema MaroTh 0arato 3ajJeKHUX €JIEMEHTIB; 3MIHA
OJTHI€T 3MIHHOT Ma€ OHOBHUTH IT'SITh PI3HUX TEKCTOBHUX TOJIIB, 3MIHUTH KOJIp rpadikiB
Ta po30J0KYBaTH KHOIIKY - JE€KJIAPATUBHICTh BPATYE BAC BiJl MOMUIIOK CHHXPOHI3aIli.

Sxmo norika JiHIMHA Ta TMPOCTa, HAMPUKIA, PA30BUNA CKPUNT i OOPOOKH
¢aiinmy abo anropuTM, J€ KOXEH KPOK Ma€ BUKOHYBAaTHUCS B CYBOPO BHU3HAUYECHOMY
MOPSIIKY 3 MPSMUM JIOCTYTIOM JI0 MaM'sITi Kpaille 00paTh iMIepaTuBHUMN MiAX1I.

2. IIponyKTUBHICTH Ta peCypcH

SIkmo  mpamoere 3 MIKPOKOHTpoJiepaMu  a00  BHCOKOHaBaHTaKEHUMU
OOYMCIIEHHAMH TOTPIOEH MOBHUN KOHTPOJIb HaJ KOKHUM IMKIIOM IIpoliecopa Ta
BUNIIeHHAM mam'siTi. Tyt abcTpakinii HeKIapaTUBHUX CUCTEM MOXKYTh OyTH 3aHAJTO

"BayKKUMU'".
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[Tpu po3poOiti cyuyacHux BeO-1HTepPeiiciB YU CKIaIHUX MPOTPAMHUX KOMILJIEKCIB
cydacHi pyuiii (Opay3zepu, BIpTyaJibHI MaIllMHN) ONTHMI30BaHI HACTIILKH JA00pe, 10
iXHI BHYTpIIIHI aJTOPUTMH OHOBJICHHS YacTO MPALOIOTh IIBUIIIE, HIK PYYHHUI KO
CEpeHbOro MPorpamicTa.

3. MacmrraboBaHICTh Ta KOMaH/1a

JlexnmapaTuBHUN — MmOXifg Kpamuid g Bedukux  KoMaHn.  Kom  cTae
CaMOJOKyMEHTOBAaHUM: BH 4YMTaeTe "IIO Mae cTaTucsa", a He "AK MU OiraeMo Mo
macuBax'". Lle 3MeHIIye KiTbKICTh OariB npu nepeaadi MpoeKTy 1HIIUM PO3pOOHUKAM.

IMnepatuBHMI MiAX1J] BUMarae JeTajbHOTO KOMEHTYBaHHS Ta CyBOPOTO
JOTPUMAHHS apXITEKTYPHUX MAaTEePHIB, 1HAKIIIE Yepe3 MiB POKY KOJ IEPETBOPUTHCS Ha
"crareTi", A€ HIXTO HE 3HA€, AKa (PYHKIIS 3MIHWJIA TT100aJIbHY 3MIHHY.

BukopuctanHs HaTUBHHUX JEKJIapaTUBHUX MEXaHI3MIB y CydacHOMY BeOi
J03BOJISIE 3HAYHO CIIPOCTUTH apXITEKTYPY 1HTEpQEiCy, IEPEHOCIUH JOTIKY KEPYBaHHS
ctanoM 3 JavaScript 6e3nocepenaro B HTML Ta CSS. Ile niBuIlye npo1yKTUBHICTb,
OCKUIbKH Opay3ep ONTHMI3YE 111 IePEeX0/Ih Ha HUKHbOMY PIBHI.

Po3rnsiHeMo HaTHBHI J€KJIapaTHBHI MEXaHI3MHU KEpyBaHHS CTAHOM Ta BUOOPOM
€JIEMEHTIB.

B3aemosiss 3 kopUCTyBaue€M 4YacTO BUXOIUTH 32 MEXI IIIOCKOT CTOpiHKH. J[iis
KEepYBaHHS yBarol0 BUKOPHUCTOBYIOTHCS JOJATKOBI IIAPH, K1 MAIOTh YITKY 1€papXiio -
BiJl ITI00ATbHUX KOHTEHHEPIB JI0 IPIOHUX JOTIOMIXKHUX €JIEMEHTIB.

TpaguuiitHo It CTBOPEHHS MOJAJIBHUX BIKOH a00 KOHTEKCTHUX MEHIO
PO3pPOOHUKH BUKOPUCTOBYBAJIM CKIIAaH1 JS-crieHapii 11t MaHIMmyssiii BJIaCTUBOCTSIMHU
display a6o z-index. Crammaptu HTML Ta CSS npomnoHymoTh JIeKIapaTUBHY
aJBTEPHATHUBY.

Popover - me Oymp-siki CrumMBarodi €JleMEHTH B iHTepdelci: MaKa3Ku, o
PO3KpPHUBAIOTHCS MEHIO, TPEBBIO TOBAPIB Ta 1HIII.

VY BeO-nu3aitHi € Benuka rpymna oBepieiB (overlays). Jlami, BcepeauHi oBepiieis,
KOJIO €JIEMEHTIB 3BYXKYEThCS 10 KOHKPETHIMMX TMomamiB (popups). 3a3Bu4aii, 1e

HEBEJIMKI BIKHA, K1 3'IBJISIOTHCS aBTOMATHYHO.
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OBeprieil - 116 HaWBUIUKA pIBEHb a0OCTpakilii 1y OyIb-sIKOTO €JIEMEHTa, IO
PEHIEPHUTHCS KIIOBEPX» OCHOBHOTO KOHTEHTY. MIOro roloBHA TeXHiuHA 0COOIMBICTD -
KepyBaHHS 3a JOMOMOro1o z-index ab0 BUKOPUCTAHHSI CIIELIaIbHOTO BEPXHBOTO IIapy
Opay3epa. OBepiiei CTBOPIOIOTH Bi3yallbHY DIIHOWHY, T03BOJISIOYM KOPUCTYBayeBi
B3aEMOJIISATH 3 TOMATKOBUMHU (YHKITISIMH, HE 3aJIUIIAI0YH TIOTOYHOI CTOPIHKH.

Bcepenuni cimeiicTBa oBepieiB BHAUIAIOTH Tomamu (popups) - me AuHaAMIdHI
€JIEMEHTH, 10 3 SBJIAIOTHCS Y BIAMOBIAL HA TEBHY MO0 (KJIIK, HaBEACHHS abo
CHUCTEMHE CIOBimeHHs). Ha BigMiHy BIg CTaTUYHUX OBEpieiB (HAmpHKIA,
3aKpIIUICHOI O1YHOI MaHesi), Momany 3aBXId MaloTh THMYAacOBHM XxapakTtep. Bonu
ICHYIOTb JIMIIIE JIOTH, TOKA BUKOHY€ETHCS 3aBIaHHS a00 MOKU KOPUCTYBaU iX HE 3aKPHE.

Bcepenuni kareropii momnamiB iCHye (YHIaMEHTAJIbHUA MOAUT 3a THUIIOM
MTOBEIIHKHU:

Hianoru (Dialogs): Lle ¢pyHKIioHaNbHI By3JIM, IO BUMArarTh BiJ KOPUCTyBa4ya
NpUIHATTS pimieHHs. Haituacrtiine BOHM € MOAalbHUMH: OJIOKYIOTH B3a€EMOJIIO 3
PEIITOI0 CTOPIHKH, MOKU MUTAaHHS HE Oyle BUPIIMICHO (HANPUKIAL, IMiITBEPIKCHHS
BUIaNieHHs (aiimy abo ¢popma Bxoay). Lle «kputruHa» TOUKa iHTEpPEICY.

ITorioBepu (Popovers): Ha BigmiHy Big giajoriB, IIONOBEPHU 3a3BHYAM
HEeMoJalibHl. BOHM NpONOHYIOTH JOAATKOBI Aii a00 1H(GOpMalil0 B KOHTEKCTI
KOHKPETHOTO €JIEeMEHTa (HampuKIIaJ, MEHIO BHOOpPY JaTu abo MaHedb HajallTyBaHb
npodinro). KopuctyBay Mo)ke BITBHO ITHOPYBATH TOTIOBEP 1 MPOJOBKYBAaTH POOOTY 3
OCHOBHUM KOHTCHTOM.

Hait6inpm cnerudiuanM enemMeHToM € miakasku. Ile mikpoinTepdeiicu, ski €
iIMHOKHHOIO TIOTIOBEPIB. [XHS €MHA METa - HAJIaTH KOPOTKY TEKCTOBY JOBiIKY IPO
00'eKT, Ha SKUU BKa3ye€ KopucTyBad. Uepe3 CBOIO JIAKOHIYHICTh BOHU 3alMalOTh
HaWHWKIANA 1a0enb B 1epapXxii, ajie € KPUTHUYHO BAXJIUBUMHU JJIS JOCTYITHOCTI Ta
HaBYaHHS KOPUCTyBa4da BCEPEINUHI CKIIAIHUX CUCTEM.

I{st ctpykTypa BijoOpakae JIOTiKy "HaciiayBaHHs" BJIACTUBOCTEM:

@OyHKIIOHATBHICTh: KOYKHA IT1]JKa3Ka TEXHIYHO Peali3y€eThCs K MOMOBEP, 10 Ma€

BJIACTUBOCTI TOTIANa, SKUH CBOEIO YEPTOI0 € OBEPIICEM.
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CemaHTuKa: 1Jig peajizalli uxX piBHIB BUKOPUCTOBYIOTHCS CHEIUM(DIUHI TeTH Ta
aTpudyTH, sSK-0T <dialog™> s mianoriB adbo arpulyT popover sl KOHTEKCTHUX BIKOH,
0 JT03BOJIsIE Opay3epy MPaBUIBHO 00poOIATH (POKYC Ta MOCTYMHICTH JJIS MPOTpaM
3YUTYBaHHS €KpaHa.

[TepeBaru Ta HEMOMIKU KOMITOHEHTIB:

Hianoru 3a6e3neuyroTh MakCHUMalbHUN (DOKYC 1 YMCTOTY OCHOBHOI CTOPIHKH,
BUHOCSAYM CKJIaJIHI opMHU B okpemuil map. [Ipore BoHM CTBOPIOIOTH BUCOKHII PiIBEHB
«reptsi» (UX friction), arpecMBHO TepepuBarOdu TMOTIK poOOTH, 1 TOTPEOyIOThH
peTeNbHOI TEXHIYHOI peatizaii Iy TATPUMKA JOCTYITHOCTI.

[TonoBepu rHyuKi Ta 3py4Hi 711 BUOOpY mapaMeTpiB (QUIBTPU, MEHIO), OCKLITBKH
J03BOJIAIOTh KOPUCTYBayeBl OaUUTH KOHTEKCT 1 JIETKO 3aKPUBAaTH BIKHO KJIIKOM 1032
oro mexamu. [OJIOBHMIT HENONIK - PU3UK BUMAIKOBOTO IMEPEKPUTTS BaXKIMBOTO
KOHTEHTY Ta CKJIaJHICTh aJanTallli mija Majii eKpaHu cMapT(oHiB.

[Tinkasku - 11eanbH1 111 €KOHOMII TPOCTOPY Ta HABYAHHS «HA XOMY», 0COOIIMBO
B MIHIMQJIICTHYHUX 1HTEpdeiicax 3 ikoHKaMu. BonHOYac BOHU MTPAKTUYHO HE 1ICHYIOTh
Ha Ta4y-MPUCTPOAX (dYepe3 BIACYTHICTh cTaHy hover) 1 mpu HaAMIPHOMY BUKOPHUCTAHHI
CTBOPIOIOTH Bi3yaJbHUM IITYM, SIKMI BIJIBOJIIKA€E BiJl OCHOBHOT METH.

OpgHuM 13 TPIOPUTETHUX HAMPSMIB PO3BUTKY CY4YacHOI BEOBEPCTKU €
BUKOPHUCTaHHS BOyAOBaHMX JAeknapatuBHUX MoxinBocteit HTML. PosmistHemo
MPUKJIAJ peai3allii BIKHa CIIOBIIIEHHS PO CTaH TEXHIYHOTO MPUCTPOIO 32 IOTTOMOTOI0
aTpudyTa popover.

[e# migxia 103BojsiE CTBOPUTH (YHKIIOHATBHUMN THTEPPEIC AT MOHITOPUHTY
JaHUX JaTyhka 6e3 BUKOpUCTaHHs JavaScript, 10 3HAYHO CIPOILY€E CTPYKTYpPY KOIY
Ta MIJIBUILYE HOTO TPOAYKTUBHICTb.

OO00B's13K0BI1 aTpUOYTH JIJIs1 HAITUCAHHS KOJTY:

- popover - BKa3ye, 10 OJIOK Tenep MOBOAUTHCS SK TOMOBED;

- 1d - yHikanpHUN 17eHTU(IKATOp OJIOKY, IO BUKOPHUCTOBYETHCS ISl MOKa3y
MOTOBEPA;

- popovertarget - MOB'sI3y€ €JIEeMEHT, HalTpUKJIaJl, KHONKY a0o iHmuit HTML-ter 3

IIOIIOBEPOM. SIK 3Ha4EHHSI BUKOPUCTOBYEThCSA ID eneMenTa, skui X04eMO IOKa3aTH.
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Peasnizyemo BUBEICHHS TaHUX JIATYUKOM.

<button popovertarget="info-box">BuBecTu cTaTycC IaTuMka
</button>

<div id="info-box" popover>
<p>CraTyc: AKTUBHUMIL/P>
<p>Temmneparypa: 27°C</p>
</div>

Bpay3ep camocTiitHO 00p0o0JIs€ KITIK 1O KHOIIII, BIIKPHUTTS BIKHA, 3aKPUTTS MPH
KJIIKY 11032 HUM Ta KJIABIIIY.

Hacnpasnai arpubyT popover Mae JBa 3HaYEHHS:

auto - 3HAYEHH 32 3aMOBUYYBaHHSM HeE MOTPIOHO MPOMUCYBATH sIBHO. OAHOYACHO
3'sBsieTbCs JMmIe oauH. llomoBep Moke OyTHM 3aKpUTH Ha KIIKY 3a MEKaMH
€JIEMEHTA;

manual — Mo)XHa MOKa3aTu KiJibka OJHOYACHO.

[TonoBep He MOXKe OyTH 3aKpHUTHIA Ha KIIIKY 3a HOrO MEXaMHu:

<button popovertarget="popover-auto">
<code>popover="auto"</code>
</button>

<div id="popover-auto" popover="auto">
<p>3akpuBan iHmi cnamupBakoul BikHa. 3akpuBawncCh cam.</p>
</div>

<button popovertarget="popover-manual">
<code>popover="manual"</code>
</button>

<div id="popover-manual" popover="manual">
<p>He 3akpuBailn 1Hmi. Be3 KHOMNKM HEe 3aKpHUICh.</p>
</div>

Ieit xox nemoHcTpye poboTy cyuacHoro Popover API, ne rosoBHa BiAMIHHICTh
MDX arpuOyTamu auto Ta manual nmossrae B crnoco0i KepyBaHHSI CTAHOM BIKHA.
Konu Bu BUKOpHUCTOBY€ETE popover="auto", Opay3ep 3aCTOCOBYE JIOTIKY «M'SKOTO

3aKPUTTS»: TAKUM €JIEeMEHT aBTOMAaTUYHO 3HHMKA€ MpU HATUCKaHHI Kiasimi Esc abo
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KJIIKY B OyJIb-SIKOMY MICIIl 11032 MEKaMH BiKHA, a TAKOXK BIH € €KCKJIFO3UBHUM, TOOTO
BIJIKPUTTS OJTHOT'O aBTOMATHYHOTO ITOIOBEPY aBTOMATHYHO 3aKpHBA€E BC1 1HIII MOA10H]
BiKHA Ha CTOPIHIII.

Haromicte popover="manual" irHopye 30BHIIIHI KJIiKM Ta KiaBimy Esc,
3aNUIIAI0YUCh BUIUMUM JI0 THX Mip, MOKKU He Oyne 1HiiiioBaHa KOHKpETHA KOMaH/a
3aKPUTTS Yepe3 KHOIMKY a00 CKPHIIT; TAKUH PEKUM JTO3BOJISIE IEKITHPKOM CIUTHBAIOYAM
BIKHaM CIIBICHYBAaTH Ha €KpaHi OHOYACHO, HE KOH(MIIKTYIOUH MiK COOO0I0.

OOwuBa TUMH €IEMEHTIB IPU aKTUBAIl]l MEPEMIIIYIOThCS Y TaK 3BaHUIN BEpXHIi
map JoKymeHTa (top layer), mo 103Bojisgse iM BigoOpakaThucs MOBEpPX YCiX 1HIIUX
00'ekTiB 0€3 HEOOX1THOCTI HAIAIITYBaHHS Z-index, Mpu [IbOMY 3B’ 30K M1k KHOTIKOIO-
TPUTEPOM Ta CAMUM BIKHOM pealli3y€e€ThCs 4epes napy arpulyTiB popovertarget Ta id.

Ter <dialog> - ne cyuacuuit crangapr HTMLS nns ctBopeHHs MOJalbHUX Ta
HEMOJIAJIbHUX J1aJIOTOBUX BIKOH (CIUTMBAaIOYUX BIKOH, MIATBEPIKEHb, (DOPM BXO.IY)
[93].

Panimie po3poOHuKy Oyiu 3MyIIIEHI BAKOPUCTOBYBATH CKJIaIH1 KOMOiHAIT <div>,
a0COJIOTHOTO MO3ULIIOHYBaHHs Ta JavaScript U1t kepyBaHHS POKYCOM 1 JOCTYIHICTIO.
Tenep Opay3epu HagarOTh HATUBHUHN IHCTPYMEHT, SIKMM Oepe Ha cebe OLIBIIICTh
1H)KEHEPHUX 3aBIaHb 1010 B3aEMO/I1i 3 KOPUCTYBAYEM.

Bukopucranusa <dialog> kapaunanbHo 3MiHtOe miaxig g0 Ul-po3pooku. lle
JEKJIApaTUBHUM €JIEMEHT, KM 3a 3aMOBUYBAaHHSM MPUXOBAaHUN 1 Mae BOYIOBaHY
JIOT1KY TOBEIIHKH.

[onoBHa mepeBara - BiH aBTOMAaTUYHO BIAMOBIJAA€ CTaHIApPTaM JOCTYITHOCTI,
3a0e3mneuyour KOpEeKTHY poOOTy CKPIHpIiIepiB Ta KEpYBaHHsI KJIaB1aTypolo, 110 PaHiIIe
noTpeOyBasio HAMKCaHHS AECATKIB PSIIKIB KOTY.

Po6ora 3 <dialog> 06a3yerhbcsi Ha TPbOX OCHOBHUX KHWTax: CTaHl, METOJaX
BIIKPUTTS Ta CTUJII3AIIT IT1AKIAIKH.

1. JIBa peskuMH BiTOOpaXKCHHS: CJIEMEHT MOYKE TPAIIOBATH Y JIBOX MPUHITUIIOBO
PI3HHX pPeXUMaX, 3aJIE’KHO B1JI BUKJIMKAHOTO MeToay JS.

Hemonanbnnii pexxum (show()) - konu Bu BUKIIMKaeTe giaior yepes .show(), BiH

MOBOJIUTHCA SIK 3BUYAMHUIN aOCOTIOTHO TO3UIliHoBaHUi eneMeHT. KopuctyBau Moxe
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BUILHO MPOKPYUYYBaTH CTOPIHKY, HATUCKATH HA MOCWJIAHHS a00 3amoBHIOBATH (GOpMU
1o3a MeKaMu J11ajiory. BikHO 3auIIaeThCsi B MekKaxX TOro KOHTEKCTY HAKJIaIaHHs, /1€
BOHO Oyno ctBopeHe. lle o3Hawae, MO BOHO MOXKE ONWHUTHUCS IIiJl 1HIIAMHA
eJleMeHTaMH, SKIo y HuXx Bunmi z-index. IlceBmoenmemeHnt ::backdrop y mpomy
pEeXHUMI HE B1IOOpaxaeTbcs, TOMY BU HE MOXKETE aBTOMAaTHYHO 3aTEMHUTH CTOPIHKY.
Mo:I1MBe BUKOPUCTAHHS JJIs1 TUIaBalOYHX MaHee IHCTPYMEHTIB, YaTH Y KyTKYy €KpaHa
a00 BiKHA CIOBIIIEHD, 110 HE MOTPEeOYIOTh HETalHOT JIii.

Monansauit pexxum (showModal()) - meton .showModal() akTuBye crneriaabHy
MOBEJIIHKY Opay3epa, sika pOOUTh BIKHO MPIOPUTETHUM 00'ekTOM. MomallbHUM J11aJior
aBToMaTu4HO nepeMimyethest y "Top Layer". Bin 3aBxkau Oyne moBepx ycix IHIIUX
€JIEMEHTIB CTOPIHKH, HE3aJeXKHO BiJ HamamTyBaHb z-index y CSS. Pemra cTopinku
ctae "iHepTHOWO". bpay3ep irnopye Oynb-siKi KJIIKH, CKPOJI a00 BUIIJICHHS TEKCTY 1032
Mexxamu gianory. Ilpu HartuckanHi kmasimi Tab ¢goxyc HUKIIYHO NepeMillyeTbes
JUIIe MK KHONKAaMHM Ta MOJsIMM BceepeauHi pgianory. [loku BIKHO BIKpHUTE,
KOPUCTYBau HE 3MO)K€ BUIIaJJKOBO MEPECKOUMUTH Ha MEHIO calTy uu ¢yrep. bpaysep
aBTOMAaTU4HO JaoAae oOpoOHMK KimaBimi Esc s 3akpuTTs BikHa. B 1miboMy pexxumi
3'SIBISIETHCS criemianbHui map (::backdrop), sxuii MoXHA CTHII3YBaTH (HAIPUKIIA],
pPO3MUTH a00 3aTeMHUTH (POH), 11100 BI3yalbHO BIIOKPEMHTH J1aJIOT BiJl KOHTEHTY.

2. IlceBnoenemenr ::backdrop

[Tpu Buxopucranai showModal() 3a miamorom 3'sBIsSE€THCA CHEMIAIBHUN IMIap,
AKUN TIEpeKpUBaEe CTOPIHKY. PaHimie 1 nporo crBoproBaiv okpeMuid (poHoBuit div.

Tenep MokHa cTUIII3yBaTH oro Hanpsimy depe3 CSS.

dialog: :backdrop {
background-color: rgba (0, 0, 0, 0.5);
backdrop-filter: blur (5px);

Ile no3Bomsie peanizyBaTu cydacHi epekTu po3MUTTA (OHY JHIIE KiIbKOMa

psAKamMu Koy, He nepeBaHTaxxyroun DOM-nepeBo 3aliBUMU €JIEMEHTaMHU.
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::backdrop - cnenianbHU TICEBAOCTIEMEHT, SKUM Opay3ep aBTOMAaTUYHO T'€HEpye
JUTSL MOJIaTIbHUX eJleMeHTIB. BiH 3HaxomuThes y Tak 3BaHoMy Top Layer (HaiiBuiomy
mapi), OesrmocepenHpo Mmija camuMm BikHOM <dialog>, ajme moBepx yChOTO IHIIIOTO
KOHTEHTY CTOpiHKH. BiH ciayrye BidyansbHUM Oap'epoM, SKHM JoromMarae
KOPUCTYBauEeB1 30CEPEIUTHUCS HA MOIATbHOMY BiKHI.

background-color: rgba(0, 0, 0, 0.5); - Hamae ¢oHy Komp Ta TPO30OPICTH.
BuxopuctoByetbcst wopnauii koinip (0, 0, 0) 13 piBHem Henpo3zopocti 50% (0.5). Le
CTBOPIO€E €(EeKT JIETKOTO 3aTIHEHHS BCl€T CTOPIHKU, TOKH MOJIaIbHE BIKHO akTUBHE. Le
ctanaapTHuii mpuiiom B UX-1u3aiiHi 11 aKIEHTyBaHHS YBaru.

backdrop-filter: blur(5px); - po3mMuBae Bce, 110 3HAXOAUTHCS T UM IIIAPOM
(TOOTO OCHOBHMI KOHTEHT cCailTy). 3HaueHHs SpX BU3HAdae cuiay po3mMutts. lle
CTBOPIOE Cy4acHHH edeKT "MaToBoro ckia'.

Ha Binminy Bijg 3Buyaiinoro filter: blur(), sskuit poamuBae cam enemeHt, backdrop-
filter BrIMBae nuIie HA Te, 10 TPOMIAIAETHCS KP13b HBOTO.

3. InTerpamis 3 popmamu (method="dialog")

OpHiero 3 HaOIBII KOPUCHUX OCOOIMBOCTEH € crielianbHUN arpuoyT 1 hopm
ycepeauni manory. Skmo hopma mae method="dialog", To npu HaTHCKaHHI HAa KHOIIKY
BIANpaBKU (submit) BIKHO aBTOMAaTHMYHO 3aKPUETHCS, a 3HAYEHHS KHOMKU Oyne
nepeaaHo y BiacTuBICTh returnValue o6'exta gianory. lle imeanbHO MiAXOAUTH IS
BikoH miaTBepmkenHs ("Tax/Hi").

4. KepyBaHHsI CTaHOM Ta MOAISIMU

JIJ1st THYYKOTO KOHTPOJIIO PO3POOHUK MA€ MOCTYII 10 CICIU(pIIHUX MTOI1M:

close: cripariboBy€, KOJIH 1aJIOT 3aKPUBAETHCH.

cancel: crparboBy€e, KOJM KOPHCTyBad HaTrhckae Esc (103Boisie cKacyBaTH
3aKpUTTS, AKII0 (popMa HE 3alTOBHEHA).

PosrnsiHemo mipukiiaa peasnizaliii MogaJIbHOTO BikHA Ha 0a3i Tera <dialog>, sikuit
JEMOHCTPY€E Cy4aCHUM MmiaxiJl; MiHIMyM JavaScript, BUKOpUCTaHHS HATUBHUX METO/IIB
Ta aBTOMAaTUYHE KEPYBaHHS (POKYCOM.

Mu BUKOpUCTOBYEMO aTpuOyT 1d jyuis qoctymny depes JS Ta cneniansHy Gopmy 3

method="dialog", sika 3akpuBae BIKHO 0€3 TIepe3aBaHTAXKEHHS CTOPIHKHU.
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<button id="openModal">Bimkpury HajamTyBaHHA</button>

<dialog id="settingsDialog">
<form method="dialog">
<h2>HasamryBanHa npodimo</h2>
<p>BubepiTh Temy iHTepbercy:</p>

<select name="theme">
<option value="light">CeiTna</option>
<option value="dark">Temua</option>
</select>

<div class="controls">
<button type="button" id="cancelBtn">Ckacypatu</button>
<button type="submit" value="confirm">36eperTu</button>
</div>
</form>
</dialog>

HTML-4actrHa BU3Ha4Ya€ «CKEJIET» KOMIIOHEHTA Ta HOTO MOYaTKOBY MOBE/IHKY.

Ter <dialog>: Ile xoHTeitHEep, sikuil Opay3ep 3a 3aMOBUYBAaHHSAM DPEHACPUTH 3
display: none. Bin Mae cnenianpbHuil BHYTpIlIHIN cTaH. SKmo gogaru atpulyT open
npsimo B HTML, BikHO Oynie BuammMuM oapasy, ajie 0e3 010KyBaHHs (QOHY.

Atpulyt 1d="settingsDialog": HeoOximuuii ang igeHTu(IKalii eleMeHTa B
JavaScript. B cyuacHiit po3po0i1i BaxxiuBO YHUKatu AyontoBanus 1D, o6 He 3mamaTu
JoTiKy 3BepHEeHHS 10 DOM.

Konctpyxkuis <form method="dialog">: ue «kinep-piua» Tera. 3suuaiini popmu
MIpY HATUCKaHHI Ha KHOMKY submit rnepe3aBaHTaXyOTh CTOPIHKY.

method="dialog" kaxe Opaysepy: «He BimmpaBmsiii aHi Ha cepBep, a MPOCTO
3aKkpuil 1eW miajmor 1 30epekH 3HAUEHHS HATHCHYTOI KHONKH Yy BIIACTUBICTD
returnValuey.

Knomnka <button type="submit" value="confirm">: 3nauenns arpudyta value - 11e
Te, M0 MU OTpuMaeMo B JS micns 3akputts. Lle mo3Bosisie J€TKO PO3PI3HATH, UM
KOpUCTYBau MIATBEPAUB 1110, YU MIPOCTO 3aKPUB BIKHO [94].

CSS Biamnosijae 3a Te, IK BIKHO B3a€MO/II€ 3 BI3yaJbHUM IIPOCTOPOM KOPUCTYBaya.
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dialog {
border: none;
border-radius: 8px;
padding: 20px;
box-shadow: 0 4px 15px rgba(O0O, 0, 0, 0.2);
width: 300px;
}
dialog: :backdrop {
background: rgba (0, 0, 0, 0.6);
backdrop-filter: blur (3px); /* EbexT pozamurTa */
}
.controls {
margin-top: 20px;
display: flex;
justify-content: flex-end;
gap: 10px;

Ha Bigminy Big <div>, momanpHuii <dialog> aBTOMaTH4YHO IIEHTPYETHCS
Opay3epom 1o LIEHTPY eKpaHa (BUKOPUCTOBYIOUM BHYTPIIIIHI CTHIII margin: auto).

IIceBnoenement ::backdrop - 1e BipTyanpHUl IHap, SKUM 3HAXOIUTHCS MIXK
J11aJIOTOM Ta PEHITOI0 CTOPIHKKU. BiH iCHye€ JuIe TO/l, KO Jiajor BIAKPUTHHN depes
showModal().

Tyt mu 3actocoByemo backdrop-filter: blur(), o cTBoproe epekT MaToBOrO CKIIa,
(hoKyCyrOuHn yBary KOpucTyBaya BUKIIOYHO Ha KOHTEHTI BIKHA.

Komn Mm BUKIMKaEMO MoOJajdbHE BIKHO, BOHO BHHOCHTHCS Y CIICIiQIbHHMA
BHYTPIIIHIN map Opay3epa, sikuil irHopye Oyab-ski z-index 0aTbKiBCHKUX €JIEMEHTIB.
Le rapanTye, 110 KOJHE 1HIIIE MEHIO HA CTOPIHLI HE IEPEKPUE MOAAJIKY.

JavaScript y nanomy Bunaaky He Oyaye iHTepdeiic, a JuIle MePpEeMUKAE PEKUMU
foro pobotu uepes native API.

Meron showModal(): - 11e kpuTH4YHO BakJIUBUM MeToA. BiH He mpocTo poOUThH
€JIEeMEHT BUJMMHUM, a aKTHBY€ PEKHUM IHEPTHOCTI JIJIi PEIITH CTOpiHKH. bpaysep
MOYMHAE ITHOPYBATH KKK Ta QOKyC KJIaBlaTypH Ha BCIX €JIeMEeHTaX, KpiM THX, L0

Bcepeaunni <dialog>.
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const dialog = document.getElementById('settingsDialog');
const openBtn = document.getElementById('openModal') ;
const cancelBtn = document.getElementById('cancelBtn');

openBtn.addEventListener ('click', () => {
dialog.showModal () ;
Y) s

cancelBtn.addEventListener ('click', () => {
dialog.close() ;

}) s

dialog.addEventListener ('close', () => {
console.log ("PesynbTaT niajnory:", dialog.returnValue);

1)

Meron close(): IlporpamHo 3akpuBae BiKHO. Bu MokeTe mnepenaTtd B HBOTO
aprymenT, Hanpukinan dialog.close("cancel"), mo0 BpydHy BCTAaHOBUTHU pE3yJbTaT
MOBEPHEHHS.

Brnacrtusicts returnValue: ne «mam'sate» gianory. Skmo ¢opma Oyna 3akpurta
yepe3 submit, 1151 BIaCTUBICTh aBTOMaTUYHO HAOyBa€ 3HAYEHHS HATHUCHYTOI KHOIIKH.
Ile mo3BoJisie YHMKATH CTBOPEHHS 3aliBUX DINOOATbHUX 3MIHHHUX JJIs1 30€pE:KECHHS
BUOOpPY KOPUCTYyBaya.

[Tomist close: Mwu mianucyemocs Ha Hei, MO0 BUKOHATH (iHAIBHY IO
(Hanmpukian, 3actocyBatd oOpaHy TeMmy IHTEpQeiCcy), KoM aHiMmalls 3aKpUTTA
3aBepllieHa Ta JaHl OTpUMaHi.

B pesynbrati orpumaemo (puc. 2):

BiOKpuUTKU HanawTyBaHHA

Pucynok 2. CraH «3a 3aMOBUyBaHHSIM»

JI>xepesio pucyHka: po3poOKa aBTopa.
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Konu xopucTyBad 3ax0AUTh HA CTOPIHKY, BIH OAuUTh JIMIIE JTAKOHIYHY KHOIKY
«BiakpuTn HaamTYBaHHMY. Y 1€l MOMEHT Opay3ep yKe TPUMAE B IaM'aT1 CTPYKTYPY
J1aJIOTOBOTO BiKHA, ajie 3aBAsSKU BOymoBaHii BaacTuBOCTI display: none, Ter <dialog>
3aIIMIIAETHCS «HEBUIAUMKOIO». BiH He 3aiiMae >KOJHOTO MiKCeds B MakeTi W, 110
KPUTUYHO BaXXJINBO, TOBHICTIO ITHOPYETHCS CKpiHpimepamu. lle rapanTye, 110
JIOTIOMDXKHI TEXHOJIOTi HE TEePeBaHTAXYIOTh KOPUCTyBada 3aiiBOIO 1HQOpMAIlIEIO
3aBYACHO.

OpHak y MUTh HATUCKAHHS Ha KHOTIKY 3aITyCKA€ThCsI CKJIATHUH JIAHITFOXKOK MO,
[0 MEPETBOPIOE CTAaTUYHY CTOPIHKY Ha AuHamiyHui iHTepdeiic [94]. L1 mpouecu
B1/10yBaIOThCS TApaAJICIBHO:

1. BizyanbHa nosiBa Ta MO3UIIFOBAHHS

3amicTh MaHimyssMii 3 kiacamu CSS, metoxa .showModal() MUTTEBO TEpEeBOAUTD
BIKHO B AaKTUBHHMW cTaH. Jlialor aBTOMaTUYHO WUEHTPYETHCA Yy BIKHI MEpPErvIsay
(viewport). Binpiie He mOTpiOHO BpyuHY BUPAXOBYBAaTH KOOPJAMHATH X Ta y - Opay3ep
Oepe Ha cebe poJib 171eabHOTO JIEKOpaTopa, po3MIIIYIOUH BIKHO y Tak 3BaHOMY Top
Layer, sxuit 3aBKI1 3HaXOAUTHCS HAJ IHIIMUMH €JIEMEHTaMH, HE3aJIC)KHO BiJ IXHBOTO
z-index.

2. CTBOpEHHS «IHEPTHOTO» (hOHY

KoHTeHT OCHOBHOiI CTOpIHKM T [J1aJJOTOM MHTTEBO CTa€ (HOHOBUM.
Bukopucranus MoJanbHOTO PEXUMY AaKTHUBYE TiceBroesieMeHT ::backdrop, sikwii
Bi3yaJIbHO 3aTiHIOE CTOPIHKY. AJie TOJIOBHA Maris - Y (GyHKIIOHAJIbHOMY OJIOKYBaHHI:
KOPUCTYBau HE MOXE HATHUCHYTH >KOJIHE MOCUJIaHHS a00 KHOIKY 032 MEKaMU BIKHA,
Opay3ep (ikCye OCHOBHE TIOJIOKCHHS CTOPiHKH, 3amoOiraroum «scroll leakage»
(mpoxpydyBaHHIO (POHY KOJECOM MHIII), IO JO3BOJSE 30CEPEIUTH BCIO yBary Ha
HaJaIITyBaHHSX.

3. ®oKyc Ta JOCTYIHICTb

SIK TIIBKY BIKHO BIJKPUBAETHCS, POKYC aBTOMATUYHO MEPEMIIYETHCS BCEPEIUHY
niasnory. Ile cTBoproe Tak 3BaHy «mactky ¢dokycy» (focus trap): xnaBima Tab Oyne

[UKYIIOBaTH JIUIIE MIX €JIeMEHTaMH BCEpEeAMHI MojalbHOro BikHA. lle ctanmapt
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0e3MeKH Ta 3pyIHOCTI, IKHIA I03BOJISIE KOPUCTYBady JIETKO KePYBaTH HATAIITYBaHHIMU

3a JIOTIOMOTOI0 KJIaBiaTypH, HE «TyOJISTYUCHY Y 3a0JJOKOBAaHUX YaCTUHAX CAUTY.
BizyanbHamii akment: 3aBnsku CSS-mpaBuimy ::backdrop, ocHOBHa cTopiHKa

3aTEMHIOETHCS. Ta PO3MUBAETHCS, IIO CTBOPIOE TINHOOKHM Qokyc Ha dopmi

HaJlalTyBaHb (puc. 3).

HanamryBannast mpogisiro

Bubepits Temy inTepdeiicy:

[ CkacyesaTtu ] [ 36epertu ]

Pucynoxk 3. MomenT Biakputts (Bukiank showModal())

Jlxepeno pucyHka: po3poOka aBTopa.

Bpaysep aBromarnyHo nepeHocuTh GOKYC Ha MEPIIN IHTEPAKTUBHUIN €JIEMEHT y
niano3i (HampuKIaa, Ha COUCOK BUOopy Temu). KoprcTtyBad MoXke mepeMUKaTucs Mix
MOJIAIMM JIMILIE BCEPEIWHI BiKHA. SIKIIO KOpUCTyBay MepeayMaB, BiH MOXKE MPOCTO
HaTUCHYTH KiaBimry Esc. bpay3ep caMocTiiiHO 3aKkpue BIKHO, HE TOTPEOYIOUYH KOJHOTO
J0AAaTKOBOTO Koy Ha JavaScript.

Ockunbkun  ¢opma mae method="dialog", pe3ynabrar HaTUCKaHHA KHOIOK
00poOmsieThes cienudiyauM unHoM. KHomka «CkacyBaTi»: TPOCTO 3aKpUBA€E BIKHO
yepes Bukink dialog.close(). Knonka «36epertu»: Ockuibku BoHa Mae type="submit"
ta value="confirm", BIKHO 3aKpUBa€ThCs aBTOMATUYHO, a B KOHCOJIb PO3pPOOHMKA
BHUBOJIUTHCS MiATBEp/KeHHsT BuOopy. [licns 3akputrs aianory okyc aBTOMaTUyHO
MOBEPTAETHCSI HA TOYATKOBY KHONKY «BIOKpUTH HajamITyBaHHS», IO O3BOJISIE

KOPHUCTYBau€B1 MPOJOBKUTH POOOTY 3 TOTO 5K MICLIS.
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Otrxe, cywyacHa BeO-po3poOKa OCTaro4HO  BiAIMIIIA  BiJ  KOHIIEMIIIT
«MaHIMyJTIOBaHHS CTOPIHKOIO» HAa KOPUCTb KepyBaHHSA cTaHoM. [Ipu BUKOpHCTaHHI
React, Vue abo Angular intepdetic crae urnctoro npoekitieto qanux: Ul = f(state).

ABTOMaTH3aIlisl CUHXpPOHI3allli ycyBae IIIJIMKA Kjac OariB, MOB’SI3aHUX 13
JmonchkkuM  (paktopom. B iMmepaTMBHOMY MigXo[i pO3POOHUK Mae€ MaM'sTaTH IPO
KOXXeH <span>, <div> um kjac, AKuil Tpeba 3MIHMTH TpPH OHOBIEHHI OalaHCy
KOpUCTyBaya. Y JI€KJIapaTUBHOMY - MPOCTO 3MIHMTH YHUCIO B OO0'€KTI CTaHy, a
peakTtuBHe Aapo PperiMmBopky (depe3 Virtual DOM abo Signal-cuctemu) caMOCTIHHO
00YHCITIOE MIHIMAIBHO HEOOX1H1 3MIHU B JIEPEBI1 €JIEMEHTIB.

[Iporpamict ¢dokycyeTbes Ha Oi3HEC-JOrimi («II0 Mae CTaTUCS»), a HE Ha
TEXHIYHIH peasnizalii OHOBJIEHHS By3JIIB («SIK 3HAUTH €JIEMEHT 1 3SMIHUTH MOTO KOJIP»).

Xoda NEKJIapaTUBHICTh € MPIOPUTETOM Il OI3HEC-JIOTIKA Ta MaHIMYJSALIA 3
MacuBamu (metonu filter, map, reduce), iMmepaTUBHUN MIAXiA 3aJTUIIAETHCS
HE3aMIHHUM IHCTPYMEHTOM Y CIIeHU(PIYHUX HIIIAX.

Konu #nerbest mpo ckiagHy aHIMaliio 31 MBUAKICTIO, poboTy 3 Canvas abo
00poOKy BENHMKHUX IMOTOKIB JJAHUX y PEaIbHOMY 4Hacl, NMpsIME KEPYBaHHS pecypcaMu
JI03BOJISIE YHUKHYTH HAQJIMIIKOBUX BHUTPAT PECypciB (Iam'sTi, MPOLIECOPHOTO Yacy,
Baru (ailiiB), sIKi Wy Th HE HA BUKOHAHHS KOHKPETHOT 3aj1a4i, a Ha MATPUMKY poOOTH
caMoro (pperMBOPKY.

barato cucremuux API Opaysepa (Hanpuxian, podora 3 poKycom, BUAUICHHIM
Tekcty abo cnenupIYHUMU — MEIla-IPHUCTPOSIMU) 332 CBOEKD  MPUPONIOID €
npouenypHuMu. Po3ymiHHA TOro, SK CTBOPUTH JIEKJIapaTUBHY OOTOPTKY Hal
imriepatuBHUM API, - 11e 03HaKa apxiTeKTOpa BUCOKOTO PIBHSI.

Cyuvacuuit Ul - ne OararopiBHeBa cHUCTEMa, /€ KOXKEH IIAp Ma€ CBIi pIBEHb
MPIOPUTETHOCTI Ta BIUTUBY Ha KOPUCTYBAIILKHI TIOCBIJ:

- kxputnuauil map (Modal/Dialog): nepepuBae NMOTIK B3a€EMOIT ISl TIPUUHSATTS
KUTTEBO BOXIUBUX pillieHb. L{e «Omokyrounity map, skuii rapanTye GoKyc;

- koutekcTHH map (Popovers/Menus): Hajgae 70CTyI 10 BTOPUHHUX (QYHKITIH O3

BTpaTnh OCHOBHOI'O KOHTCKCTY,
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- iHdopmamiiauit map (Tooltips/Hints): 3a0e3nedye aromapHi MijJKa3Ku, M0
3’ ABJISIFOTHCS JIMIIIE 32 3aITUTOM, HE 3aXapalllylouu Bi3yaJlbHUM MPOCTIP.

Taka iepapxist CTBOpIOE mependadyBaHy TpPAEKTOPi0 yBarw, e iHTepdeiic
«CTUIKY€ThCS» 3 KOPUCTYBAau€M, HE BUKJIMKAIOYH KOTHITUBHOT IIEPEBTOMMU.

[IpoekTtyBaHHS CHOTOJHI BHUXOAMTH 3a MeXi ecteTuku. lle cTBopeHHs
BIIMOBOCTIMKHX CHUCTEeM 3B'si3Ky. Bukopucrannus natuBHux teriB HTMLS - ne ne
IPOCTO «IPABWIBHUN KOI», a 3a0e3leueHHs TOoro, moO MaiuHa (CKpiHpiaepH,
nonrykoBi po6otu, II-arerTr) po3yMisia CTPyKTypy JTaHUX.

Buxopucranus cydacHux crtanaaptiB (Hampukian, Popover API a6o Native
Dialog) no3Bosie 3MeHIMTH 00csr JavaScript-komy, epekiiaaroun CKIIaIHI 3aBAaHHs
Ha 1iedi Opaysepa, 110 poOUTh A0AATKU MIBUIIIMMHU Ta CTAOUIBHIIIUMU.

ImyTabGenpHl naHl M03BOJSIOTH Jierko peanizyBatu ¢yHkIli «Undo/Redoy,
BIJICT€KYBaTH ICTOPII0 3MIH Ta CHUHXPOHI3YBaTH CTaH MIXK pPI3HUMH YaCTUHAMU
MIPOrpamMu YM HaBITh PISHUMU IPHUCTPOSIMHU.

[ToenHaHHS HATUBHUX MOXJIMBOCTEW MIaTHOPMHU 3 TIOTY>KHUMH aOCTPaKIIIsSIMU -
1€ €IUHUI IUISIX 10 CTBOPEHHS MPOAYKTIB, sIKI OyAyTh aKTyaTbHUMH HE OIUH CE30H, a
pokamu. lle nuigx 10 IHKJIFO3UBHOCTI, /i€ TIporpama OJHAKOBO IIBUKO TMPAIIIOE 1 HA
(marMaHCcbKOMY CMapT(OHi, 1 Ha OIOIKETHOMY IPHUCTPOi B YMOBAaX HECTAOLIBHOTO
1HTEpPEcCy.

Cporoani mpoekTyBaHHs IHTEPPEHCY - 11e PO €HEeKTUBHICTH KaHATY 3B'SI3Ky MIX
JIOAMHOIO Ta MAIIUHOKW. BHKOpPHCTaHHS TaKUX I1HCTPYMEHTIB, $IK PEaKTHBHI
KOMIIOHEHTH, CEMaHTH4YHI TeTu Ta cTaHaaptuizoBaHi API, mepeTBoproe po3poOKy Ha
MIPOIIEC CTBOPEHHS BIJIMOBOCTIMKUX CHCTEM, 3/IaTHUX MPAIIOBAaTH B pealbHOMY Yaci.

CydacHa apxiTeKTypa KOPHUCTYyBalbKOro 1HTepdeiicy OyayeTbcsi Ha lepapxii
mapiB, J€ KOXKEH €JIEMEHT Ma€ 4YITKO BHU3HAYEHY pOJIb Y KEepyBaHHI yBaroro
KOpPHUCTYBava.

Po3yminHs 111€i 1€papXii 103BOJsi€ CTBOPIOBATH 30ajaHCOBaH1 iHTepdeicu, ae
KpUTHUYHI 3aBIaHHS BHPIIIYIOTHCA dYepe3 Alajord, JOMOMIXKHI (QYHKIT - depes
MONOBEpHU, a aTOMapHl TMOSCHEHHS 3aJIUIIAIOThCS B TIJAKa3Kax, 3a0e3medyrouu

nependadyBaHy Ta KOMGQOPTHY B3aEMOIIIO.
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CyyacHuii (QaxiBelb JaBHO TEpepic pojb PEMICHHMKA, IO MPOCTO TPAHCIIOE
aJITOPUTMU B CHHTAKCHUC; CHOTOJIHI BIH BHCTYIAE apXITEKTOPOM CKJIAJHOI HUPPOBOI
B3a€EMOII1, € KOXKECH PSAIOK KOAY € YaCTHHOIO IITOOAIBHOI CTpaTerii.

Bukopucranusa HatuBHHX MOoxutMBocTed matrdhopmu HTMLS y moennanHi 3
OpPUHLIMIIAMA  IMYTa0ENbHOCTI Ta JIEKJIApaTUBHOCTI cTae (yHIAMEHTAIbHUM
CTaH/JapTOM, a He MPOCTO TEXHIYHUM BHOOpoM. Takuii miaxig J03BOJISE CTBOPIOBATH
IpPOrpaMHi MPOAYKTH, A€ CKIATHICTh HE CTA€ MEPEHIKOAOI0 ISl MPOAYKTUBHOCTI, a
CeMaHTHMYHAa YWCTOTa TIulaThopMu 3abe3meuye MTPUPOAHY JOCTYMNHICTH Ta
IHKJIIO3UBHICTh LIU(POBOTrO CEPEIOBUILA 32 3aMOBUYBaHHSIM.

[HTerpanist JEKJIapaTUBHOTO CTUJII0 MUCJIEHHS JIOKOPIHHO 3MIHIOE TPOIIEC
VIOPaBIIHHS CTAHOM CHUCTEMH, MEPETBOPIOIOYM pO3pOOKY Ha OINUC OYIKyBaHUX
pE3yAbTaTIB, @ HE HArPOMAa/KEHHS 3aIUTyTaHUX 1HCTPYKIIiH. Koy He3MIHHICTh JaHUX
CTa€ 3aJII3HUM MPABUIIOM, CHCTEMa M030yBa€THCS III0TO KIacy MOMUIIOK, TTOB’ sI3aHUX
13 HenepeadayyBaHUMU MOOIYHUMU ePeKkTaMu, 0 POOUTH apXITEKTYPy MPO30POIO Ta
HaJ3BUYANHO CTiiiKol0 10 gerpanaiii. lle cTBoproe HamiHUN Kapkac, SIKMM JIETKO
MIJA€TbCSI  TECTYBaHHIO  Ta  MaciuTaOyBaHHIO,  JO3BOJISIIOYM  MPOAYKTY
€BOJIIOIIIOHYBATH Pa3oM 13 moTpedamu 6i3Hecy 06e3 BTpaTH IIITICHOCTI.

3pemTor, caMe Taka CHHEPTisl TEXHOJOTIYHOI JIAKOHIYHOCTI Ta apXITEKTypHOI
JUCIUIUTIHYU rapaHTye cTaOUTbHO BUCOKY SIKICTh KOPUCTYBALIbKOTO 10CBiAy. [ HyUKiCcTh
CUCTEMHU JI0 3MiH 3a0€3MeuyeThCsl He Yyepe3 301IbIIeHHS KUTBKOCTI abCTpakiliii, a uepes
IMOOKe po3yMiHHA (yHAAMEHTAIBHUX MPOTOKOJIB B3aemoii. e equnuii muisx 1o
CTBOPEHHSI MPOAYKTIB MailOyTHHOTO, JIe¢ HABITh 32 YMOBH HAJICKJIATHOT BHYTPIIIHbOI
JIOTIKA 30BHIMIHIN 1HTep(]EiC 3anuIIaeThCs IMIBUAKAM, JISTKUM Ta aJalTHBHUM,

3a0e31euyrour 0e310BHY KOMYHIKAIIF0 MIXK JTFOAMHOIO Ta TEXHOJIOTIETO.
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4.4 MopeJii i TeXHOJIOTII iHTEJIEKTYaJIbHOI0 MOHITOPMHIY Oe3NeKH aBiamiifHuX
COLIOTeXHIYHMX KOMILJICKCIB

BCTVYII

AxrtyanbHicTh Temu. CyyacHMMl eTam  pPO3BHTKY I[MBUIBHOI  aBiamii
XapaKTepU3y€EThCsl TOTAIBHOK ITM(pOBI3al€l0 Ta I1HTErPAIE€l0  PO3PIZHEHUX
aBTOMATHU30BAHUX CHUCTEM Yy €IUHUN 1H(OPMALIHHO-TEXHOJOTIYHUN MPOCTIP.
ABialiifHi  TpPaHCHOPTHI CHUCTEMHM CBhOTOJHI € KIACUYHMMH aBlalliiHUMU
comiorexHiyHuMU KoMmiuiekcamu (ACTK), ne edekTUBHICTD yIpaBiaiHHS MOJIbOTAMU
Ta BUPOOHUYMMU MPOLECAMU 3aJIEKUTh Bl CHHEPTil TPhOX KOMIIOHEHTIB: allapaTHOTO
3abe3neuenns (Hardware), nmporpamuoro 3abesneueHHs (Software) Ta JIH0JICHKOTO
ynaHuKa (Lifeware) [95].

[IpoTe cTpiMKe BHOpPOBAKEHHS HOBITHIX 1H(MopMamiitHux TexHosoriit (IT)
nopoawio cnenuiyHui Kiac pu3ukiB. [HpopmariiiiHi 3arpo3u eBOIOIIOHYBAIN BiJl
KJIACUYHUX JCCTPYKTHBHUX KiOepaTak Ha MPOTpaMHUN KOJ A0 KOMIUJICKCHUX,
riopuaHux iHpopmaIiiHuX BIUBIB Ha coioTexHIuH1 KOHTYpH ACTK [96]. O6'exToM
TaKMX BIUIMBIB YC€ 4YacCTIIIE CTa€ OMNEePaTOpPChbKUU ckiaa (MUIOTH, AHUCIETYEPH,
1HKEHEPH), SIKUM NpUHMae pilIeHHS Ha OCHOBI iH(OpMAIlii, 110 HAIXOIUTh Yepe3
aBTOMATU30BaHI poOoul Micis. BukpuBneHHs, 3aTpumka ado0 ymucHa Moaudikaiiis
JaHUX y MPOLEC] IXHbOI 00pOOKH Ta mepeaayl MOXKyTh IPU3BECTU A0 KATACTPOPIUHUX
HACIIAKIB JJIs1 O€3IeKH MoaboTIB [97].

BinbiricTh iICHYIOUMX METO/IIB 3aXUCTY 30CEPEIKEH] Ha CYTO TEXHIYHHUX ACTIEKTaX
KiOepOe3nekn (€KpaHyBaHHS, IIM(PPYBaHHS), ITHOPYIOUM JUHAMIKY MOBEHIHKU
JIOJICHKOT JTAaHKY M1 Ai€t0 1HGOpMaIliiHUX orepalliid. Y 3B'I3Ky 3 IIMM BUHUKAE TOCTpa
HayKOBO-MPAaKTUYHA MOTpeda y po3poOil HOBUX I1H(GOpMALIMHUX TEXHOJIOTIH Ta
MoJeJIel, K1 J03BOJISIIOTh KOMIUIEKCHO oIliHoBaTH cTiiikicTe ACTK no Bcworo

cniekTpa iHhopMaIliiHUX 3arpo3, BPaXxOBYIOUHU CIieU(iKy COMIOTEXHIYHOI B3a€MOIIT.
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OG’exT mochiikeHHs: 1HGOPMAIlIHI MPOIECH YIpaBIiHHSA Ta 3a0e3MeueHHs

CTIMKOCT1 aBlalllfHUX COIIIOTEXHIYHUX KOMIUICKCIB B YMOBaX JCCTPYKTHBHHX
1H(GOpMaLIHHUX BIUIMBIB.

[IpenMer AocCHi/DKEHHs: MOJEl, MeToad Ta iH(opMalliitHi TEeXHOJOoTii

OLIIHIOBaHHSA cTiiikocTi iHpopmManiiHux koHTypiB ACTK no iHpopmariitHux 3arpos.

MeTta OCHIDKEHHS: MiJBULICHHS €(PEeKTUBHOCTI Ta Oe3MeKu (PYHKIIIOHYyBaHHS

aBlallifHUX TPAHCIOPTHUX CHUCTEM IMUIAXOM pPO3pOOKH Ta  BIPOBAKEHHS
iHGOpMaIIHHOT TEXHOJIOTHl KOMILJIEKCHOTO OILIHIOBaHHS I1XHBOI CTIHKOCTI /0
iHQopMaIlIfHUX 3arpo3 HAa OCHOBI IHTEJEKTyaJbHOTO aHali3y JaHuX Ta

MaTCMaTH4YHOI'O MOACJIFOBaAaHHA COHiOTGXHi‘lHHX HpOHeCiB.

4.4.1 CucreMHHH aHAJI3 aBiamiliHUX COIIOTEXHIYHHX KOMILIEKCIB SK
00'exTiB iHpopMaLiHHOI Oe3neKu
4.4.1.1 AsianiiiHa couHiOTeXHiYHA cHCTeMa SAK O00’€KT JAeCTPYKTHBHOIO

iHpopMaliiiHOTO BILLIMBY

CknamHi epratuyHi, a00 COIIOTEXHIYHI CHCTEMHU — II€ CHCTEMH, 00OB'SI3KOBUM
€JIEMEHTOM SIKUX € JIOJUHA-OMepaTop 13 ii 3HAHHAMH, YMIHHSIMH, TICUXOEMOLIHHUM
CTAHOM, LIHHICHUMHM OpIEHTAlIIMU Ta CTaBJICHHSAM JO BHKOHAHHS CIIyX)OOBHX
000B'S3KIB, sIKa OE3MOCEPEeIHbO B3aEMOJIE 3 TEXHIYHHUMH TMPUCTPOSIMU Yy TIpoleci
NOCSTHEeHHs 1ned cuctemu (puc. 1.1). Po3paxyHok mapaMeTpiB TakUX CHCTEM

3MIIMCHIOETHCS HA OCHOB1 (PYHIaMEHTaJIbHUX HAYKOBHX Ipalls [95 - 98].

236



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

KopucTysaui

Mopii
EKOHOMIKI B iHLLKX KpaiHax

M
[_reoren Jump [cmmeonn |oof wem of Aem | muh] reomowr ]
. O
/

CraH

I

HaykoBo-TexHiuHuit
nporpec

Tpynosi pecypcu

i

3aKoHu [Monimnyi
Ta fepxopraHun thakTopu

CouianbHo-KyneTypHi
thakTopu

Pucynok 1.1. 3arasibHa CTpYKTypa Ta YMHHUKU (DYHKIIIOHYBAaHHS COIIOTEXHIYHOT

cuctemu [96]

ABialliifHl TPaHCIOPTHI CHUCTEMH CBOTOJIHI € KJIACHYHUMH aBlalliiHUMH
comiorexHiyHUMU KoMiiekcamu (ACTK), ne edekTUBHICTD ynpaBiiHHS MOJIbOTAMU
Ta BUPOOHUYMMH TIpollecaMu 0e3MocepeHbO 3aJIeKUTh Bl CHHEPrii TPhOX 0a30BUX
KOMITOHEHTIB: amapaTtHoro 3abe3nedenHs (Hardware), mporpamuoro 3a0e3mnedeHHs
(Software) Ta mroacekoro unnHuka (Lifeware) [95].

Ha cydacHoMy etami po3BUTKY TJ00ambHUX KOMYHIKaIli 1H(GOpMaIIHHMIMA
MPOCTIpP CTaB MPAKTHUYHO OE€3MEKHUM 1 BCEOXOIUTIOI0YUM. L[s1 BIacTUBICTh, 3 OJTHOTO
00Ky, 3a0e31euye 3HaYH1 TEXHOJIOTTYHI TepeBary, a 3 IHILIOT0 — MPOBOKYE BUHUKHEHHS
HOBHUX Bpa3IMBOCTEH 1 JECTPYKTUBHUX IMPOIECIB, L0 MOPYLIYIOTh KOMILJIEKCHY
iH(popmaniiiny Oe3neky. BoaHouac iHpopmaliiiHuii npocTip (GyHKLIOHYE B MeEXax
MEBHUX PETYJSTOPHUX Ta MIPABOBUX MEXK, 00yMOBICHUX ODIIIHHUMHI OOMEKEHHSIMH.
3a3HaueHi 0OMEeKEHHS TOLUIbHO KIacu(piKyBaTH Ha:

KOHBEHI[IOHAJIbHI — Takl, M0 3000B'SI3yl0Th CYO'€KTIB JOTPUMYBATUCS
KOMEPIIIHHO1, KOPIOPATUBHOT YK MEPCOHAIBHOI TAEMHUII Ta 3a0€3MeUyr0Th MPaBO
JFOJMHY Ha HEOTOPKAHHICTh IPUBATHOTO JKUTTS;

IHCTUTYIIIHI — MOB'sI3aH1 13 3aXUCTOM JIepKaBHO1 a00 BINICHKOBOI TAa€MHUIII Ha

Pi1BHI BIAMOBITHUX 1HCTUTYTIB Ta HOPMATUBHO-TTPABOBUX aKTIB.
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Crpyktypa iHGOPMAIIHHOTO MPOCTOPY BU3HAYAETHCS HASBHICTIO JUHAMIYHHMX
3B’SI3KIB MK CyO’€KTaMHM Ta 00’€KTaMH, Ha SKI Il CyO €KTH 3J1HCHIOIOTH BIUIMB.
Cy6’exTu Ta 00’ €KTH 3 4aCOM 3MIHIOIOTH CBOI CTaHHU, YTBOPIOIOYH HOBI 1H(OpMaIliliH1
KOHTYpU W pyHHyIOUd cTapi, 1o ¢GopMye CKIaIHy IWHAMIKY 1HGOPMAaIIHHOTO
npoctopy. Taki 3MiHH MOXYTb BiAOyBaTHCS Mif Al€I0 AECTPYKTUBHUX BIUIUBIB (/B).
3 ypaxyBaHHSM HPUCYTHOCTI JIIOJUHU SIK KIIOYOBOTO 00’ €KTa 3aXUCTY, NECTPYKTHUBHI
BILUTMBHU JIOLJIBHO ITOAIATH HA:

iHpopMariiiHo-kibepHeTnuHi BiuBu (IKB) — cpsmoBaHi Ha KoMIpoMeTalliio,
BUKPUBJICHHS 200 3HUILEHHS eJIeMeHTIB TexHI4HOi ckianoBoi ACTK.

iHdopmariiiHo-nicuxonoriydi BBy (II1B) — MeToro gkux € necTpyKTUBHUMA
BIUIMB Ha colliaibHy (JIIoAChKY) ckianoBy ACTK.

OcHoBHa 1po6JieMa MoJjsirae B TOMy, 1110 CTPYKTYpH B 1H(DOpMaIiHHOMY POCTOPI
€ (QparMeHTapHUMH, a 3B'A3KM — JIOKaJIbHUMHU. Yepe3 1€ OKpemHil cyO0'ekT
1H(OpPMAIHHOTO MPOCTOPY MOKE HABITH HE MIJAO3PIOBATH MPO ICHYBAHHS 1HILOIO
cyO'ekTa, SIKM BIITAJICHHUH B1Jl HHOTO apXITEKTYPHO, ajie 3aTHUM 3/1IICHUTH Ha HHOTO
npuxoBanuii BuMB. Hupkynsuisa iHpopmauii 3 oomexenum poctynom (I30[]), a
TaKOXX TIOMIUPEHHS CHEIlaJbHO CTBOPEHUX MAHINMYJIATUBHUX JaHUX 3 METOM0
peamizamiii JIeCTPYKTUBHOTO 1HGOPMAIIMHOTO THCKY MOPOJKYIOTh CHUCTEMHI
npoOjemMu, TOB’si3aHl 13 3a0€3MEeUeHHAM KOMIUIEKCHOI 1H(opMmarliiiHoi Oe3neku
COIIOTEXHIYHUX CHCTEM.

s xomruiekcHoro gociikeHHss ACTK BUKOpHUCTOBYIOTH METO0JIOTIIO
CUCTEMHOTO aHajizy 1 cuHTe3y. AHam3 1 CcuHTe3 € (QyHIaMeHTaIbHUMU
3araJbHOHAYKOBUMU METOJaMHU Mi3HAHHS, K1 JII0Th Y IPOTUJICKHUX, aJIe HEPO3PUBHO
OB’ A3aHUX HANpsMax: aHall3 CHPSMOBAHWM BiJA IIJIOr0 A0 HWOTO YacTHUH, TOMI SIK
CUHTE3 — Bl OKPEMHX YaCTHUH 710 (popMyBaHHS II7TicCHOTO 00’ ekTa. CHCTeMHMIA aHai3
J03BOJISIE€ JTOCTIKYBAaTH TaKl BIACTUBOCTI Ta BIHOIICHHS B 00’€KTaX, SIKi BaXKKO
BUSIBUTU TI1J] Yac PO3IJISAY OKPEMHX 130JbOBaHUX eyeMeHTiB. HaTtomicTh 00’€eKkT
TOCIIIKY€EThCS SIK IIJIECIPSIMOBAaHA CUCTEMA Yepe3 MPU3My B3a€EMO3B’SI3KIB MIXK ii

UMM Ta 3aco0aMu ix peaizaiii.
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HeBix’eMHOIO CKIIaJOBOIO CUCTEMHOI'O aHAJII3y € MOJCIIOBAHHS — MPOIEC, SIKUM
OXOILTIOE BUBYECHHS pPEaJTbHOI COIIOTEXHIYHOI CHUCTEMH, MOOYIOBY 11 aJeKBAaTHOL
Mozeni (sIK 3aco0y OIuCy, MOSICHEHHS Ta MPOTHO3YBAHHS MOBEIIHKUA CHUCTEMH-

OpUTIHAITY) Ta IEPEHECEHHsI OTPMMAaHUX 3HAaHb Ha peasibHUI 00’ €KT (puc. 1.2).

lMepewwkoaw

Bigmosn n Brpatn
A
Y w
MOJEb ®YHKLIOHYBAHHA
HaBaHTaxeHHs > CKJTAOHOI COLYIOTEXHIHHOI > BuxigHa edexTuseicTb
q CUCTEMM K,
f(g. k. n, w, B)

A

BigHoBneHHs I

Pucynok 1.2. IIporiec MoientoBaHHS CKIAIHOT COIIOTEXHIYHOI cucTeMu) [97]

Marematnuna wmoaens ACTK Mae cTBoproBaTucs Ha  IPUHIMIAX
(YHKITIOHATIBLHOTO 00’ €IHAHHS MOJIeNiel OKPEeMHUX €JIEMEHTIB 1 MIJCUCTEM Y €IMHUM
KOMIUIEKC IpOTpaMHO-pealli3oBaHux anroput™miB. lle 3abe3medye  imiTalliro
BIIMOBITHUX MPOLECIB ISl OyAb-IKUX BXIJHUX YMOB 1 MOTOYHUX CTaHIB CUCTEMH,
noeHyoun iHdopmalliiiny Ta QyHKI[IOHAIbHY MOJIEN1 aBialliitHOT TEXHIYHOI CUCTEMHU
(ATC). [Tapamerpn HagIMHOCTI Ta CTIMKOCTI TaKoi CMCTEMH MiJ Yac MOJAEIIOBAHHS
OTIMCYIOTHCS TAKMMH TTOKa3HUKAMU:

g — TTapaMeTpH MOTOKY HaBaHTa)KEHb;

/A — mapaMmeTpu MOTOKY BiJIMOB;

U — TIapaMeTpH TIEPEITKO/;

W — TIapaMeTpH BTparT;

S — napameTpHu BiJIHOBJICHb;

K, —xoediieHT roroBHOCTI [96]

CrpyktypHa cknaadicte CTC  Oe3mocepeqHbO  3ajeXUThb  BiJ — THIIIB

BUKOPHCTOBYBAHUX €JIEMEHTIB Ta crienuQiku 3B’ s3KiB Mk HuMH (Tadsm. 1.1).
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Taoaunga 1.1

Bunau crpykrypu CTC, eteMeHTH IIMX CUCTEM Ta 3B’ I3KU MK HUMH
b

Bun crpykrypu Enementu crpykrypu 3B’SA3KH MIXK elleMEHTaMu
CTPYKTYp

OyukiioHansHa | OyHKIIIT, 3aBAaHHS, IPOIEAYPH [adopmariitai

Texniuna [Tpuctpoi, komnoneHTH, Komryiekcu | JIiHil Ta KaHAIN 3BA3KY

iHpopmMarii B cuctemi

Opranizaniitna | KomektuBu  mroaet 1 okpemux | [Hdopmartiiini, cyniapsiHOCTI Ta
BUKOHABI[IB B3aeMoIiT
HoxymentanpHa | JlokyMeHTH Bzaemouii, BXITHOCTI Ta
CYMiIPSAHOCTI
AnropuTMmiuHa | AJITOPUTMH [adopmariiini
[Iporpamua [Tporpamui Moy i BUpoOH KepiBni
Indpopmarniiina | @opmu  icHyBaHHs Ta nomaHHsi | Omnepamiiini [IEPETBOPEHHS

iHpopMarii B cuctemi

Jist inpopManiifHuX 00’ €KTiB GyHKIIOHATBHOI CXeMU Oy 1yeThesl iHhopMalliiiHa
MOJIeJIb, 110 OINKCYE BIAHOMIEHHS MIXK €JIIEMEHTAaMH y BUIJISJI CTPYKTYp JaHUX
(IXHBOTO CKJIaJly Ta B3a€EMO3B’SI3KiB). Y CIPOILIEHOMY BUIJISA/I1 TOOY10Ba TAKOT MOAEI
nepeadavae TPy MOCIIIOBHI KPOKH:

Kpox 1 — BU3HaueHHs TUIIIB CYTHOCTEH;

Kpox 2 — Bu3Hau€HHs TUIIIB 3B S3KIB MK CYTHOCTSIMU;

Kpox 3 — Bu3HaueHHs KJIIOYOBUX Ta HEKIIOYOBUX aTpUOYTIB CYTHOCTEH, 3a
SIKUMH PO3PI3HAIOTHCS IXHI €K3EMIUTIPH B MEXaX KOKHOTO THUITY.

Cyuacni CTC 3a0e3neuyroTh MIUPOKHI criekTp ¢hopm nomaHHs iHGopMallii Ta
METO/IB i1 MepeTBOPEHHsI (30KpeMa, KOHBEPTAIIitO 3 OJHI€T (OPMU B 1HIITY 3aJI€KHO BiJ
XapaKkTepy BHUKOHYBaHMX 3aBiaHb). [lomanHs iHdopmamii MOXIMBE Yy BUIIISII
dbopmaiizoBaHuX 1 HeOpPMaTi30BaHUX TEKCTIB MPUPOJHOI MOBOI, TrpadidyHUX
300pake€Hb, PEJALINHUX BIIHOIIEHb, Ay 110MIOBIIOMJICHb, BIJIEOMOTOKIB TOII0. Onuc
mux (GopM BU3HAUAE XapaKTep B3aeMOJIl JIIOJWHU-OTNEpaTopa 3 1H(GOPMAIITHOO

MOJIEJUIIO Ta CTPYKTYPY OCTaHHBOI.
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JluHamiuHa MOJIEJTb B1IOMBA€E YACOBI XapaKTEPUCTUKHU CUCTEMH Ta MOCIIJOBHICTh
B3aemonil ¢yHKHiH y daci. Bona ommcye iH@opmariiiini mporecu (IMHAMIKY
(GyHKIIIOHYBaHHS ), ONIEPYIOYH TAKUMU MOHATTSIMHU, K CTaH CUCTEMHU, MOJIi1, mepexia i3
OJIHOT'O CTaHY B 1HIIIMI, yMOBU IIEPEXO/y Ta MOCIIAOBHICTh NOA1H. JIluHaMIuHy MOJCIb
OyIyIOTh 32 YOTHUPHU KPOKH:

Kpox 1 — Bu3HaueHHs TEXHOJOTIYHUX OIepariii (i), Ha SKi BUTPAYa€ThCS Yac;

Kpox 2 — Bu3HaueHHs 4epr, 1110 BUHUKAIOTh B O4iKyBaHHI 00CITyTOBYBaHHS;

Kpox 3 — Bu3HAaueHHS KOTHITUBHUX Ta TEXHIYHUX PECYPCiB, HEOOXIAHMUX IS
BUKOHAHHA JiH;

Kpoxk 4 — 3a1aHHs CTATUCTUYHUX NTapaMeETPiB MOJIE, 11 BXO/IIB 1 BUXO/IB.

3a3HaueHa CyKyIHICTb MOJI€JIe YMOKITUBIIOE KOMILJIEKCHUN OMKUC SIK 1ICHYIOYO1,
TaK 1 IPOEKTOBAHOI COIIIOTEXHIYHOI CUCTEMH. Y MeKax ITi€l MOJielll BEKTOpH aTakK Ha
ACTK po3aineHo Ha Tpu 6a30B1 KJIACH:

TEeXHIUHI 3arpo3u: kiacuuHi kidepataku (DDoS, iH'ekuii koay, MaHImyJsii 3
Hapiramiiiaumu  ganumMu  —  GPS-spoofing), cnpsMoBani Ha  HOpyIICHHS
KOH(1IEHIIIITHOCTI, HITICHOCTI Ta JOCTYMHOCTI AaHuX B IT-Mepexax;

COIIIOTEXHIYHI 3arpo3u: BHUKOPUCTAHHA METOMIB  COIIANbHOI  1HXXKEHepIi
(TapreToBaHuil (QIIUIUHT MPOTH JAUCIETYEPCHKOIO YU ONEPATOPCHKOTO CKIIALdY,
BUKPAJEHHS aBTCHTU(IKAIMHUX JaHUX JIETITAMHUX  KOPHUCTYBadiB  uepes
KOMIIPOMETAITiI0 IXHIX 0COOMCTHX IIPUCTPOIB).

KorniTuBHO-1H(OpMaIliiiHI  3arpo3u: LIJIECOPSIMOBAHE  BIPOBAKEHHS
ne3ingopmMallii B KaHaJIM KOMYHIKaIli a00 CUCTeMH MIATPUMKHA MPUHHSATTS PillleHb
(CIIITP) 3 MeTor 3MyCHUTH TepCcOoHAl MNPUHHATA XWOHE pilleHHS (HAPUKIA,
HEIpaBIuBEe CHOBILUIEHHS 3arpo3u Ha OOpTy a00 YMHUCHE BUKPUBJIEHHS METEOIAHUX )
[99].

Oco06mBy HEOE3IEeKy CTAaHOBJISITh KOMOIHOBaH1 aTaku, KOJW TEXHIYHUHN 301
(Hampuka, ITyYHEe YIOBUIBHEHHS pOOOTH MEPEK1) CYTIPOBOIKYETHCS IHTEHCUBHUM
KOTHITUBHUM THCKOM Ha omeparopa. lle KpuTuyHO 3ByXKye Hac aHali3y Ta CTPIMKO

30UTbLIY€E WMOBIPHICTh MOMUJIKH 1] Yac KEPYBAHHS MOJbOTaAMHU.

241



TECHNICAL SCIENCES AND COMPUTER SYSTEMS ENGINEERING: PROMISING
DEVELOPMENTS, MODERN METHODS AND NEW TECHNOLOGIES

4.4.1.2 IIpoOGseMa aBTOMATH30BAHOI0 BHSIBJECHHS WiJECPSIMOBAHUX

iHpopmaniitanx arak Ha ingopmauiiini pecypcu ACTK i muisxu ii BUpimneHHs

BusiBneHns 1iecnpsMOBaHUX aTak 3 METOI0 CBOE€YACHOI MPOTHU/IIT iM OTpedye
OlepaTHUBHOTO  aHamizy  iHGOpMAIIHHOTO  MPOCTOPY 3  BUKOPHUCTAHHSIM
CHEIla/II30BAaHUX CHUCTEM MOHITOpPHHTY. Taki cucTteMu MaioTh 3abe3nedyBaTH He
TUIbKW amapaTHUW aHaji3 KIOEpUHIMJCHTIB, a ¥ KUIBKICHY OIIIHKY JWHAMIKH iXHIX
nposiBiB. Y pasi 3MIHCHEHHS aTaKd IHTEHCHBHICTH MOTOKY TMOJIH, sika sABIIs€ COOOIO
4acoOBHUH psijl KUIBKOCTI 1H(OOpPMAIIHHUX IHIUJICHTIB 32 TIEBHUN MPOMIXKOK 4acy (sK
MpaBuJIo, 3a 100Yy), MICTUTh MPUXOBAH1 3aKOHOMIPHOCTI SIK PO caM (pakT aTaku, TakK i
Mpo NOTOYHY a3y ClieHapito, 3a SIKUM BOHA Peai3y€eThCA.

Ha cyuyacHomy erari BUSBJIECHHs 3arpo3 iHdopmartliiiHiii Oe3mner 3a1uinaeTbes
MEPEBAKHO PYYHUM MIPOLIECOM, € AHANITHKU BIJACTEXKYIOTh MIJO3pLIl MOAIl 3a
JOTIOMOTOK0  PO3PI3HEHUX  JOMOMDKHUX I1HCTPYMEHTIB. 3/IaTHICTb EKCIIEpPTIB
pO3Mi3HAaBaTH aHOMAaJIbHY aKTUBHICTb Ta IXH1 MOBHOBAXEHHS 111010 IPUHHSTTS PILLICHb
CTaBJATh JIIOJIMHY Ha LIEHTpPajbHy poOJjb y KOHTypi Oe3neku. IIpore HagMmipHe
MOKJIaJaHHs Ha 0OMEXKEHI JIFOJAChKI MOXKJIMBOCTI 32 YMOB Je(IUTY Yacy MPU3BOIUTH
710 3HAYHOT KUIBKOCTI MPOMYLIEHUX 3arpo3. Biarak, icHye 00'ekTUBHA oTpeda y HOBIN
napajurMi BUsIBJICHHs, sKa Oyia 0 MakCUMaJlbHO aBTOMAaTHU30BaHOI0, ajie J03BoJIsIa O
aHaITHKaM 30epiraTy BUCOKY CUTYaTUBHY 0013HAHICTh 1 KOHTPOJb HAJ MPOIIECOM.

VYrpaBiaiHHS TEXHOJOTTYHUMHU MIPOLIECaMM B aBiallli 0a3yeTbcsi HA BUKOPUCTAHHI
iHdopmariiiino-tenekomyHikariitaux cucrem (ITC), mo o006'ennytoTh mxKepena
iHdopmarlyi, kaHanmu ii TiepenaBaHHs, 3acoO0M OOpOOJEHHS, BITOOpaKEHHS Ta
30epiraHHs JaHUX. Y [UX Tpolecax IOACHKANA (DAKTOp € KPUTHUYHO BaXKIIMBUM
enemeHToM. [lonpu moOCTIHUN TPOTrpec METO B aBTOMATH3AIli1, aHAIITUKHN Ta 0COOH,
Kl NPUWMAIOTh PIMIEHHS, NPOJOBXKYIOTh BIAIrpaBaTH BUPIMIAIBHY pOJib Yy
3a0e3neuenHi Oe3nexku ITC [98]. Knacuunuil miHIHUN TIpoliec BUSIBJICHHS 3arpo3
MMOYMHAETHCS 31 CIIOCTEPEIKECHHS 3a aKTHBHICTIO B 1H(GOpMAIITHOMY MPOCTOpi, sKa

3rofIoM (QUIBTPYETHCS HAOOPOM THCTPYMEHTIB 3axucTy (puc. 1.3) [99].
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O6’ekT iHoOpMaLinHOT
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Pucynok 1.3. JliniiiHuii ipoiiec BUSIBIEHHS 3arpo3 [99]

AHaNITUK BUKOPUCTOBYE PE3YyJbTAaTH pOOOTH LUX IHCTPYMEHTIB (ONOBIIIEHHS Ta
3BEJICHHS) IS MPUUHSTTS OCTAaTOYHOTO PIIICHHS MPO XapakTep 3arpo3u Ta ii
MOXJMBUM BIUIMB HAa BHUKOHaHHSA Micii. OpHak coenudika CydacHOTO
KibepcepeioBHILla KUJA€ CEPHO3HUU BUKIMK JIOJCBKOMY II3HAHHIO: CTPIMKE
3pOCTaHHS OOCATIB MEPEKEBUX JaHUX, IMIHUPOKE PO3MAITTS JIKEPEN Ta PanToBl 3MIHU
apXiTEKTypHU MEPEXKi NEPEeBAHTAXKYIOTh oreparopa. Ha aHamiTHKa MOKIATAETHCA
HaJIMIpHAa BIANOBIJAIBHICT 3a TMPUUHATTSA SKICHUX pilleHb. SK HACTIIOK,
TPamUIIMHUN TIaX1J BUMarae IOCTIMHOTO IMABHUINEHHS KBajidikarmii mepcoHay.
[IpoTe OCHOBHI KOTHITMBHI MOXJIMBOCTI JIOAWUHU (0OCAT OMEPATUBHOI TMaM'sTi,
IIBUIKICTH 00poOKM 1H(MOpMaIli) HE MOXYTh MacITa0yBaTHCS BIAMOBIAHO 0
IIBUJIKOCTI 3pOCTaHHS MEPEXEBOTro Tpadiky, 110 MEePEeTBOPIOE JIIOAUHY Ha "BY3bKe
Mmicue" cuctemu 3axucty. Kpim Toro, amanmTariisi MoJeieil MHCICHHS aHaJiTHKa
B110yBa€THCS 3HAUHO MOBUIBHIIIE, HIXK TTOsIBA HOBUX MoU(DiKaIlii KibepaTak.

OcTaHHIMH pOKaMM XapakTep 3arpo3 3a3HaB JIOKOPIHHUX 3MIH, IO
MIATBEPIKYETHCS TTOSIBOIO CKIIATHUX IUJIECIIPSIMOBAHUX TIEpMaHEHTHUX 3arpo3 — APT
(Advanced Persistent Threats). Jlep>kaBHi ycTaHOBM Ta MPOBIJHI MiANPUEMCTBA
aBlaIlifHOI rajgy3i CTaloTh IIJIIMUA BUCOKOTEXHOJIOTTYHUX KaMITaHiH, iK1 MatOTh CYyTT€EB1
BIZIMIHHOCTI BiJl KJaCHYHUX IIKIJIUBHX Iporpam. ['omoBHOO ocobmuBicTio APT €
MparHeHHs 3a0e3Ne4yuTH TPUXOBaHE TPHUBAJE 3aKPIUICHHS B CHUCTEMI HUISIXOM

BUKOPUCTAHHS €KCIUIOWTIB "HylboBOrO JHS" (zero-day) Ta miHiMizarii 1udpoBOro
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ciiy. YCHIIIHUN 3aXWUCT BiJ TakuxX Aid 3alIeKATh BiJ SKOCTI i1HoOpMaIli, 1o
HAJA€ThCS AHANITUKY, Ta HOTO 3/JaTHOCT1 OMEPATUBHO i1 IHTEPIPETyBaTH.

AHani3 criemnianizoBaHoi HayKoBoi Jitepatypu [99]-[104] cBimuuTh, 1m0 MpoOIIEC
3abe3neueHHs Oesneku 1Hdopmallli MOBMHEH MaTH KOMIUIGKCHUM XapakTep 1
0asyBatuca Ha TIUOOKOMY JIOTIKO-€BPUCTUYHOMY aHaji31 MOXKJIUBUX HETaTHBHHUX
HachiakiB. Takui miaxim BuMarae oOOB’SI3KOBOI1 imeHTH(iKaIii mKepen 3arpos,
ypa3IMBOCTEH CUCTEMM Ta BU3HAYEHHS CTYMEHS aKTyaJbHOCTI BHUSIBJICHUX PHU3UKIB
[100, 101]. AHamiTUKH MalOTh PO3KPHUBATH CYTHICTh CIOCTEPEKYBaHOI MOBEIIHKH
MEpeXi Ta MIPOTHO3yBaTH mojaiwin ii 3moBMucHuKa [103, 104]. Ilpu mpomy
METOJIMYHUM 1HCTPYMEHTApPiI0 MOBUHEH 3aJIMLIATHCS THYYKHUM, 11100 3a0e3nedyyBatu
MO>KJIUBICTh BBEJEHHS HOBHUX THIIIB 3arpo3 Ta ypa3jauBOCTeW 0e3 3MiHM 0a30BUX
aJTOPUTMIB.

MeToro nmojganbIIuX PO3AUIIB JOCHIIKEHHS € OOIPYHTYBAaHHS Ta BHUKJIAQJICHHS
CTPYKTYpH aIaliTUBHOTO MPOIIECY BUSBJICHHS 3arpo3, y SKOMY CHCTEMa MOHITOPHHTY,
aBTOMATU30BAHUM MEXaH13M aHalli3y Ta JIIOAUHA-aHATITUK (YHKIIOHYIOTh Y €TUHOMY
CUHEPreTUYHOMY KOHTypl oOMiHYy iH(popmamiero. g apxiTekrypa I03BOJISIE
paIioHaJIbHO 1HBECTYBaTH OOMEKEHI KOTHITMBHI PECYpCH aHaJITUKA Y BUPIIMICHHS
HaWOIbII KPUTHYHUX 3aB/IaHb.

Bussnennss APT-atak ampiopi BUMarae 3ajlydeHHs €KCIIEPTHOTO MOTEHLIATY
moaunu [105]. [IpoTsirom ychoro po6o4oro mporecy aHaJliTUK TMOBUHEH CHUPATUCS
Ha CUCTeMH mATpUMKH NpUiHATTA pimieHb (CIIIP), siki GinbTpyroTh, arperymoTs Ta
BI3yasi3ylOTh JaHi. Y BHIIaJIKaX 13 BHCOKHMM pPIBHEM JIOCTOBIPHOCTI J11arHOCTUKH
CHUCTEMH aBTOMATH3aIlli MOXYTh CaMOCTIMHO iHIIitoBaTH 3axucHi nii. [Ipote B
ICHYIOUYMX JIHIHHUX nporiecax (AuB. puc. 1.3) aHamITHK 1301bOBaHU BiJ €TaIiB 300py
Ta TEPBUHHOI OOPOOKM MOKa3iB, IO 3MYIIyE HOT0 MpHMAaTH PIllIEHHS Ha OCHOBI
YKOPCTKO HaB's3aHOTO 330BH1 1H()OPMAILIMHOTO MOTOKY. bpak mpo30pocTi Ta KOHTPOJIIO
3aBakae aJamnTailii CHICTeMH JJ0 HOBUX aTak.

Ha BiamiHy Bij MHIAHUX CXeM, 3alpONOHOBaHA CHUHEPTeTUYHA KOHIICTIIIis
OMKCY€ THTEPAKTUBHUM MPOLIEC B3a€MOJIONOBHEHHS JIOJUHU Ta aBTOMaTHU3alli (puc.

1.4) [106].
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Pucynok 1.4. CuaepreTHYHMI IpOIEC BUIABICHHS 3a KOHIIEIIIECIO "aHaIITHKA B
\ p p

nukii" [106]

Konnemniiist 6a3yeTbcst Ha TaKMX 3acaiax:

nudepeHianis piBHIB 3a1yYEHHS aHAJIITUKA 10 MPOLECY MPUNUHATTA PilIEHb;

JMHaMIYHA aianTallisl MEeXaHi3MiB BUSIBICHHS BIAMOBITHO JI0 YKUTTEBOTO LUKITY
3arpo3su;

yiTKa TUMI3alis 1HTepQEenciB B3aEMOJIII MIXK KOMIIOHEHTAMH CHCTEMH, IO
JI03BOJISIE ONIEPATUBHO JIOKAJI3yBaTH 3arpo3Hu.

Jlnst popmyBaHHS BUCOKOTO piBHS AoBipu 10 pekomenpaiiid CIIIIP anamituk
MOBMHEH MaTH JOCTYH JO JIOTiKA (POPMYBaHHS CHOBIIICHb. BiH Mae B3aeEMOIIATH 3
0a30BMMH MeXaHI3MaMH aHaji3y MPOTATOM yChOTO IMKITY BUSBIICHHS, a HE JIMIIE Ha
¢binanpHIM cranmii [106]. Uepes Taky B3aeMOil0 €KCHEpT 3[aTHUN 30aradyBaTu
CUCTEMY YHIKAJIbHUM KOHTEKCTOM, O€3MepEepBHO HAIANITOBYBATH aJITOPUTMU i1 HOBI
aHoOMaUTii Ta 3a/1aBaTH MpaBHJIa aanTaIlli 0 3MiH y BEKTOPI aTak.

CyuacHi A0CIIKeHHS B Taity31 B3aeMoii moauHu 3 nanumu (HDI — Human-Data
Interaction) MpPOMOHYIOTH JIOJWHOIEHTPUYHUNA MIAXIA 0 PO3POOKH JUHAMIYHUX
MOTOKIB JaHUX Ta aBTOMaTU30BaHMUX MipKyBaHb [103]. Ananrauia npuniunis HDI go
chepu KiOepOE3NeKn T03BOJIIE BU3HAUUTH AaHAJIITHKA SK AaKTUBHUN KEPYHOUHil
KOMITOHEHT CHCTEMH. Y MEKax HaIIoi KOHIIeMINi BUIUICHO TPU (PyHIaMEHTabHI

acriexktu HDI-B3aemoii:
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3po3ymimicth (Comprehensibility): MexaHizmMu 300py Ta aqropuTMH aHATITHKA
NOBUHH1 OyTH a0COJIIOTHO MPO30PUMHU U IHTEPIPETOBAHUMH JIJISl EKCTIEPTa.

IloBHOBa:keHHns (Authority): aHaJTITHK BOJOJI€ TIOBHUM KOHTPOJEM Haj
npolecaMu 300py JaHUX Ta CTPATErisIMU YNPABIIIHHS HUMH.

OoopotHicTh (Reversibility): MoxiuBiCTH omepaTopa 3MIHIOBATH METOAH
0oOpoOKM JaHWX Ta TEPEHAIAMTOBYBATH AaHATITHKY 3aJIEKHO BiJl TMOTOYHOTO
KOHTEKCTY Ta IIJIeH JOCIIIKEHHS.

VYBara moguHu € AeIIUTHUM pecypcoM, TOMY ii CIiJl CHOpsIMOBYBaTH Ha
BUKOHAHHS HAMOUIBII KPUTHYHUX TBOPYUX 3aBAaHb. CHUPAIOYUCh HA KIACUYHY
MoJielb pPiBHIB aBToMartm3aiii 3a Sheridan & Verplank [107], BusABICHHS arak
PO3IIIAIA€ThCA K YOTUPHUETATHUI npouec oOpoOKH iHpopmMarii:

301p 03HaK (€KBIBaJIEHT 300py 1H(MOpMaIlii);

poboTa MeXaHi13My BUSBIICHHs (aHai3 iHPopMaIlii);

MPUIHATTS PILLIEHHS AHAIITUKOM (BHOIp pIILICHHS );

pearyBaHHs (peaizaiis Jii).

Ha xoxHoMy eTami y4dacTh JIFOJJUHU MOKE BapiIOBATHUCS BijJ BUCOKOI (HU3BKUIA
pIBEHb aBTOMATH3allii, MIOBHUIM PYYHUN KOHTPOJb) JO HU3BKOI (aBTOHOMHA poOOTa
cucteMu). CTOCOBHO MPOIECY BUHECEHHSI BEPAUKTY MPO HASIBHICTH aTaKU BUILICHO
YOTHUPH PiBHI B3aEMO/III:

PiBenb 1 (MiHiManbHUIA): aHANITUK MPALIOE CAMOCTIMHO, IITYKalOYU 3arpo3u y
"cupux" HECTPYKTYypOBaHUX JIOTaX.

PiBenb 2 (Pexomenpaiiitnuil): aBTOMaTu30BaHa CUCTEMa FeHEPYE CIOBIIICHHS,
a aHAJIITUK BaJiy€e 1X Ta BUABIISE MPOMYIICH] 1HIIUICHTH.

PiBenb 3 (KoHTponbHMII): cHucTeMa Mpalioe aBTOHOMHO, POJb aHAJITHKa
3BOJIUTHCS [0 CKAacyBaHHA XMOHUX TpuBOT (false positives) Ta TOYKOBOTO MOIIYKY
MPUXOBAHUX aHOMAIH.

PiBenb 4 (MakcumanbHMil): yCl pPyTHHHI AaCHEKTHM BHUSBICHHS MOBHICTIO
aBTOMATU30BaHI, yBara ormeparopa IIIJIKOM c(okKycoBaHa Ha BHOOpI HaWKpaIioi

cTpaTerii JIKBIaIlli HACIIJIKIB aTaKH.
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ApnanTanis BHUSBJIEHHS 1O JKUTTEBOTO LUKIY 3arpo3u 0a3yeThCcs Ha PIBHI ii
BHUBUYEHOCTI.

da3a HeBiZOMOI 3arpo3m (Zero-day): 3arposa HaiiJieHa Ha HEBiIOMY
Bpa3iMBICTh. ABTOMATUYHI CHUTHATYPHI METOAU TyT Oe3cuii. BusBieHHs Bumarae
rIIMOOKOT0 €KCIEPTHOrO aHaIi3y MOBEAIHKOBUX aHOMAaJIiil, MApKyBaHHS aKTUBHOCTI Ta
py4YHOT0 300Dy J0Ka3iB. YUacTh JIFOJIMHU € MAaKCUMAJIbHOIO.

@da3a HaKONMYEHHS 3HaHb: Y Mipy ¢ikcallii mpeneaeHTiB 3arpo3u iHdopmaris
PO HEi HAKOMUYYETHCS, 110 JO03BOJISIE CTBOPIOBATH TEpIIi €BPUCTUYHI MpaBuiia U
YaCTKOBO aBTOMATH3yBAaTH MPOIIEC, 3HIDKYIOUM HAaBaHTA)KEHHS Ha aHamiTuka. Lle
KPUTUYHO BaXXJIMBO, OCKUIBKHU MICIIs IMyOJIYHOTO PO3KPUTTS 3arp0o3U 1HTEHCUBHICTD
aTax 13 11 BUKOPUCTaHHSIM MO>Ke 3pocTaTu Ha 5 nopsiakis [106].

da3a BiIoMoi (THNOBOI) 3arpo3M: 3HAHHS IIPO aTaKy MOBHICTIO (hopMaTi30BaHi.
[Ipotiec 06poOKM aHUX Ta AETEKINi epeaaeTbest aBTomaTuaHuM 3acobam (IDS/IPS).
JlroguHa nuine 3aTBepKye (GiHANBHUN MPOTOKOJ pearyBaHHs, HE 3ay4alOuucCh 0
PYTHHHHUX OOUYHCIIEHB.

JUia  peamizamii ONHWCAHOTO MiAXOXY 3alIPONOHOBAHO TPUKOMIIOHEHTHY

CUHEPreTUYHY apXITEeKTypy B3aemo/ii (puc. 1.5).

—Interaction—
- ~ -
iviti i - i ~ '
Activities Monitors 7 Evidence N Hypothesis
/ \
2 m / el \ h1, wi
“ m Y e2 Y h2, w2
a3 m3 . e3 b3, wa
Evidence ) )
' Collection . Detection Engine .

A - 'y

‘ :

\ /

\ I

i Interaction
Interaction p
\ /
~ s
=~ Analyst la—
Decision

PucyHnok 1.5. TpbOXKOMIIOHEHTHA CUHEPT€TUYHA apXITEKTypa CUCTEMU BUSBIICHHS
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Ocraroune pimieHHs nOpuiiMaeTbest JIroauHOIO-aHATITUKOM (A) 3a aKTHUBHOI
niaTpumMkn  Mexanidmy  300py  Qaktuunux ganux (C) Ta  MexaHidmy
BHSBJICHHS/BUCHOBKIB (D).

OyHKITIOHAIBHI 000B'SI3KM KOMIIOHEHTIB PO3IOI1JICH] TAKUM YHHOM:

Kommonent C (Collection): kepye mnporpamHo-anapaTHUMHU 3aco0amMu
MOHITOPHHTY Ha Pi3HUX PIBHIX apXiTEKTypu Mepexi (ruOokuit anani3 nakeris — DPI
Ha JIOKAIBHUX BYy3JIax a00 MOHITOPMHI CHCTEMHHMX IIpOIleCiB Ha xocTax). BiH
Tpancpopmye cupuit Tpadik y dopmanizoBani ¢aktu-miaTBepukeHHs. C BoJoIiE
BHYTPIIIHIMU METPUKAMHU TIPO BAPTICTh 300pY, YaCTOTY OHOBJICHHS TAHUX, TUCIIEPCIIO
Ta JIOCTOBIPHICTH JIKEpPEI, 110 JO3BOJSIE WOMY ONTHMI3yBaTh HaBaHTAXCHHS Ha
KaHaJIM 3B'13Ky Ta CUTHAII3yBaTH aHAJITUKY IIPO JErpajallito SKOCTI MOHITOPUHTY.

Kommnonent D (Detection/Inference): BUCOKOIIPOAYKTUBHE SIAPO CUCTEMHU, 110
00po0JIsie MaCUBH CIIOCTEPEIKEHD 1 PO3PaXOBYE MMOBIPHOCTI HAIBHOCTI KOHKPETHHUX
3arpo3. 3aBISIKW IHTErpallii METO/iB KepOoBaHOTO MamMHHOro HaBYaHHs (Human-in-
the-loop ML) [107], komnoHeHT D mocTiiiHO JOHABYA€THCS HAa OCHOBI BEPAMKTIB
JIOJIMHU, aJaNTyIO4YHCh 10 JUHAMIYHUX 3MiH KidepcepenoBua. BiH TpaHCII0€e CBOIO
BHYTPIIIHIO MATEMAaTUYHY JIOTIKY Y 3pO3YMLIUH JJIs aHATITHKA opMaT, pO3KPUBAIOYH
MIPUYUHHO-HACIIKOBI 3B'SI3KM C(POPMOBAHUX TIMMOTE3.

Komnonent A (Analyst): mpuiiMae ocTatouHe pillIeHHS, CIHPAIOYUCh Ha
MoBIpHIcHI omiHKY Big D Ta dakTonoriuny 6a3y Bia C, BOJOAIIOYH 1HCTPYMEHTAMHU

IHTEPaKTUBHOIO BIUIMBY Ha KOHTYpH 300py Ta aHaI3y JIaHUX.

BucnoBkmu 10 posaiay 1

VY nepiomy po3auli BUKOHAHO BCEOIYHMM aHaji3 CydyacHOIO CTaHy IpoOiemMu
3a0e3reueHHs 1HGOPMAIIHHOI Oe3MeKH aBlaIliiHUX COIIIOTEXHIYHMX KOMILUICKCIB B
YMOBax IIJIECIIPSIMOBAHUX JECTPYKTUBHUX BIUTMBIB, IO JTO3BOJIMJIO OTPUMATH Taki
HAyKOBI Ta IPAKTUYHI pe3yJIbTaTH:

1. OOrpyHTOBaHO, IIO0 Cy4YacHMH aBlallifHUM COLIOTEXHIYHUN KOMIUIEKC €
CKJIQJHUM OO0'€KTOM JAECTPYKTUBHOTO 1H(OPMALIMHOrO BIUIUBY, A€ KPUTHYHOIO

BPA3JIMBICTIO € KOHTYP B3a€MOJIii M’k aBTOMAaTU30BAHMUMH CHCTEMaMH Ta JIOJCHKUM
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onepatopoM. IlokazaHo, 1o cyyacHi iHGOpMaIliliHI aTaku 3MIIIYIOTh GOKYC 13 CyTO
TEXHIYHOT'O PyWHYBaHHS 1HPPACTPYKTYpHU Ha KOTHITUBHE MaHIMYJIIOBAaHHS JAaHUMH 3
METOI0 MPOBOKAIIIT OMEPATOPCHKOTO CKIIAAYy HA MPUNUHATTS TOMUIIKOBUX PIIICHb.

2. BcraHoBIeHO, 1110 TpaJuIliiHI aBTOMaTU30BaH1 CUCTEMHU BUSBIICHHS KiOepaTak
Ta aHoMalii MaroTh CcyTTeBl oOMexxeHHs mnpu 3axucti ACTK, ockinipku BOHHU
(GYHKIIIOHYIOTh BIIPBaHO BiJl ONEPALIMHOTO KOHTEKCTYy Ta MNCHXO0(i310JI0TTYHOTO
CTaHy JIIOJCHKOT JIaHKHU, a TaKOXX XapaKTEepPU3YIOThCS BHCOKHUM pPIBHEM XUOHUX
CHpallbOBYyBaHb Ta HU3bKOIO IHTEPIPETOBAHICTIO PE3YJIbTATIB aHaI3Y («e(eKT YOpHOT
CKPUHBKI).

3. 3anponoHOBaHO KOHLENTYaJlbHI 3acay CUHEPIeTUYHOTO aBTOMAaTU30BAaHOTO
MOHITOPUHTY Ha OCHOBI JIOJUHO-LIeHTpuyHOro miaxony (Human-in-the-Loop) Ta
NpuHOMMIB B3aemoaii moauHu 3 ganumu (HDI). Busnadeno, 1o iHTerparis
KOTHITUBHUX MOJIMBOCTEH JIOAMHU-aHANITHKA Ta OOYHUCIIOBAIBHOI MOTYXHOCTI
aBTOMATU30BAHMX AJITOPUTMIB Ha eTanax 300py, GpuibTpauii Ta IHTepapeTanii JaHuX €

KJIFOUOBUM (DAKTOPOM MIJBUIIEHHS OTIEPALIHOI CTIMKOCT1 aBlalliiHUX CHCTEM.

4.4.2 MaremaTu4yHe Ta KOHIENTyaJlbHe MOJCJIIOBAHHS IMpoleciB
3a0e3nevyeHHs 0e3NeKH B aBiallliiHUX COMIOTEXHIYHMX CHCTEMAaX
4.4.2.1 KoHuenryajbHa MoOJeJb IHTEJICKTYaJbHOI0  MOHITOPHHIY

KOMILICKCHOI 0e3MeKH aBialiiiHuX COiOTeXHIYHUX CHCTEM

ABianiifHa Tamy3b € OJHIE€I0 3 HAHOLIBII TEXHOJOTIYHO HAaCHYCHHX cdep
TUSIIBHOCTI, A¢ Oe3neka Ta eeKTUBHICTh (PYHKIIIOHYBaHHS 3ajie’KaTh BiJl B3aEMOIT
TEXHIYHUX CHCTEM, JIIOJICBKOTOo  (hakTopa, OpraHizaliiHUX MpoLEeciB  Ta
iHpopMmariitHoro cepenopuina. AsbiamiHi comiorexHiuyHl Komruiekcu (ACTK)
HaJeXaTh 10 KJIAcy CKIAJHUX EMEpKCHTHHX CHCTEM, IO XapaKTEePU3yIOThCS
BHCOKOIO PO3MIPHICTIO, 0araTOpiBHEBICTIO Ta HAIUyTJIMBICTIO 10 3O0BHIMIHIX 1
BHYTPILIHIX JECTPYKTUBHUX BILTUBIB.

CoulanpHa ckiasoBa (oackkuid hakTop, ado nanka Lifeware) y wiid cTpyKTypi €

HaWOIBII Bpa3NMBUM eleMeHTOM. [HdopmarliiiHi MOTOKH, IO ITUPKYJIOTH B
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asiamiinux CTC, 6e3nocepeanso GopMytoTh 1H(OpMaIIiiiHe o€, Ha OCHOBI SIKOTO
omepatopu (MIOTH, AUCHETYEPH YIPABIIHHS TMOBITPSIHUM PYXOM, 1HXCHEPH)
OpUMMAaOTh KPUTUYHO BaXJIMBI pilIeHHA. TakuM YHMHOM, J€CTPYKTUBHUU
iHpopmamiitnuii BruB (J{IB) Ha iH(opwmariiiHe cepemoBHINE aBiamiIIpHEMCTBA
MPU3BOAUTH JIO CIIOTBOPEHHS CHOPUUHATTS PEalbHOI MOBITPSHOI UM TEXHOJOTIYHOI
OOCTaHOBKHM TEPCOHANIOM, IO B yMOBax ACPIIHUTY dYacy 3arpokye aBapiiHUMHU
CUTYyaIlIsIMU a00 aBiallifHUMU KaTacTpohaMH.

KonnentyansHa mozaens  iHTenekryanbHoro  MoHitopunry ACTK €
TEOPETUYHOIO OCHOBOIO JJIsi MOOYJOBU I1HTEIPOBAHUX MOHITOPUHTOBUX PIIICHb,
3IaTHUX 3a0e3MeuyBaTy IMPOAKTUBHE BUSIBICHHS 3arpo3, OLIHIOBAHHS PHU3HKIB Ta
MIATPUMKY OPUUHSTTS PILIEHb y pealbHOMY Yaci.

Monenb TpyHTYETbCS Ha CHCTeMHOMY minxoji, sikuéd posrisgae ACTK sk
OaraTopiBHEBY CTPYKTYpY, J€ TE€XHIUHIi, JIOJCbKI, OpraHizaimiiiHi Ta iHdopmalliiHi
KOMIIOHEHTH B3a€MOJIIOTh Y €JMHOMY ONEpAI[IiHOMY CEpPEeAOBHIIII.

OcHoBHA 1i7es MoOJedl TMOoJsIrae y CTBOPEHHI O€3MepepBHOIO  ITUKITY
IHTEJIEKTYaJIbHOTO ~ aHali3y, II0 3a0e3nedye TmepexiJ BiJ PEaKTUBHOIO [0
MIPOAKTUBHOTO YIpaBlIiHHA Oe3rmekoro. Takui miaxia gae 3Mor He Jnire (iKCyBaTH
nojii, a ¥ po3yMiTH iXHI MPUYMHM, MPOTHO3YBATH MOKJIMBI CLEHApii PO3BUTKY Ta
dhopmyBaTu pekoMeHAAlllil JjIsl OTIepaTopiB.

Cdopmyemo 3arasibHy MaTeMaTHYHY MOJIEIb, 1110 ONTUCY€E JUHAMIKY 3MIHU PiBHS
oe3mneku cuctemu [109] B KOHTEKCTI IHTEJIEKTYalIbHOTO MOHITOPUHTY.

APpXITeKTypa KOHIIETITYaJdbHOI MOJENl BKJIIOYAE IT’SATh KJIFOYOBHX IIJCUCTEM,

KOXKHA 3 SIKMX BHKOHYE criendiuni QyHKIT Ta B3aeMOIE 3 1HIIMMH €JIEMEHTAMHU

CUCTEMHU:
1. [Tincucrema 300py Ta iHTErpalii TaHUX
2. [Tincucrema iHTENEKTyaIbHOT OOPOOKH Ta aHaJI3y
3. [TincucTemMa OIIHKU CUTYaIlli Ta pU3UKIB
4. [TimcucreMa mporHO3yBaHHS CIIEHAPIiB
5. [TincucreMa MiATPUMKY NPUHHATTS PillIeHb
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KosxHa mijicuctemMa mMae BiacHI METO/H, aJITOPUTMHU Ta 1HGOPMaIlIiHI TOTOKH,
ajie BCl BOHHU 1HTErPOBaH1 y €IMHY aHAIITHYHY IIaTHOPMY, 110 3a0€3MeUye€ IITICHICTh
MOHITOPHHTY.

3 ornsiy Ha BUKJIAJIEHE piBEHb O€3MEKH CUCTEMHU MOXKHA XapaKTepHU3yBaTH 3a

TaKOI MATPHIIEIO:

R ST R 41
K, £ W T
Ks 3 13 T
Kp o Vi T,

2.1)

Ie:

K; — noka3Huk piBHs Oe3leKH 3a 1-M KputepieM, i=1, n;

F; — TenpaeHiis 3MiHU 1-TO KPUTEPIIO (3pOCTaE, 3MEHIIYETHCS, HEUTPATHHUI),

=1, m

Vi — WIBUAKICTH 3MIHU 1-TO KPUTEPIitO (HAPUKIAA: HU3bKa, HUKYE CEPEHBOTO,
CepeIHS, BUILE CEPEIHBOTO, BUCOKA), /=1, 11;

T; — yac myis 1-TO KpUTEPil0, SKUM Jla€ 3MOTY MPaBWIBHO 1HTEPHpPETyBaTU
3HA4YEHHS napametpa V;, 1'=1,_n;

S — CTyIIHb KPUTUYHOCTI HETAaTUBHUX HACIIJIKIB MPHU peaizallli pu3HKiB, SKUH

MOTIpLIY€E 3HAYEHHS 1-T0 KpUTepito, /=1, n.

Martpuiito Burisigy B B nopaibiioMy OyJeMO Ha3UBaTH MAaTPUIICIO Oe3MeKu
(MB).

Kpurepii B maTpuiii 0e3neKku MOXHa 3TPYIyBaTH 3a BiAMOBITHUMH HAPIMaMHU
3a0e3neyeHHs 0e3MeKH.

Taxum gnHOM, KOXHUHN KopTex (K, F, V,T,S;) XxapakTepusye cTaH Oe3MeKH 3a i-
M KpUTEpIEM.

YacTkoBl MaTpulll, IO CKIAJAIOTHCS 3 PAJIKIB 1 BU3HAYAIOTh MEBHUM HAMpsM
3a0e3nedeHHs 0e3MeKy, B CBOIO YepTy, ONUCYIOTh CTaH y BIANOBIAHIN Tramysi.

[Toka3znuku piBHSA Oe3neku K; TICHO IMOB’si3aHi 3 HACIIAKaMH BiJ MOXKIIMBOI
peanizallii HasBHUX y CUCTEMI 3arpo3 Ta 3ax0JilaMH, SK1 CIIPSIMOBaH1 Ha 3anmo0iraHHs,

JIOKaJTi3alliio ¥ yCyHeHHs Takux Hacaiakis [109].
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Pienp Oe3nekn ACTK He € ctamuMm — 1ie AMHAMIYHUM MOKa3HUK. Matpuiis
0e3meKku Oyay€eThCsl Ha OCHOBI JIIHTBICTUYHUX 3MIHHHUX.

[TepBunHI 3arposu. lle OGe3mocepenHi YNHHUKHN BIUTMBY (KibepaTaku, BigMOBa

o0J1aTHaHHS, TOMUJIKA TLJIOTA).

Bropunni 3arpo3u. lle macmigku B3aemofii mepBUHHHX 3arpo3. Hampukian,

TeXHIYHa 3aTPUMKa B MEpexKi (MIepBUHHA) CIIPUYHHSIE CTPEC y AUCTIETYepa (BTOPUHHA),
1110 BEJE M0 “‘COIIOTEXHIYHOI BIIMOBHU .

IMOBipHICTP BUHUKHEHHSI BTOPUHHHUX 3arp03 € YMOBHOIO 1 3aJIS)KUTh BiJl CTaHy
CUCTEMHU Ta CTaHy 30BHIIIHBOTO CEPEJOBUILA.

30KpeMa, JIedKl CTaHW CHUCTEMH MOXYThb CIIPOBOKYBAaTHM BHUHUKHEHHS 3arpos,
MOsIBa SIKMX B 1HIIKUX YMOBax 0yJjia 0 HEMOKJIUBOIO.

BBGI[CMO TaKl MO3HAYCHHS:

UG; i UVG] (i,j =1, 2, 3, ...) — CYKYIIHICTb NIEPBUHHUX 1 BTOPUHHHUX 3arpo3, 1110

———

BUHHUKAIOTh 3 iMOBipHOCTAMU PUG; 1 PUG;, BiNOBITHO, 3AIACHIOIOUH BIUIMB  TNipy, 1
Ny, HA enemeHT (k, m) matpuui 6esnexku B (k=1,2,3,...,m =1, 2, 3, 4, 5).
BB K0HOT 3 MepBUHHKUX 200 BTOPUHHUX 3arp03 MOYKHA OMTUCATH MATPHUIICIO
BIUIMBY, 10 Mae Bursig [109]:
M1 Mz M3 M4 15
N= 1 My M3 Iy I3 . 2.2)
iy Ny 3 Npg s
@DakTUYHO MAaTpUIlsl BIUIUBY SBJISE COOOI0 MATPHUII0O Bard BIUIUBY i-TO
HeraTuBHOTO (akTopy Ha enemeHTH MBb.
HeoOXigHO BIAMITUTH, IO BIUIMB MNg, 1 iy, Ha JESIKI €IEMEHTH MAaTPHIL
Oe3reku B Moxe OyTH SIK HETATUBHUM, TakK 1 IO3UTHUBHUM.
EnemeHTn wMatpuii, 10 HETATUBHO BIUIMBAIOTh, € HETATHBHUMHU IIIOJIO

€JIEMEHTIB MB, CIICMCHTH, IO IIO3UTHMBHO BINNIMBAIOTh — € IIO3UMTHUBHHMHM IIIOJO

enemMeHTiB Mb, enleMeHTH, 1110 HISIK HE BIUIMBAIOTh, € HEUTPAIIbHUMU.

Koprex Ri= (NI, PUG,-) € PU3UKOM peajtizarlii i-i IepBUHHOI 3arPO3H.
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[eit kopTex BimoOpaXkae MOSBY HACHIAKIB 3 iIMOBIpHICTIO PUG;, iK1 3MIHIOIOTh

CTaH CHCTEMH Yepe3 BIJIMOBIAHI MaTPHIll BIUIUBY /V; .

IMOBipHOCTI BUHUKHEHHS TNEpBUHHUX 3arpo3 PUG; € He3aleKHUMU
BenuurHamMu. OJIHAK, CYKYIHICTh NPEBEHTHUBHUX 3aXOJIB 3aXUCTy Jla€ 3MOTY
MOCIa0UTH BILTUB NIEPBUHHUX 3arpo3 Ha CTYMiHb KOMIUIEKCHOT O€3MEeKH CUCTEMHU.

Lleit hakT MoOxke OyTH OMHCaHMIA 32 JJOTTOMOTOI0 MaTPUIII MPEBEHTUBHUX 3aXO0/I1B
3a0€e3Me4eHHsI CTIMKOCTI:

211 212 213 Z14 215
ol I P 23)

Zm  Zn2 Zm3 Zm  Zns

ne j =1,_M , M — 3arajipHa KUJIBKICTh MPEBEHTUBHUX 3aX0/I1B.

EnemenTu matpuui Z; € neMnpepHumMu koedinieHTaMu (KoedilieHTaMu 3amnacy
CTIMKOCT1).

Toni mija 3aTUIIKOBUM BIUTMBOM OYJIEMO MaTH Ha yBa3l MaTPUIIIO aTUIIIKOBOTO
BIUTUBY N, €IEMEHTH K01 3HAXOATHCA 3 BUPA3Y:

Ty = Ny @ kiq{\(/l Zjon » (2.4)

ne zK, — enement (m, n) MaTpui koedinieHTiB 3amacy crifikocti Z;,. CHMBOIOM

“@” mo3HaueHa y Takuii criociO meBHA JJIS ABOX MATPHIlh OTEpaltis.

VY BuUnaaKy 4MCIOBUX 3HAYEHDb €JIEMEHTIB MaTPHIIb, 11 MOKE OyTH, HAITPUKJIIA],
omeparliss TPOCTOTO TIMOEJIEMEHTHOTO MHOXEHHS a0o [omaBaHHSA. Y BUIAIKY
JIHTBICTUYHUX 3HA4YeHb, I omepamis (B HEYITKIM MaTeMaTHIli —KOMITO3HIIIS)
BU3HAYAETHCS 3@ JOMOMOTOI TPUHIMUIY PO3IMIMPEHHS 3BUYAMHUX (YITKHX)
MareMaTuYHuX QYHKIIIH Ha HEUITKI YKcia, 3anpornoHoBanoro JI.3ame [109] .

[Tiz 3aUIITKOBUM PU3UKOM PO3YMIETHCS KOPTEXK

Ri = (N;; PUG)) (2.5)

Skmo, He3BaKalYM HA TPEBEHTHBHI 3ax0JM 3a0e3MedyeHHs CTIMKOCTI,

peasizallisi BU3HAa4€HO1 MHOKWHU TIEPBUHHUX 3arp03 IPHU3BeNia 10 MOSBU HACIIIKIB, TO

HEOOX1THO PO3IMOYATH 3aX0I1 IS iX JIoKami3arlii Ta ycyHeHHs [110].
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Hacamnepen, He0OX1JHO OLIIHUTH BIIXUJIEHHS IOTOYHOTO CTaHy CUCTEMHU B Bij
Oe3nevHoro crany 5.

YBeaeMo MOHATTS PI3HUII MDK JBOMAa MATPULIIMH, BU3HAUMBILIW PE3YJbTaT
3aCcTOCyBaHHs orepartii “#” 10 ABOX eJIEMEHTIB MaTPHIlh aHAJIOTIYHO TOMY, SIK II€ OYJ10
3po6IteHo myist oneparitii ‘@’ : y BUNIaJKy YUCIOBUX 3HAYCHD €JIEMEHTIB MATPHUIIh — I1€
orieparlisi IOeJIEMEHTHOTO BUpaXyBaHHs, Y BUITQ/IKY JIHIBICTUYHUX 3HAUYCHbB, OTIepaIlis
BU3HAYAETHCS 3a JOMIOMOTOI0 MPUHIMIY po3muperHs JI. 3aze.

Toni Matpuns Q=B # B € MaTpuIueio BTPAT Oe3MEeKH Ha IIbOMY €Talli.

Martpuus BTpar Oe3neku Q siBisie coO0r0 BXITHI JaHl JJIsi OJOKY JIKBiJIaIii
Haciiakis (BJIH).

Peanizariist 3axo/1iB 1[b0ro 070Ky Moxke OyTu ¢dopmaiizoBaHa 3a JOMOMOTOIO

MAaTpHUIll JIIKB1AAIi1 HACTIIKIB:

hy hs hy s
Ly by by Ly bs . (2.6)

(U

1111 1112 ]n3 ]n4 1
Pesynbrat 3acrocyBanusi bJIH Moxxe OyTH 3anucanuii y TAKOMY BUIJISIAL:

?11 ?12 E]13 ?14 Ehs
=00 L= 921 Y922 423 Y4 G5 | 2.7)
2]1;1 2]172 2]173 /qm} /qHS
Marpunro Q Ha3Bemo MaTpPUILEIO 3AIMIIKOBUX BTpaT OE3MEKH.

Axmo Q# B, , TO Takuil CTaH CUCTEMHM MOXE 1HIIIIOBATH TMOSBY BTOPUHHUX

3arpo3 3 iMoBipHOCTSIMU PUG;,.
TakuMm yuHOM, KpiM MEPBUHHHUX 3arPO3, 3aJIEKHO BiJ IOTOYHOTO CTaHY CUCTEMHU

1 i OTOYEHHS, MOXXYTh BUHUKHYTH BTOPHHHI 3arpo3u, WMOBIPHICTH TOSIBH SKUX

nopisHtoe PUG,.

Koprex Ri = (N, ; PUG}) € PU3MKOM peatizallii i-oi BTOpUHHOT 3arpo3H.
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3ayBaxumMo, 110 HWMOBIPHOCTI BUHUKHEHHS BTOPMHHUX 3arpo3 HE €
0e3yMOBHUMH, SK JUIsI TIEPBUHHUX 3arpo3. BoHM 3ajexarh BiJ MOTOYHOTO CTaHY
CUCTeMH. 3 MEPBUHHUMH 3arp0o3aMH MOYMHAIOTH OOPOTHCS I 10 iXHBOTO HACTaHHS,
TOOTO (PaKTMYHO HaMararThbCs 3BECTH JIO MIHIMyMYy IXHI HACHIIKH, HE Malouu
MOKJIMBOCTI BIUTMHYTH Ha caM (akT iX BUHUKHCHHs. Y BUIAIKy 3 BTOPUHHHUMH
3arpo3aMM, HaMmaraloTbCs B3arajal HE JOMYCTUTH iX, TOOTO HEWTpamizyBaTu ix
npuunHu. lle npuHIMIOBa pPO301KHICT Yy OJIOKAX 3aXxOMiB, BIUIUB SKHX

(opmanizoBaHO MHOXKHHOIO MATPHILb Z;1 MAaTPUIEIO L .

Jlns moGynoBu edextuBHOi cuctemu Oesneku ACTK BuzHawaroThes Taki ii
OCHOBHI MTOKA3HUKHU:

PiBeHb CTIMKOCTI COLIOTEXHIYHOTO KOHTYPY ({Rs}): 3AaTHICTb JHOJACHKOIL JIAHKU
MIPaBUJILHO THTEPIPETYBATH 1HPOPMAIIIIO Ta TPUIMATH aJIeKBATHI PIILIEHHS B yMOBaX
3aBaj] a0o IHIeCHPsIMOBAHOI Jie31H(opMaltii.

Yac BusBieHHS AeCTPYKTUBHOTO BIUIUBY ({Tder}): 1HTEpBAI YaCy BiJl MOMEHTY
MIPOHUKHEHHS 3arpo3u B 1H(OpMalliifHe cepeoBHINE JO MOMEHTY ii imeHThudiKarii
aBTOMATHU30BaHOIO0 CUCTEMOIO Y OMEPATOPOM.

KorniTuBHe HaBaHTakeHHs Ha aHAMTUKA ({Wcog}): TMOKA3HUK, MO BU3HAYAE
CTYMiHb 3aJy4YEHHS Ta MEPEBAHTAXKEHHS JIIOJCHKOrO Omeparopa Mmija 4ac oO0poOKu
1H(OopMaIIfHUX NOBIIOMJIEHb Ta CUTHAJIIB TPUBOTH.

3anponoHoBaHa KOHLENTyalbHa MOJENb 1HTEIEKTYaJbHOTO MOHITOPHUHTY
KOMILJIEKCHOI Oe3Meku rnepeadadae Oe3nepepBHUM 301p AaHMX MPO CTaH TEXHIYHUX
KOMITOHEHTIB (MepexxeBuit Tpadik, MiIICHICTh 0a3 JaHUX, TEIEMETPisi) Ta OJTHOYACHHMA
aHasi3 NOBEAIHKOBUX 1 KOTHITUBHMX MapKepiB JrOAChKoOro (akropa. Ha BiamiHy Bin
KJIACUYHUX CHUCTEM BHSBJIEHHS BTOPTHEHb, J1aHa MOJIEIb IHTErpye 1H(opMaliiHi
MOTOKM 000X KOHTYpIB, IO JIO3BOJISIE BHUSBJISATH HE MPOCTO TEXHIYHI aHOMAJIi, a
KOMILJIEKCHI COILIIOTEXHIYHI aTakW, COpPSIMOBAaHI HAa MAaHIMYJIIOBAHHS CBIJIOMICTIO Ta

pimenHsmu oneparopis ACTK.
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4.4.2.2 MarteMaTH4YHAa MOJeJb AHAJIZy YpPa3JMBOCTEl COUIOTEXHIYHUX
CHCTEM /10 BIUIMBIB COLIAJIbHOI IH)KeHepil HA OCHOBI HEYITKHX HANPAaBJIEHUX

couiajabHUX rpagis

3abe3neuenns criiikocti ACTK Bumarae neTtampHOTO aHaji3y ypa3iuBOCTEH
KOPHCTYBa4iB CTOCOBHO ()OpM MaHIITyJIIOBaHHS IXHBOIO CBIAOMICTIO Yepe3 METOAU
coIliajbHO1 1HXeHepii (PIIIUHT, MPEeTeKCTUHT, BIIMHT TOIo). s ¢popmamizamii miei
ckimagHoi 1 OararodakTopHOI  MPOOJSEMH  3ampOINOHOBAHO  BHKOPUCTAHHS
MaTEeMaTUYHOTO arnapary HEYiTKUX HAMpaBICHUX COILlaIbHUX TpadiB.

HeuiTkuit HanpaBneHuit comianbHui rpad 3aa€ThCs y BUTIISIIL:

G=(V E (2.8)
ne V' - MHOkHHA cy0’ekTiB, E - MHOXXHHA AYT Mk MapaMu cy0’ €KTIB.

OpnHak, BUKOPUCTAHHA TAKOT0 MIAXOAY Ha MPAKTHII OOMEXYETHCS CKIAAHICTIO
YITKUX MIPKyBaHb CTOCOBHO MOBEIIHKHU K COIIaJIbHOTO 1HXKEHEPa, TaK 1 KOpUCTyBaya
comiorexHiyHoi cuctemu [111]. Ile oOymoBieHo, mo-mepiie, pPi3HOMAHITHICTIO
ICHyBaHHs 1 peanizamii cnocoOlB BIUIMBY colianbHOi iHxkeHepii. [lo-gpyre,
HEO/JHO3HAYHICTIO TOBEMIHKM KOPHUCTYBaya COIIOTEXHIYHOI CHCTEMHU 3aJIeKHO BiJ
MaHIMyJISTUBHOI ()OPMH BIUIMBAHHS HA HHOTO 3 OOKY COLIaJIbHOTO 1HXXEHepa.

JUist BpaxyBaHHS 1, SIK HACHIJOK IOJOJIAHHA IIMX OOMEKEHb BUKOPHUCTAHO
Miaxia, mo 3amnponoHoBaHo B [111]. 3a ocHOBY B3STO TBEpKEHHS MPO HEUITKICTh
MHCIICHHS moauHu. 1le o3Hayae, mo HOro eIeMEeHTH HaJe)KaTh 0 HECUITKMX KJIaciB
00’exTiB. [Tpu 11poMy miepexif Bii HAJIEKHOCTI /10 HEHAJIKHOCTI Ki1acy Oe3nepepBHUM.
CTymiHb Takoro TMepexo/ly BH3HAYAETHCH (PYHKINEO HaleKHOCTI. Tomy ms
BpaxyBaHHS LIUX OCOOJMBOCTEN BUKOPHCTOBYETHCS JIOTIKA 3 HEUITKOKO 1CTUHHICTIO,
HEYITKUMH BiTHOIICHHSIM, HEUITKUMHU MTPaBUIaMU BUBEJIEHHS. 3aCTOCYBaHHS HEUITKOI
JIOT1KM OOYMOBITIOETHCS 3AATHICTIO 10 OOMpaHHs BaXJIMBOI 1HPOpMALIi 3aJI€KHO Bij
MpOoOJEMHOT CUTYallii.

3 orisAy Ha L€ aHalli3yBaHHS YpaszJIUBOCTEH COLIOTEXHIYHUX CHUCTEM [0

BIUTMBIB COL1AJIbHOI 1HXKEHEPii BIIOOpaKaeThCsl HEYITKUM HAIPaBICHUM COLIaJIbHUM
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rpadom [112], [113]. loro BUKOpHCTAHHS 103BOISE BPAXyBATU HEUITKICTh OBEIiHKH
SIK COITIaJIbHOTO 1H)KEHEPa, TaK 1 KOPUCTYyBaya COLIOTEXHIUYHOI CHCTEMH.

PosrnsHeMo MHOXWHY BHOPSAIKOBAaHMX Tap €JIEMEHTIB MHOXHHHU V, 10
BU3HAYAIOTHCS JEKAPTOBUM J1I00YTKOM

VX V= [[ v, ijl vEVN ve V],

i=1,n j=1n. (2.9)

Toni Moaenb aHai3yBaHHS YPa3JIMBOCTEH COIIOTEXHIYHUX CUCTEM 0 BILJIMBIB
COLIIaNmbHOI 1HXKEHEepii 3a7a€TbCcs HEUITKUM HaIpaBJICHUM colialbHUM rpadhom G
[112], [113], [114]. Ilix HUM pO3yMi€ThCA IMIJIMHOKMHA MHOXXHHH JI€KapTOBOTO
no0yTKy (2.2)

‘v’(V,-. I/}-)E VX Viug(vv)eM

G={((vs v)[ua(vs v)) ). Gevxnn (2.10)
ne M - MHOXWHA HaleKHOCTEW ( V5, v; ) MHOKuHKM VXV, M = [94,95];
,uG( v Vj) — yHKIisA HaeKHOCTEH (V) V; ) MHOKUHE VX V.

Koxna BHopsakoBaHa Mapa TIyMaduTbCs AYrOl0 1 HEW BIIOOpa)kaeThCs
HaIpaBJIEHICTh BiJ1 110 ] cy0’ekTa (Hanpuknan, (v;, v2) — Bl cy0’ekTa v; (BiANPABHUKA)
70 cy0’€eKTa v, (OTpUMyBaya) K MaHIMyJATUBHOI (hopmu). Taka HarmpaBiIeHICTh MOXKeE
O0yTu abo BIICYTHBOIO, 200 ACHMETPUYHOIO.

KpiMm 1poro HampaBieHICTb MK Cy0’€KTaMH BpaxOBYEThCA ILISXOM
BH3HAUCHHS YKCIIa BX1JHUX Ta BUXITHUX JYT MDK HUMH, a came [115]:

d(v), (v,vi) veV

KinbkocTi BXiHUX 1 BHUXITHUX Iy BUKOPUCTOBYIOTHCS JJIi BU3HAUYCHHS
PI3HOBHly CyO’€KTa MpU aHaJIi3yBaHHI BPA3JIMBOCTEU COIIIOTEXHIYHUX CHUCTEM IO
BIUIMBIB COILIAJIBHOT 1HXKEHEPII:

isonpoBannii, d(v;)=0, dy(v;)=0. Hanpuknam, couiadbHHUIl IiHXXKEHED HE
3aCTOCOBY€E MAHIMYJISITUBHY (HOPMY V;;

Bianpasuuk, d(v;)=d,(v;)>0. Hanpukiaz, corianbauii imxenep (Cyo’ ekt v;)

BIUTMBAE YEPE3 MAHIMYJISTUBHI (POPMHU Ha KOPUCTYyBaya COLIIOTEXHIYHOI CUCTEMU;
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orpumyBau,  d{v;))>d,(v;)=0. Hanpuxmnan, Ha KopucTyBaua (Cy0’€KT V;)
COITIOTEXHIYHOI CUCTEMHU Yepe3 MOro BPa3IMBOCTI BIUIUBAE COIIAJIbHUM 1HXKEHED.

BaxxnuBicTh Cy0’€KTIB BUSBISETHCS 3aBISKH BHKOPHUCTAHHIO XapaKTEPUCTHUK
IEHTpaIbHOCTI Ta npioputety [111], [115].

Cepen HUX HaWOUIBII aKTUBHI CYO’€KTH XapaKTepU3YIOThCA IEHTPAIBHICTIO,
HANPUKIJIAJ: MAaHIMyJISITHBHA (opMa, ypazmuBICTh KOPUCTyBaua COLIOTEXHIYHOI
cucteMud. BoHa BH3HAYa€TbCS CTYNEHEM UEHTPaJIbHOCTI 1 Onm3bKicTiOo. CTymiHb

HEHTPAIBbHOCTI 3HAXOUTHCS 3a TAKOIO PIBHICTIO

CD(W)zw (2.12).

n-1
Tomi sik OMM3BKICTH MIXK JBOMa CyO’€KTaMU BCTAaHOBIIOETHCS 3 OTJISIAY Ha

BIJICTaHb MK HUMH

¢ i/

D(V,-)=W, (2.13)
=1 Ji

ne J; — KUIbKICTb CyO0’€KTIB y Meax BIUIMBY CyO’€KTa V., HalpUKJIas,
KOPHMCTYBAiB COLIOTEXHIUHOI cUCTEMH, d(V;V;) — BIACTaHb MIXK Cy0’€KTaMu Vi Ta vj,
HaIPUKJIIA, MK COIllaJIbHUM 1HXKEHEPOM 1 KOPUCTYBAYEM COLIIOTEXHIYHOI CHCTEMHU.

VY naHoMy BUNAIKY 30CEPEIKYIOThCS Ha BUOOpP1 cy0’ekTiB. OpHak, mo3a ix
YBarow 3aJHUIIAE€TbCS OOYMOBIIEHICTh TaKMX AKTUBHOCTEW $IK BIAMpPaBHUK ab0 SIK
oTpuMyBay. JlaHa OCOOJUMBICTh BPaxOBYETHCS XapPaKTEPUCTUKOI MPIOPUTETHOCTI.
ToMmy Hew BiZOOpakarOThCS, HANpPUKIAL, a00 Bpa3JMBOCTI KOpPUCTyBaya, abo
KOPHCTYBay COLIOTEXHIYHOI cucTeMu. Lle o3Hauae, 110 KOXKEH 3 HUX TIIyMadUTbCs SIK
cy0’€ekT oTpuMyBad. 3a aHAJOTIEI0 3 LUEHTPAIBHICTIO ISl BUSHAUYEHHS MPIOPUTETY
cy0’€KTIB BUKOPUCTOBYETHCA CTYIIHBb IEHTPAIBHOCTI 1 OJIU3BKICTD.

CryneHeM NpiopUTETY XapaKTEPU3y€EThCs HE3AIEKHICTh KOXKHOIO 3 Cy0’ €KTIB.

€ O3Hadae, M0 IPIOPUTETHI CYO’€KTH MOPIBHO 3 IHIIUMU OTPUMVIOTH OLJIbIIE
b

MO>KJIMBOCTEH, HIK IHITUMU. MIOTO CTYIIHb BUBHAYAETHCS

d(vy)
n-1

By(v)=
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ne dv;) — KinbKicTh CyO’€KTiB, 11O MOB’s3aHi 3 Cy0’€KTOM V;, HAIPHUKIIA,
KUIBKICTh MaHIMYJSATUBHUX (OPM COINIAIBLHOTO 1HXKEHEpa, 110 peai3ylThCsa uepes
YPa3auBICTh KOPUCTYBAaYa COIIOTEXHIYHOT CUCTEMH.

biu3bkicTIO  TplOpUTETY  XapaKTePHU3YEThCA  KIIBKICTh  CYO’€KTIB, IO
Oe3mocepeHb0  (Ypa3NMHMBICTh — KOPHCTYBAad COIIOTEXHIYHOI CHCTEMH) abo
OTOCEepeKOBaHO  (MaHIMyJIsATHBHA (¢opMa — ypa3iMBICTH — KOPHUCTyBad

COLIIOTEXHIYHOI CUCTEMH) NOB’sI3aH1 3 Cy0’ €KTOM V.

].
1/11-1

B = S dmr (2.14)

ne I;,— KITbKICTh Cy0’€KTIB y M€XaX BIUIUBY Cy0’ €KTa V; .

Buxopucranns (2.7) mae 3Mory aHaji3yBaTH Bpa3JIMBOCTI COIIIOTEXHIYHUX
CUCTEM Ha piBHI cy0’ekTa, mapu cy0’ e€KTiB (Z1ana), Tpikika cy0’ekTiB (Tpiaga) [111].
JI71s1 IbOTO KOKEH 3 PiBHIB BiioOpakaeThes miarpadgom Gy

G,CG.

Hiaga 3amaerbea miarpadoM, Mo Mae 1Bl BEpUIMHU Ta Ayry MK HuUMHU. [lpu
IIbOMY BIIOPSIKOBAaHA Mapa BEPIIMH MOXKE 3HAXOAMUTHCS Y OJHOMY 3 JIBOX CTaHIB 1
BiIoOpaxkae, HaIPUKJIIA/;

BIUIMB COLIAJIBHOTO 1HXKEHepa (Cy0’€KT V;) Ha KOpPUCTyBaua COI[IOTEXHIYHOL
cucTteMHu (CyO’eKT Vv3)

Gs={((V1» V3)|,UG(V1: V3))};

BIJICYTHICTh BIUIMBY COLIAJILHOTO 1HXeHepa (Cy0’€KT Vv;) Ha KOpPHUCTyBada
COIIIOTEXHIYHOI cucTeMHU (Cy0’€KT V3)

G={((v1, v)|0)}.

Tpiaga npencrapiseTbes miarpadom, 1o Mae TpU BEPIIUHU Ta TyTH MK HUMHU.
Mosxe nepebyBaTu B OIHOMY B JEKIJIbKOX CTaHax 1 BIJoOpakae, HalpuKIal:

Oe3rnocepeiHiii a00 OMOCEePEIKOBAHUI BILUIMB COLIAIBLHOTO 1HXKEeHepa (Cy0’exT
v;) 6e3 abo 3 ypaxyBaHHAM OOMaHy K MaHImyIaTuBHOI (popmu (cyO’ekT v;) Ha

KOPHUCTYyBayda COIlaIbHOI Mepexki (Cy0 €KT v; )

Gs={((V1; V2)|,UG(V1» 2),((r, va) | ug(v, »3)), (va, )| (v, V3))}
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OTIOCEPEIKOBAHUM BILIMB COILIAIBHOTO 1HXKEHEpa (Cy0’€KT v;) 3 ypaxyBaHHSIM
oOMaHy K MaHINYJISITUBHOI opMu (CyO’€KT V2) HA KOPUCTYBava COIlaIbHOI MEPExXi
(cyO’€eKT v3)

Gs={((V1; Vz)lﬂG(Vp 2),((v1, 1B3)]0), (va, v3)|u(va, Vs))};

Oe3nocepenHili BIUIMB COI[IAJIBHOTO 1HXKeHepa (Cy0’€KT v;) Ha KOpPUCTyBaua
COLIaJIbHOI Mepexki (Cy0’ €KT v3)

Gs={((V1» Vz)lﬂG(Vl» ),((n1, v3)|ug(vy, 13)), (13, V3)|0))}-

Omxe, 3aJaHHS MOJIENl aHANI3yBaHHS ypazIUBOCTEH COIIIOTEXHHHUX CHCTEM
HEYITKAM HaIpaBJIECHUM COLIIAIbBHUM rpad)oM Haajuo 3MOTy BCTAHOBUTH OCOOJIMBOCTI
BIUTMBAHHS COIIQJIbHOI 1HXKeHepli. s 1bOoro BHU3HAYEHO MHOXKHHY CYO’€KTIB
(couiasbHUNA 1HXEHEp, MaHIMyJIsSTUBHAa (Gopma, ypa3iauBICTh, KOPHCTYBay) Ta
BIIOPSIKOBAaHI Tapu ii eJeMeHTIB 3 (YHKIISMHU IiX HaJEKHOCTI. BuokpemieHO
PI3HOBHUJIU CyO’€KTIB 3 OOKY COIllaIbHOTO 1HXXEHepa, KOPUCTyBava, MaHIMYJISITUBHOI
dbopmu, ypa3nuBOCTI 3a YHUCIaMU BXIJIHMX 1 BUXiAHUX Ayr. Toll sIK BaXKJIMBICTb
KOXXHOTO 3 HHUX OTPUMaHO 3a JIOMOMOTOI0 XapaKTePUCTUK IEHTPAIBHOCTI Ta
npiopurery. KpiM 1bOro, BCTaHOBIEHO pIBHI CyO’€KkTa, [laad, Tpilaad s
aHaJI3yBaHHS YypPa3JIMBOCTEH COI[IOTEXHIYHUX CHUCTEM [I0 BIUIMBIB COLIAJIBHOL
imxeHepii. 1le yMOXIMBHUTH BHU3HAYATH CIOCOOM TaKUX BIUIMBIB 3 ypaxXyBaHHSAM
0CcOONMBOCTEM iX peamizailii 4epe3 ypa3iauBOCTI KOPUCTYBadiB 1, SK HACHIJIOK,
MPOTUAISATH M.

Take mpeacTaBieHHs [03BOJSIE€ JETAbHO BpaxyBaTH OCOOJHMBOCTI BIUIMBY
COLIIAJIbHOI 1HXKEHEpli Ha MepcoHan aBlanigupHeMcTBa. BaXKIMBICTh Ta KPUTHYHICTD
KOXKHOT BEpIIMHU Ta IyTU y Tpadi BU3HAYAETHCS Yepe3 PO3PAXYHOK XapaKTEPUCTHK
LEHTPAJILHOCTI Ta MPIOPUTETY:

BuokpemiieHHs 1TUX piBHIB 1a€ 3MOTY PO3POOISTH TOYKOBI, aJJaTUBHI CIIOCOOH
nporunii J[IB 3 ypaxyBanusm cnemudiku ix peamsaiii dYepe3 ypas3IHUBOCTI

KOPHUCTYBauyiB.
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4.4.2.3 MaremMaTu4yHi MojaeJi OLIHIOBAHHS MOTYKHOCTI JeCTPYKTHMBHOIO

inpopmauniitnoro BiimBy B ACTK

Jlns KIIBKICHOTO Ta SIKICHOTO TporHo3yBaHHs HachiakiB [[IB Ha Oe3meky
aBlallifHUX TPOIECIB PO3POOJIEHO JBI B3a€EMOJOMOBHIOIOYI MaTEMaTHYHI MOJEIIL.
Bonu naroTh 3MOry OIIHUTH MOTYXKHICTH 1H(GOPMAIIHHOTO BIUIUBY 3 ypaxyBaHHSIM

crienndiku Horo pKepelia, KaHaIiB MOMTMPEHHS Ta MEXaHI3MIB peaJizaiii.

4.4.2.3.1 Ilepma maremarnyHa wmogeab (OuiHKa mNoTeHIIiagXy TAa

npouuxkHocti JIIB)

Mopenb 6a3yeThCsi Ha aHami3l MapaMeTpiB JKEpelia BIUIMBY Ta AUHAMIKH HOTO
CIIPHIHATTS COIIOTEXHIYHOIO CHCTEMOIO. IT10TYKHICTh BILTUBY W, pO3IIAIaeThes K
(byHKIIIS BiJ] TPhOX IHTETPAJIbHUX BEKTOPIB:

[/Vll)l V:K[,crc' KchlSrec)

ne:

[, — BEKTOp THTEHCUBHOCTI Ta PEJIEBAHTHOCTI JAECTPYKTHUBHOI 1H(pOpMAIIii, 1110
TCHEPYETHCS JHKEPEsIoM (BKITIOYA€E PiBEHh MAaCKyBaHHS IT1]T JICTITUMHI ITOB1JIOMJICHHS);

K4 — xoedllieHT MPOHUKHOCTI KaHalIy Mepeaadl JaHuX (BpaxOBY€ HAasBHICTh
TEeXHIYHUX (PUIBTPIB, 3aCO0IB 3aXUCTY Ta MIBUAKICTH MOMUPEHHS 1HQOpMaIrii);

Syec — KOEPIUIEHT COpUUHATIMBOCTI (abcopOiii) i1HGopMalii peuuneHToM
(JIFOACHKOIO  JTAaHKOIO), IO  3aJICKUTh B IMOTOYHOTO PIiBHA KOTHITUBHOIO
HABAHTAKECHHS Ta ICUXOEMOIIIIHOTO CTaHy Oreparopa.

Jnst inenTudikanii MIMOBIPHUX JIPKEpE BIUIMBY Ta 00’ €KTHO-CY0’ €KTHUX MoIeNel
B3acMO/i1 BBEAEMO TaKl TO3HAYECHHS

V' — pi3HI JKepena BIUIMBY, SIKI BHUKOPUCTOBYIOTH BIJIIOBIJHI MEXaHI3MH
3aCTOCyBaHHS 1H(POPMAIIHOTO BIUIUBY;

D, — 00’€KTH BIUIMBY, SIKI JOIUIBHO PO3PI3HATH 3a PI3HUMU KPUTEPISIMH,
HaIpUKIaja, ColllaJibHI 00’ €KTH, TEXHIUHI 00’ €KTH TOIIO;

Y, — KiIbKICTh 00’€KTIB, SIKI 3MIHWJIM CBIM CTaH I BIUIMBOM 1H(GOPMAIIHHOTO
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BILIUBY P;.
BpaxoByroun  HOpUHLIMI ~ aIUTHBHOCTI, MOJKHA  3allpOIIOHYBaTH  Take

CHIBBITHOIIICHHS JJIsl OLIIHIOBAaHHS e(beKTI/IBHOCTi 1H(pOpMaIIHHOTO BIIUBY:

(P)

(2.15)

ne | Dy, | — MOTyXHICTb MHOXHUHH D,

3 ypaxyBaHHSM TOT0, IO OJHE JIXKEPENIO BITUBY MOKE OJJTHOUYACHO 3aCTOCOBYBATH
JeKiJIbKa MEXaHi3MiB peanizaiii iHpopMaliifHOro BIUIMBY BiIHOCHO OJTHOTO 00’€KTa
BIUIMBY, BUKOPHUCTOBYIOUM Taki Jii, SIK: JUCKpEeAMWTAIlis, ariTailis, HeAoOpOCOBICHA
KOHKYpEHLId TOmO. AHamITUYHUI BUpa3 Uil  OLIHIOBAaHHS  IOTYXHOCTI
iH(opMaIiitHOTO BIIUBY MOXKHA MPEJICTABUTH SIK y3araJJbHEHY MaTeMaTHIHY MOJICIb,

110 BPaXOBY€ BUIIICO3HAYEHI OCOOJMBOCTI BILIUBY

9

V](Dm) Z,Jm 1 |D | k (216)

ne V; noka3ye NpUHAIEKHICT JPKEepea BIUIUBY 10 1-I'0 KJIaCy, IKe BUKOPUCTOBYE
J-1i MeXaHi3M peainizanii iHpopMaliiHuX oneparii;

Y (P;) — KUIbKICTb O0’€KTIB m-20 KJacy, sIKi 3MIHWIN CBIM CTaH MijA JI€l0 j-TO
MEXaH13My BILTUBY;

ki — KOe(IIIEHT, KU BPAaXOBY€ YAaCTOTY 3BEPHEHHS JI0 JJAHOTO JHKEpelia BILUIUBY
i; 3MiHIO€TBCS Bij 0 710 1;

1 — BIAMOBIIHA KUTBKICTh KJIACIB Ta MEXaH13M1B BIUJIUBY.

OueBuaHO, 110 e(heKTUBHICTh 1H(GOPMAIIMHOTO BIUIMBY BU3HAYAETHCS KUTBKICTIO
00’€KTIB, 110 3MIHWJU CBIA CTaH Yy TOMY HalpsIMKY, SIKUi HEOOX1IHO AJig 00’€KTa
BIUIMBY. AHaii3 Bupasy (2.9) nmae MOXIUBICTh 3pOOUTH TOIEPEHINA aHaI3 PU3UKIB
BIIHOCHO €(EKTUBHOCTI JDKEpeNl Ta BIAMOBIIHUX MEXaHI3MIB TMPOBEICHHS
cneniagbHuX 1H(OpMAaIIiHUX omepalliif, sKi BUKOPUCTOBYE OO0’€KT BIUIUBY 1
NPOBEJCHHS TIONEPEIHbOT0 PAHXKYBaHHS BIJHOCHO TOTY>KHOCTI HWMOBIPHHUX
iHpopMaIIiHUX CHeliaIbHUX omnepamid. AJie Uil TPUNUHATTS PIIICHHS 1100

noOy10BH €()EKTUBHOTO KOMILUIEKCHOTO 3aXUCTy BIJ MPOBEACHHS CHEIlaIbHUX
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iHpopMariiiHux omnepanid moTpiOHO BHU3HAYCHHS HAWMEHII 3aXHUIIEHUX MICIb 1
€JIEMEHTIB, MPUYKH 1 UMOBIPHUX HACJIIIKIB MIPOBEICHHS CIIeIiaIbHUX 1HGOPMAIIHHIX
oTieparii.

AHami3 111€i Mojenl  J03BOJIE€ OOYMCIMTH TPAHUYHI 3HAYEHHS, 3a SKHUX
JeCTpyKTHBHA iH(OpMaIlis aojae Oap'epu 3aXHCTy Ta TOYHMHAE OE3MOCEePEaHBO

BITUBATH HAa KOHTYP YIIPaBIIHHS MMOJIbOTaMH.

4.4.2.3.2 JIpyra matemaTu4aHa MojaeJb (OuiHka eMepI:KeHTHUX HACJTIIKIB Ta

onepaniiiHOr0 pU3HNKY)

Jpyra Mozienb OpieHTOBaHA Ha OLIIHIOBAHHS KyMyJaTUBHOrO edekty Bia JIIB Ta
po3paxoBye ctymiHb jaerpagamii ¢yukmiii ACTK. Monens BUKOpUCTOBYE amapar
MapKOBCBKUX TpoleciB a00 0aleCIBCBKUX MEpEeX JOBIpHU (3aJIEKHO B1JI OOpaHOi
neTranizaili) Juisi MOJEIIOBaHHS MEPEeXOIiB CUCTeMH MiX craHamu «HopmanbHe
¢dbyHKIIOHYBaHHDY, «[IprxoBaHa KOMITpOMeTaIlisy, « ABapiiHUN CTaH yepe3 XUOH1 i
orepaTopa.

BuxigHuMm moOKa3HUKOM MOJENl € IHAEKC OMEepPaliiHOro pU3MKy Risk,,s SKuAl
BpPaxoBY€ HUMOBIPHICTb MPUIHATTS ONEPATOPOM MTOMUIIKOBOTO pillieHHs mij aiero 1B
Ta MOTEHIIIITHI 30UTKHU (3aTPUMKHU PENCIB, MOMIKOKEHHS MaliHa, 3arpo3a >KUTTIO).

VY mpakTUyHIf MJIOMIKMHI Pe3yJIbTaTH MOJCIIOBAHHS JI03BOJISIIOTH HAM BHUPIIIUTH
Takl 3a7a4i:

1. Busnaunti HaiOuibin edekTuBHI ab0 HeOe3medHi JpKepena MPOBEACHHS
iH(hOpMaIIHUX ofepalliif, a TAaKOXK BUKOPUCTOBYBAaHMX MEXaHI3MIB 3 00Ky 00’€KTa
BILTUBY;

2.Bu3HaunTH TNPUYMHHO-HACTIIKOBUNM 3B'SI30K  €(EKTHUBHOCTI MPOBEACHHS
iH(popMaIiiHuX ornepalii 3 00Ky 00’€KTa BILUIUBY;

3.3anponoHyBaTH KOMIUIEKCHUM 3aXWUCT Y BUIJISIl MPOBEICHHS CIEIialbHUX
KOHTPOTIEpAITii.

Po3po6ieni mMojeni 1 BUPIIICHHS HaBEACHUX 3ajad JI03BOJISIE 3alpOIOHYBATH

METOAMKY JJISI IPUUHSTTS YIPABIIHCHKUX PIIICHD MO0 KepyBaHHS 1H(POPMAIIHHOIO
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0e3IMeKoI0 Ha 00’ €KTI 3aXUCTY B yMOBaX 1H(popMatiiiHoi BiHH. J[OIIJILHO pO3TIIsIaTH
mporiec ynpaBiaiHHA 1HGQOpMaIIiHOK 0e3MeKO0 SK HEelepepBHUM 1 OaraTopiBHEBHM,
TOMY CYTh METOJAUKH Ma€ BPaXOBYBaTH MPHUHIIUIINA HETIEPEPBHOCTI 1 6araTopiBHEBOCTI.
Jns  edexktrBHOI 1HGOpMaIIHOT MPOTUAIT HEOOXITHO MOOYAYBaTH BIANOBIIHY
edeKTUBHY oOprasizamito, ska O CTpyKTypHO 1 (YHKIIOHAJIbHO BigNOBiAaNa 1
BHUpiIIyBaja BHILE HaBEACHI 3a1a4i/

VY3aranpHeHHs1 pe3ysbTaTiB 000X Mojeliel Ja€ 3MOry He JIUIIe KOHCTaTyBaTH
dakT araku, a 1 HopmynroBaTH OOTPYHTOBAHI yMPABIIHCHKI PIMICHHS I CITYXO
aBiamiitHoi 6e3neku Ta [T-miapo3ainiB aBianiANpPUEMCTB, CIPSIMOBaH1 Ha ONepaTUBHE
IPOBEJCHHS KOHTP3aXO/1B Ta 3HM)KEHHS IMOTY>KHOCTI JE€CTPYKTUBHOIO BIUIUBY [0

0€31eYHOro piBHS.

4.4.2.4 MaremMaTu4Ha MoOJeJb OIIHIOBAHHA HEJIHIAHOI CcTIHKOCTI

couiorexHiyHoro koHtypy ACTK

JlecTpykTUBHI 1H(pOpMAIliiHI BIUIMBH Ta MaHIMYJALIl B aBlallifHUX CHUCTEMax
MalOTh BUPKECHUM HeMiHIMHMNA xapakTtep. [Icuxodizionoriuna peakxiiisi onepaTopiB
(moTiB, aucneTdyepiB) Ha JAe3iH(opMaliito abo CTpec, a TaKOXK MOIIUPEHHS MOXUOOK
B ABTOMAaTHM30BAHMX KOHTypax BIAOYBAalOTbCA 3a HEIIHIMHUMH 3aKOHaMH, IO
XapaKTepU3yIOThCA €heKTaMi HaKOTMMUEHHS «KPUTHUYHOI Mach» Ta ParTOBOTO 3PUBY
yIpaBIiHHS.

MaremaTudHa MOJICIb OIIIHIOBAHHS HEIIHIMHOI CTIMKOCT1 0a3y€eThCsl Ha CUCTEMI
nudepeHIliaIbHUX PIBHSIHB, 10 OMUCYIOTh TUHAMIKY 3MIHU CTaHY CTIMKOCTI KOHTYPY

IT1]T JI1€10 30BHIIMIHBOTO TUCKY:

dx
E_=(0(X)- l:b( Woi [/Vcog)

Ac:

X— TIOTOYHUH PIBEHb CTIMKOCTI COI[IOTEXHIYHOTO KOHTYPY;
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@(x) — QYHKIIS BHYTPIIIHHOTO CAMOBITHOBJICHHS Ta ajanTallii cucTtemMu (3a
PaxyHOK JOCBIy oIeparopa Ta BOy0BaHUX 1HCTPYMEHTIB MEPEBIPKHU MOMHIIOK);

W(Wpis Wpg) — Henminifina QyHKIiA nerpanaiii KOHTYpY il CILUIBHOKO €0
MOTY>KHOCTI aTak¥l Ta KOTHITUBHOTO TIEPEBaHTaKCHHSI.

[lepmmmM  KpokOM  TIpW  JOCHI/DKCHHI  HAaBEACHOI  BUINE  CHCTEMH
auQepeHiiaJbHuX PIBHAHb € BU3HAYCHHS CTAlllOHAPHUX TOYOK, TOOTO PO3B’SI30K

CHUCTCMH piBH)IHI::

tf{Xay=0 (2.17)

JIlpyruM KpOKOM JIOCITIDKCHb € BU3HAYCHHS XapaKTepy 0COOIMBHUX TOUOK.
Jlnst 1pOro MEepexojisiTh /10 HOBUX 3MIHHUX - BIAXWJIEHb BiJ KOOpPJIWHAT
CTalllOHAPHOT TOYKHU:

u=xrx (2.18)

[To6nu3y crarioHapHOi TOYKHM TpaBl YaCTHMHH BHUXIJHUX PIBHSIHH CHCTEMH

MO’KHa pO3KJIacTu B psj Tennopa:

9%f;
« of |Ut——
u=—\"" oxdx| upurt...
0 m
m

ITe mocmiKeHHs 3BOA.._ 51 O BU3HAUEHHS BIACHUX 3HAYEHb MaTPHL ||a;|.

VY Bumajaky, KoJid BCl BJIacH1 3HaueHHs A; (i = 1, 2,..., n) pi3H1 Ta MatOTh BIAMIHHI
BiJ HyJs niiicHi yactuHM (Re A;), icHye “rpy0a” crarionapHa Touka. Skimio Bci Re A;
HE JOPIBHIOIOTH HYJIIO, TO 3aCTOCOBYIOThCS HACTYITHI TEOPEMH:

1. SIxmro Bci Re A;<0, To cTariioHapHa To4ka aCUMITOTHYHO CTiiKa.

2. Slkmo xou ogHe Re A,>0, To cTaiioHapHa TOYKa HeCTilKa.

[IutaHHA TPO CTIMKICTh CTAIlOHAPHOI TOYKM MOKHA BUPIIIMTH TaKOX Ha
mijacTaBi kputepiro ['ypBina, 6e3 0e3mocepeTHhOro OOYHCICHHS BJIACHUX 3HAYCHb.

JIJist IbOTO XapakTEPUCTUUHE PIBHSIHHS NEPENUCYETHCSA Y BUTIISIL
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aok” + bo)bn'l + al?u”'z + blkn'3 + .= O, (219)
ne ao=1.

Martpurero ['ypBina Ha3UBAETHCSI MATPUIIS /1-TO TIOPSAKY:

H= bO bl bn-l
0 a a dp.2
0 0 b b,

Minopu matpuiti H (BiJ IEpIIOTO A0 1-TO MOPSAKY), € BU3HAUHUKaMu ['ypBila.
Kpurepiii I'ypBina nossirae B HACTymHOMY: JUIsl TOTO 100 AJiA BCIX A; BUKOHYBAJIOCh
Re A;<0, HEoOXigHOIO 1 JIOCTATHHOIO YMOBOIO € TMO3UTHUBHICTh YCIX BHU3HAYHUKIB
I'ypeina. Y pe3ynpTati 3arajgpHe JOCTIHKEHHS XapaKTepy 0COOIMBUX TOYOK BUX1THOT
CUCTEMH MOKe 0a3yBaTHCs HA MPUBEJICHHI il MATPHULI JO dKOPJAHOBOI (POPMHU.

Y HalnmpoCTIIIOMY BUMAJKY JJII CUCTEMH JAPYTrOro MOPSAKY BUXIJIHE PIBHSIHHS
MOKe OyTH 3alliCaHe y BUTIISIL:

M—ol+A=0, (2.20)
ne 6 = ai tan, A= anaxn — ana

Tom:
o 1
A==+ 0%-4A
1273 %5

Axmo koaeH 3 mapaMeTpiB G, A HE JOPIBHIOE HYJIO, TO SIKICHa KapTHUHA
($a30BOTO MPOCTOPY B OKOJII CTAIIOHAPHOI TOYKHU 3aJCKHTh TUIBKH BiJ JIIHIMHUX
YJICHIB.

AmHani3 (a30BUX TpPAEKTOPId N1a€ 3MOTY 3pOOMTH BHCHOBOK IIPO XapakTep
€BOJIIOIIT CHCTEeMH, BU3HAYaTH 001acTi i JeTepMIHOBAHOI MOBEIHKM Ta 00JacTi
Oidypkaniii (To6TO 007acTi 3HAYEHb MapaMeTpPiB, NMPHU SIKUX BUHUKAE HECTIHUKICTD 1
B110yBA€THCS 3MiHA BUAY PO3B’S3KIB PIBHSIHHS, 10 OMKCYE MOBEAIHKY CUCTEMH ).

CkJ1aJiHi CHCTEMH YacTO MAIOTh KUJIbKa CTIMKUX CTaHIB (aTPAKTOPIB), 10 OJTHOTO

3 JKHMX BOHHM pPaHO YU TI3HO MNOTPAIlIAIOTE. Yy oOuX BHUITaAKax MOXKJIUBUM JIUILIEC
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BU3HAYEHUM HaOIp NUIAXIB €BOJIIOIII, K1 BIAMOBIIAIOTH aTpakTopaMm. [Ipu mpomy
MepexoJId BiJi OJIHOTO aTpakTopa JO 1HIIOTO HE MOXYTh BiIOYTHUCS MHUMOBOJII, JJIs
IHOTO HEOOX1/IHA 3MiHA 30BHIIIHIX YMOB a00 BiacTUBOCTEH cuctemu. Came 3 i€
METOI0 3aCTOCOBYIOThCS 1H(pOpMaIIiiiHi oneparllii B ComialbHUX CUCTEMAaX.

Mopnens [03BOJSIE aHANITUYHO BHU3HAYUTH KPUTUYHI TOYKM Oidypkarii
(TMHAMIYHI TOPOTH CTINKOCTI), 32 IKUMH HaBITh HE3HAYHE JTOJATKOBE iH(OpMaIliiiHe
HaBaHTKCHHS TPHU3BOJUTH JO0 TOBHOI BTPATH KEPOBAHOCTI JIIOJCHKOIO JIAHKOIO

COLIIOTEXHIYHOTO KOHTYPY.

4.4.2.5 EnTrponiiiHa Mojae/ib ONIHIOBAHHSA CTaHy Oe3nexku iHGopmauniiiHOro

cepeloBHINA aBiaNiANPHEMCTBA

Jlns BUsiBIeHHs naTeHTHHX (mpuxoBaHux) etamiB [[IB, komu TexHiuHi 3acoOu
3aXUCTy He (IKCYIOTh MPsIMUX KiOepaTak, 3alIpOIIOHOBAHO MOJEINb, 110 0a3y€eThCsl Ha
anmapati Teopii i1HdopMalli Ta po3paxyHKy iH(opmaiiiiHoi eHTpomii AK Mipu
HEBH3HAYCHOCTI i Xa0Cy B CHCTEMI.

Bynp-sxuii miiecnpsMoBaHUM MaHIMYJISATUBHHM BIUIUB a00 aTaka COIIaJIbHOL
1HKEHEPIl MOPYIIY€E MTATHY CTPYKTYPY Ta 3aKOHOMIPHOCTI 1HPOPMaLIHOTO OOMIHY
B ACTK, 110 npu3BOAUTH 1O aHOMAJILHUX KOJIMBaHb €HTPOITI].

J1J1st OIIIHKY 3[JaTHOCT1 CUCTEMH MPOJOBXKYBATH HOPMaJIbHE (DYHKITIOHYBAHHS B
YMOBax IMOCTIHHO AIFOYMX JAECTPYKTHUBHUX (HEMPSMHUX) BIUIUBIB 1 MPOTUCTOSTH iM,
ajanTyBaTH aIrOpPUTMH (YHKI[IOHYBaHHS JO HOBHUX YyMOB 1 OpraHi3oByBaTu
(dyHKIIIOHATBHE BIAHOBIICHHS 0€3 BTpAaTH HAMOUIBII 3HAYYIIUX “KPUTUYHUX (QYHKIIIH
HEOOX1IHUM Tepexia BiJ aHami3y Ta OMIHKM €(PEeKTUBHOCTI O aHaTi3y U OILIHKU
CTIHKOCTI .

Kpim MoxmMBOCTI “BHYTPIIIHBOTO” BiAHOBIIEHHA cucTeMu micist HB, criiikicTh
CHUCTEMH XapaKTEPHU3Y€ETHCS TAKOK MOIIMBICTIO BIUIMBY Ha 30BHIIIHE CEPEIOBHIIIEC, B
AK1i cama cuctema QyHKIIOHYE. L[ MOKIIMBICTH 0COOJIMBO YITKO BUIAHO SIK pa3 B pasi

1H(hOpMAIIHUX CUCTEM.
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OaHUM 3 TIOKA3HUKIB CTIMKOCTI CHCTEMH € 3amac CTIMKOCTI (d-CTIMKICTh) —
KPUTHUYHA KUIBKICTh YpakeHb, 3MEHIIeHa Ha ojuHuiio. [lin ypaxkeHHsm Oyaemo
PO3YMITH OJWHUINI0 BHUMIPY 30UTKY, 3aBJAHOTO COIIaJbHO-TEXHIYHIA  CHUCTEMI
HEraTUBHUM BILUIMBOM [116].

SIkmo mo3HaunTH yepe3 C KPUTUYHY KUIBKICTh YypakeHb (Ae(eKTiB), TO
MOKa3HUKOM d-cTiiikocTi Oyae d = C -1.

Kputnuaum HazuBaroTh MiHIMabHY KUIBKICTH AC(EKTIB, BUHUKHECHHS SIKUX
MPUBOIUTH 0 BTPaTH 1HPOPMAIIIHOIO CUCTEMOIO CBOiX BJIACTUBOCTEH (MOKIMBOCTI
1H(OPMAIIHHOTO BILIUBY).

3 iHmoro 00Ky, 3arac CTIMKOCTI MOKHA BU3HAYUTH K MAaKCUMAaJIbHY KUIbKICTh
YpaKEeHb, AKY I1I€ MOKE€ BUTPUMATH cucTeMa 0e3 BTpaTu mpare3gatHocti [116].

Hexait m; — i-ta xoMmOiHaiis nedexTiB, IpH KA CUCTEMa HE BTpayvae CBOIX
BIIACTHBOCTEH, TO/I1 3a1ac CTIMKOCTI BU3HAYAETRCA K max ;.

CoulanpHa cucTeMa MOXKe rnepedyBaTH B pPI3HOMAHITHUX MPUITYCTUMUX JJIs HEl
cranax. Cucrtema mparne3/iaTHa, TOKU 1i CTPYKTypa UM OpraHizaiis JaiTh 3MOTY
YHUKATH JECTPYKTUBHHUX BIUIMBIB a00 iX JOKami3yBaTH, TOOTO CTIMKICTh CHUCTEMH
3aJIeKUTH BiJ ii MOBEJIHKH B MPOCTOP1 CTaHIB.

Hexaii MmHoxuHa {X(m)} yTBOpIOE MPOCTIp NPUIYCTUMUX CTaHIB COLIAIBHOI
CUCTeMH. Y 3arajibHoMy BUMAIKy {X (m)} Moxe OyTH BUNAIKOBOIO (DYHKIIIEIO, sIKa
3ameskuTh Bif yacy: Xm)=Xm)()={x;1(D),...x,,(D}.

[Toznaunmo uepe3 FA omeparop AeCTpYKTHMBHOIO BIUIMBY 3 MapaMeTpoM A.

SIKI0 1eCTPYKTUBHUIA BIUIMB MO3HAYAETHCS HA COLIIAJIbHIN CHCTEMI, 1110 3HAXOIUTHCS
B ctani X¥(m)(0) €(Xm)(D}n j=1, ..., n i, nanpuxnan, FA(X (m)(t) )e{X(m)(t) 2
TO MO’KHA TOBOPHUTHU PO T€, IO CHUCTEMa “BMXKHJIA~ MICHA BIUIUBY 3 [apaMeTPOM A.
SIKIIo comiajgbHa CHCTEMa TaK opraHizoBaHa, 1o V.A: Fﬂ(z\”'(m)(t))e{X(m)(t)}n, TO

PIBEHb CTIMKOCTI CUCTEMHU JTy>K€ BUCOKUNA. TaKMM YMHOM, CHCTEMa MAa€ TUM O1IbIIHIA
piBeHb CTIMKOCTI, YUM OUIbLIE TOTYXKHICTh O€3Ji4l JOMYyCTUMHUX CTaHIB

(pizHOoMmaHniTHOCTI) [194].
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Ili Bumoru BiAmoBigaTh 3akoHy Y. Emi0i, 3riIHO 3 SKUM pPi3HOMAaHITHICTh
JTOMYCTUMHUX CTaHIB 3MEHIIY€E PI3HOMAHITHICTh HENMpHUIyCTUMUX. KpiM TOro, o
piBEHb CTIMKOCTI CHCTEMU 3aJE€KUTh TaKOX BiJl 1i IparHEeHHs yTpUMaTucs B O6e3miul
JOMYCTUMUX CTaHiB [194].

Byap-sixuit 00'exT a00 cucTeMy MOXKHA PO3TJISAATH SIK MHOXKHMHA, 1110 BOJIOJIIE
PI3HOMAaHITHICTIO. 3MiHA IILOTO PO3MAITTS BIANOBIAA€ 3MiHI CTaHIB CHUCTEMH, TOOTO
CKJIaqy i1 eJeMEHTIB, CTPYKTypu ab0 MOBEAIHKH. TakuM dYMHOM, O€3Jiyl CTaHIB
CUCTEMH MOJKHA 3ICTAaBUTH BOJOJIE€ EKBIBaJCHTHUMHU BJIACTUBOCTSIMHU MHOXXHHA
HWMOBIPHOCTEH IIMX CTaHIB.

VY sKoCTI MIpU PI3HOMAHITHOCTI CTaHIB 3 CTIMKICTIO B JJaHUW 4Yac IIUPOKO
3aCTOCOBYETHCS €HTpoIisA ctany cuctemu [113 — 116]. Binomo, 110 eHTpomnis € Miporo
HEBU3HAYEHOCTI CTaHy CUCTEMHU, MIPOI0 HecTaul iHpopMallii Mpo IIHCHY i CTPYKTYpPY
1 MOBENIHKY. Y 3arajJlbHOMy BHMaAKy BIJIOMO, IO PO3Mi3HABaHHS CUCTEMHU Mae
HalMEHIly CKJIaJHICTb, IKIIO EHTPOIIIS CTAHY I1€1 CHCTEMU € MIHIMAJIbHOIO.

SIKIIO BUKOPUCTOBYBATHU E€HTPOIIIO K BEIMYMHY, IO XapaKTepU3ye pPIBEHb
CTIMKOCTI CHCTEMH, TO BOHA, 3 OIJIAQy Ha 3arajibHi BJIACTUBOCTI E€HTPOMINHOMY
¢byHKIii, Mae Taki BiractuBocti [117]:

EHTpOMIHA XapaKTepUCTUKA JO3BOJISIE BpaxyBaTH HEBU3HAUCHICTh (B
CTPYKTYPI 1 MOBE/IIHLII) CTaHIB CUCTEMHU 1 MPU LIbOMY BUPAKAETHCS Yepe3 IMOBIPHICHI
XapaKTEPUCTUKHU CUCTEMU;

EHTPOMIHA XapaKTEPUCTUKA CUCTEMHU 3JICKUTh BiJ PO3MIPHOCTI MPOCTOPY
CTaHiB CUCTEMH, YHMCJIA 1 PI3HOMAHITHOCTI €JIEMEHTIB CUCTEMU;

EHTPOIIIHA XapaKTepUCTUKA HE 3aJICKUTh Bl BUOOPY MOYATKY KOOPJUHAT B
MIPOCTOP1 CTaHIB CUCTEMHU.

VY neskux BUMAIKaX AOLUUIBHO BUMIPIOBATH CTIMKICTD SK BITHOCHY BEITUUHHY:

G=—, 2.21)

ne Hpg - MaKCUMaJbHO MOXKJIMBA EHTPOIIS CHUCTEMHU (Jaii - peKopn), IO

XapaKTepU3y€e rPAHUYHUNA CTaH HEBIMOPSIAKOBAHOCTI.
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TakuM YMHOM, HaBEICHUN IOKA3HHUK CTIMKOCTI SBJIsIE COOOKO BIJHOIIIEHHS
EHTPOIIi CTaHy CUCTEMH JIO MAKCUMAJIbHO MOYKJIMBOI EHTPOIII] 11€1 CHCTEMHU B YMOBaX
HaKJ1aJIeHUX Ha HET 0OMEKEHb.

J11st BCIX PO3TIISIHYTUX A0 TENEPIIIHBOTO Yacy KIJIACIB CUCTEM ICHYE €TUHA H yay.

O4eBHUIHO, IO BU3HAYCHHS MOKA3HUKA PIBHS CTIKOCTI MOBUHHO MPOBOJUTHCS
3a TaKOI0 CXEMOIO:

BU3HAYAETHCS CIOCIO OIIHIOBAHHS 3HAYEHHS SHTPOIi H B 3aJI€KHOCTI BiJ] TUITY
CUCTEMU;

0OYHUCITIOETHCS 3HaUCHHS [ aHai30BaHOI CUCTEMH;

aHATI3yI0TbCS OOMEKEHHS, 1110 HAKJIaJCH1 Ha CUCTEMY;

B paMKax IMX OOMEXKCHb CHHTE3YEThCS CHCTEMa 3 TlapaMeTpaMu, IO
320€31euyIoTh H iy,

BH3HAYAETHCS 3HAYCHHS TTOKa3HHUKa G.

Otxe, mepell TUM SK OI[IHUTH 3HAYCHHS IMOKa3HHMKA CTIHKOCTi, HEOOXITHO
BUPIIIUTH 33J1a4y CUHTE3Y I[I€] CUCTEMU 32 KPUTEPIEM MAKCUMyMy HEBHU3HAUYEHOCTI B
paMKax HasBHUX OOMEKCHbD.

VY onedaxkux BUIIaJKaxX peaizaifis MPUHIUIY MaKCUMyMy HEBU3HAYEHOCTI
3a0e3nedye HalilMEHI1 BUTPATH B OPIBHIHHI 3 THIIMMU CIOCOOAMU I 1 TUM CaMUM
M1JIBUIIY€E CTINKICTb.

3acTocyBaHHS TIOKa3HHWKAa CTIMKOCTI Iependadae MOXKJIUBICTh OIlIHFOBAHHS
CTIAKOCTI1, TOOTO 3HAHHS BIUIMBY BCIX CKJIAJIOBUX CUCTEMH Ha CaM MOKa3HUK CTIHKOCTI
11X B3a€EMHUI BIUTMB OJMH Ha OJHOTO B MPOIieci PYHKITIOHYBAHHS 1 €BOJIIOIIT CUCTEMHU.

CrpaBennuBO TBEPDKEHHS TMPO Te, IO PIBEHb CTIHKOCTI cuctemMu G
3QJIMIIAETHCS TIOCTIMHUM TOJ1 1 TUIBKU TOJ1, KOJU BIAHOCHE 301JIBIIEHHS €HTPOIii
JIOPIBHIOE BITHOCHOMY 30UTBITIEHHIO 11 MAKCUMAJILHOTO 3HAYCHHS (peKopy). Y poOoTi
[118] moka3aHo, 1110 IpH €BOJIIOLIIT CUCTEMH PIBEHb 1l CTIHKOCTI HE 3MIHIOETHCS, SKILO
H = H,. TaM Takox MOKa3aHO, IO IMPH PEKOHCTPYKII a00 pPO3BUTKY CHUCTEMH il
CTIHKICTh OyJ€ 3pOCTaTH TOJl 1 TUIBKU TOJ, KOJHM BIHOCHE 301JIBIICHHS €HTPOIii

CUCTEMHU OLJIbIIIe BITHOCHOTO 301IbIIeHHS pekopay. L{i 1Ba TBepakeHHs 00'€ JHYIOThCS
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B OJIHE: CTIMKICTh CUCTEMH HE 3MEHIIYEThCS MPU €BOJIOLIT CUCTEMHU, SKIIO BIIHOCHE

30UIBIIICHHS] EHTPOMIi CUCTEMH HE MEHIIIEe BITHOCHOTO 30LJIBIICHHS PEKOPY CHUCTEMHU:

x| =
Vv
Em
>

Em
[

(2.22)

TakuMm 4MHOM, Y CUCTEMH, KA Ma€ TEHCHIIIEI0 IO 3pOCTaHHS PIBHA CTIHKOCTI,
il €HTpOITis B TIPOIIEC €BOJIIOLIT 3aBXK /I MParHe 10 MaKCUMaJIbHO MOKJIUBOI.

PosrnsnemMo OibII KOHKPETHI BJIACTHUBOCTI TMOKa3HHMKA CTIMKOCTI Pi3HUX
CUCTEM.

[TpumycTtumo, 1110 cucTemMa opraHizoBaHa Tak, 1110 3aBxau H = const. OTxe, nis
BUKOHAHHS HABEIEHOI BUILE HEPIBHOCTI HEOOXIHO, 100 BUKOHYBAIAacs yMoBa H .
<0.

Takum unHOM, 1Ipu H = const y CUCTEMI, SIKa MTParHe MiABUIIUTH CBOIO CTIMKICTh
B IIPOILIEC] €BOJIOLII, PECYpCH MOBUHHI BUKOPUCTOBYBATUCS HA 3HM)KEHHS PEKOPIY,
Horo HabMM>xeHHs 10 H.

1. Hexait gg nesikoi cuctemMu H = (. MHOXMHA MOXJIMBAX CTaHIB CUCTEMU

{X<m>}n={X<1),...,X<m>}Z 1 MHOXWHA HEMPUITYCTUMUX {X<m>}k={X<1>,...,X<m>}Z ,

CKJIaJIal0Th Pa30M MOBHY TPyIy MOJiH; B pe3yJibTaTi MOXHA 31CTABUTH MOYJIMBI MipH

r [ [X(m)},/ up [ {X(m)]k)

PeKopz[ CHCTCMH MOKHA BU3HAYHNTH K

Hpar=-P ({X<m>},,) XInP ({X<m>},,) -P ({X<m>} k) XInP ({X<m>} k)

HeoOxigHo BukoHat ymoBy H'y.e <0, mo mnpusBene 10 MiHIMIZAIT Hoygy,
OCKITbKM 3a mpunymeHasM H = (. 3 ocHOBHUX BiacTuBocTed eHTpomii [196]
BUXOJUTb, MO Hy,e = 0 TOMI 1 TUIBKK TOJI, KOJIM BCl WMOBIPHOCTI, KPIM OJHIET,
JIOPIBHIOIOTH HYJIIO, & 111 €IMHA TOPIBHIOE 1.

Taxkum guHOM, iput H = const 1 H,, = 0 CTIHKICTh cUCTeMH 3 4acoMm Oynie
3pOCTaTH, SKIIO TMpU €BOJIOLIl cucTeMH Oyae BIAOYBaTHCS MEPEepO3NOILT

WMOBIPHOCTEH BCIX CTaHIB CHUCTEMH, NPH SKOMY TIIBKM OJWUH CTaH, MPUYOMY 3
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MIHIMaJIbHOIO WMOBIPHICTIO, BIJTOBIA€ TIOJOXEHHIO CHUCTEMHU, OTOTOXKHEHHS 3
NPUITMHEHHAM (DYHKI[IOHYBaHHS.

2. Hexaii H,., = const. JInsd BUKOHaHHS HABEJCHOIO BUIIE HEPIBHOCTI
HeoOX11Ho, 11106 H™>(0, T00T0 Tipu Hpyy = coOnst y CUCTEMHU, KA MparHe IMiJABUIIUTH
CBOIO CTIMKICTh B IPOIIECI €BOJIOIII, EHTPOIlisd MOBHHHA 3pOCTAaTH, MPAarHyTH 0
pekopay.

3. Sk111o eBoroLis CUCTEMU MIPOTiKae Tak, mo H™>01 H',, = 0 To 11e#l BUTIaI0K
€ KOMOIHAITI€IO ABOX MOMEPETHIX.

4. SAxmo H™ 0, ockinbku lim H = H,gy, pIBEHb CTIHKOCTI SIKOi HE yOyBa€e B
IIPOIIEC €BOJIIOIIIT, TOBUHHA BUKOHYBATHUCS YMOBA

H

—>1
HmaX

TakuM YHMHOM, EHTPOINS CHUCTEMH B IIbOMY BHIAJKy IOBHHHA 3pOCTaTH
IIBU/IIIIE, HI)K MAKCUMAJIbHO MOKJIMBA €HTPOITIsl.

5. SIkmo cucrema taka, mo H'<(, To HeoOXiaHO, 100 MPH IbOMY BUKOHYBaIacs
yMoBa H 4 <0, 110 TaKOK MPU3BOIUTH 10 3arajibHOI YMOBHU:

H
HmaX

Takum YMHOM, B JaHOMY BHUIIQJIKy €HTPOIisl CUCTEMHU MA€ CIaaTy MOBUIbHIIIE,

>1

HDK pexopa. Lls Bumora BiamoBigae yMoBiI 3a0e3medeHHS €HTPOIIWHOI CTIHKOCTI
IuHaMiYHUX cucTeM, BBeaeHomy B.JI. CtpaTtoHoBuyem [118].
PosransineMo cuctemy auQepeHIiabHUX PIBHSIHb, 110 ONUCYIOTh JUHAMIKY

CUCTCMU:
dX/_f —1 2.23
E_ j(Xl,...,Xm, t), J=4, w1, ( ) )

[Tpunyctumo, mo QyHkKuii f; (xg, ..., X», ¢) — Oe3MepepBHI B ACSKINA BIIKPUTIN
obnacTi Ta € qudepeHIiioBaHUMUA (PYHKIIIIMA CBOIX apryMeHTiB. [Ipu BumagkoBux

MOYATKOBUX yMOBax NpHUBATHE PIIEHHS HABEACHOI CUCTEMHU Oyje SBJIATH COOOIO
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BUMAAKOBI QyHKIIIT yacy. Bignmosiano 1o [192, 196] HaBeneHa cuctemMa Mae 3arajibHy
MOHOTOHHY EHTPOININWHY CTIWKICTh, SKIIO IPH JOBIILHOMY IMOYaTKOBOMY 3aKOHI
PO3MOUTY KOOPJAWHAT 3arajbHa E€HTPOIIisl CUCTEMH MOHOTOHHO YOyBa€ 3 4acom.
Bigomo, 110 HEOOXITHOI 1 JOCTaTHbOK YMOBOKO 3arajlbHOi MOHOTOHHOT
EHTPOITIMHOMY CTIMKOCTI Takoi CHUCTEMH € BHUKOHAHHS yMOB TPHU JOBIUIBHOMY

MMOYaTKOBOMY 3aKOH1 PO3MOILTY:

di _ <m

dH 6§(X1,...,Xm, s}
dr~ “~1

M[ ] <0, dt=x (2.24)
9%

OTpuMaHy yMOBY MOKHA PO3IJISIIATH CTOCOBHO OIIIHKM CTIMKOCTI CHCTEMH,
ONKCYBAHOI HaBEIEHUMH BHILE TU(DepeH1aTbHUMU PIBHAHHIMH.

3anponoHoBaHUi GhopMabHUN MIAX1] MIATBEPAUB TOU (PaKT, 0 CUCTEMA, sIKa
pearye Ha BIUIMB JECTPYKTUBHHUX YMHHHUKIB 3a 3a37aJI€Tilb BU3HAYCHUM IIPUITHUCOM,
HaUyTIMBA JI0 HAWMEHIIIUX BIIXUJICHb YMOB (DYHKI[IOHYBaHHS BiJl Iepe10ayeHunX 1 He
MO>K€ BOJIOAITH TUM HAMBUIIMM PIBHEM CTIHKOCTI.

BuzHnaueHo, 110 piBEHb CTIMKOCTI CHUCTEMH TMpPU BIUIMBI AECTPYKTHBHUX
(GakTOpiB 3aJIEKUTh BiJl TOTYXKHOCTI Oe€3iidi JOMYyCTUMHUX CTaHIB CHUCTEMHU 1
PI3HOMAHITHOCTI Ii€] MHOXHMHM 1 B LUIOMY BIJINOBIJA€ 3aKOHY HEOOX1JHOI
pizHOMaHiTHOCTI Y. Emi6i [117]. Buxoasuun 3 1p0oro, B SIKOCTI MOKa3HUKA PIBHS
CTIHKOCTI JIOMTYCTUMO BUKOPUCTAHHS BIJIHOCMHU EHTPOIMIi CTaHy CHUCTEMH 1
MaKCHMaJbHO MOXKJIMBOI €HTPOIMIi MpU HaKIaJIeHWX Ha cucTteMy oomexxkeHHs. [lpu
IbOMY CTIMKICTb, IKA BU3HAYAETHCA JTAHUMHU MOKA3HUKOM, HE yOyBa€ Mpu €BOJOIT
CUCTEMH, SIKIIO BIAHOCHE 30UIbIICHHS EHTPOIii CUCTEMH HE MEHIIE BIJHOCHOIO
30UIBIIICHHST PEKOPY.

BusznaueHo TicHUM 3B’S30K €HTPOIIIi 3 TPAIUIIMHUMH MTOKa3HUKAMH CTIAKOCTI
cucteM. J1Jisi BAKOPUCTAHHS 3alpOIIOHOBAHOIO MiIXO/Y 1 OIIHIOBAHHS PIBHS CTIHKOCTI
HEOOXITHO OI[IHUTU CHTPOIII0 aHAII30BAaHOI CUCTEMH 1 B paMKax ICHYIOUHMX Ha IO
CUCTEMY OOMEXKEHb CHHTE3yBaTH CHUCTEMY, IO BOJIOJIE PEKOPAOM, 1 OIIHHUTU

OCTAaHHIN.
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Po3paxyHOk MOTOYHOI €HTpoIii Ta MOPIBHAHHS ii 3 0a30BUM (ETAJIOHHHUM)
npodijgeM «YUCTOI» CHUCTEMHU J03BOJISE (DIKCYBAaTU MIATOTOBKY JO JECTPYKTHBHHUX
BILTMBIB Ha €Tarl pO3BiJIKM YU TIEPBUHHOTO MaHIMYJIIOBAHHSA [I€PCOHATIOM. 3pOCTaHHS
iH(popMarliitHoi eHTpomii MOHAaJl BCTAHOBJIECHHM KPUTHUYHHM TOPIT CBIIYUTH PO
JIe30praHi3aIlito KOHTypy O€3NeKHu Ta € TPUTepOM JjIsl aKTUBaIlli aBTOMAaTH30BaHMX
IpOLEAYp 3aXUCTY.

BucHoBk#M 10 po3aiiay 2

Y  gpyroMy  po3auli  BHUKOHAaHO  PO3pPOOKY  KOMIUIEKCHOI — CHCTEMH
B3a€MOINOB'SI3aHUX ~ MaT€MaTUYHUX MOJEJEH, 110 CTAHOBJIATH TEOPETUUYHUI
dbyHAaMeHT i1 aBTOMAaTHM30BaHOTO  3a0e3leueHHs  Oe3Nneku  aBialliifHUX
COLIIOTEXHIYHUX KOMIUIEKCIB B yMOBax AECTPYKTHBHUX 1H(OpMAIiiHUX BIUIMBIB.
OTpumaHO Taki HAyKOB1 Ta MPAKTUYHI PE3yJIbTaTH:

1. Po3po6iieHO KOHLENTyalbHy MOJENb 1HTeNEeKTyalibHOro MoHiTopuHry ACTK,
dKa peanizye cuHepreTuyHuil npuHuun Human-in-the-Loop 1, Ha BiaMiHy BiJ
ICHYIOYMX TE€XHIKO-IIEHTPUYHUX MIJXO/IB, IHTETPY€ METPUKU TEXHIYHOI IMiJICUCTEMHU
Ta MOBEJIHKOBI MapKEPH JIIOJCHKOro (PaKkTopa B €IMHUNA KOHTYp aHAJI3Y.

2. Po3pobneHo maTeMaTWyHy MOJENb aHaji3y ypas3IuBOCTEW IMEpPCOHANy [0
METO/IIB COILIaIbHOI 1HKEHEPIi Ha OCHOBI HEYITKUX HANPaBICHUX COLlaJbHUX rpadis.
Buokpemnennst piBHIB cyO'ekta, [iaad Ta Tpiaad, a TaKOX PO3PaXyHOK
nentpanbHocTed (Degree ta Betweenness Centrality) mo3Bonunu dopmanizyBaTi i
JIOKaNI3yBaTh HaWOUIbII KPUTHYHI Ta CJaOKl JaHKA B CTPYKTYpl JIFOJICBKUX
KOMYHIKaIliil aBiamimprueMCTBa.

3. 3anporoHOBaHO JIBI MaTeMaTW4YHI MOJEIN OIiHIOBaHHS MOTyxkHOCcTi JIIB:
nepia 3ade3neyvye OIIHKY MOTEHIIany Ta MPOHUKHOCTI JECTPYKTHBHOI 1H(OpMaIii
yepe3 KaHalM 3B'sI3Ky, a pyra — MpOrHo3y€e KyMYJISITUBHI €eMEpKEHTHI HACIIKU Ta
PIBEHb OMEPaLIMHOIO PU3MKY ISl OE3MEeKH MOJBOTIB 32 JOMOMOIOI0 MapKOBCHKOTO
amapary.

4. O0rpyHTOBaHO Ta C(HOPMYIHOBAHO MOJICh OIIHIOBAHHS HEJIIHIMHOI CTIMKOCTI
COIIIOTEXHIYHOTO KOHTYpPY, SIKa BPaxOBY€ JWHAMIYHI MOPOTU «3JaMy» CHUCTEMU Iij

niero crpecy Ta JIIB, a Takoxx po3poOieHO EHTPOIIHY MOENb OIIHIOBAHHS CTaHY
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Oe3nexku 1HPOpMAIITHOTO CepeIOBUINA, 1110 J03BOJISE BUSBIIATH JIATCHTHI ()a3u aTak

Ha OCHOBI1 PO3paxyHKy MIPHU Xa0Cy B MOTOKaxX JaHUX.

4.4.3 ABTOMATH30BaHi TEXHOJIOTII Ta AJITOPUTMiYHE 3a0e31eYeHHs JIIOAMHO-
HEeHTPUYHOro MoHiTopuHry 0e3nexkn ACTK
4.43.1 IndopmaniiiHO-TEXHOJIOTIYHA apPXiTEKTYypa AaBTOMATH30BAHOL

CHCTEMH iHTEJEeKTYaJIbHOI0 MOHITOPUHIY

[IpakTiuHa Ta 1HXEHEpHa peajizallisl TEOPETUYHUX MOJIENeH, po3pobieHuX y
APYroMy pO3IiTi, a TaKoX IPAKTUYHE BTUICHHS JIIOJUHO-LIEHTPUYHOTO KOHTYPY
ynpasiiHHs Human-in-the-Loop BuMarae cTBOpEHHsI 1HTEIPOBAHOTO CEpPEAOBUINA —
ABTOMaTH30BaHOI CHUCTEMHU IHTeNIeKTyabHOTO MoOHITOpUHTY (ACIM). T'onoBHe
3aBAAaHHS apXITEKTypH I[l€l CUCTEMHU TNoJiArae B 3a0e3nedyeHHl Oe3nepepBHOrO,
HaJIHHOTO Ta 3aXMILEHOTO 300py, OOpoOKM U aHam3y pIZHOPIAHUX JaHUX
(x16epdh13MUHUX METPUK Ta MOBEAIHKOBUX MATEPHIB OMEPATOPIB) y peaJbHOMY Yacl.

TpanuuiiiHi NiAX0au 10 3aXUCTy 1HQOopMalli B HUBLIbHIN aBlalli (OKYCYIOThCS
BUKJIIOYHO Ha aHaji3l TexXHIYHuUX mapamerpiB (3acobu kmacy SIEM, IDS/IPS,
Opanamayepu). BoHu He 3/1aTHI BUSIBUTH JIaTEHTHI (Da3u COI[IOTEXHIYHUX aTakK, KOJIU
3JIOBMHUCHHUK MAaHIMYJIOE JISIMU MEPCOHANY 3a JIONOMOTOK COLIAJIBHOI 1HXEHepii.
Apxitektypa npoektoBaHoi ACIM mnoOyaoBaHa 3a MOAYJILHUM UYOTHUPHUPIBHEBUM
MPUHIUIIOM, 10 3a0€3Ieyy€e THYUYKICTh, MacIITA00BaHICTh Ta CTIMKICTh 10 BIIMOB.

[le GararopiBHEBa apxXiTEKTypa CUCTEMH BUSBIICHHS 3arpo3 1 pearyBaHHs. JlaHi
PYXarThCs 3HU3Y Bropy — Bijl 300py CUPUX JTaHUX JO aBTOMAaTUYHUX KOHTP3aXO/iB.

1. Moayas 300py Ta nepBuHHOI arperanii nanux (Data Collection Layer) Llei
piBeHb (PYHKIIIOHYE Oe3mocepeHbo Ha Mexi comiorexHiuHoro koHTypy ACTK. Bin
CKJIAJIA€EThCS 31 CHELIaTi30BaHUX MPOrPAMHHUX areHTiB (CEHCOPIB), PO3MOAUICHUX IO
eJeMeHTax 1HpacTpyKTypH aBiamignpuemMcTa. Moayib 3A1HCHIOE MapaleIbHUM 3H0M

JAHUX 13 TPHOX KPUTHIHHX JDKEPETT:
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Jlxepeno TEXHIYHMX JIOTiB: 30ip MOJiid Oe3MeKu oOrepalifHuX CHCTEeM
aBTOMATH30BaHUX poOounx Miciib (APM), TeneMeTpii MepeskeBoro o0agHaHHs Ta 6a3
JTAHUX HaBITaIlfHOIrO 3a0€e3eueHHs.

JIkepeno KOpPHNOpaTUBHUX KOMYHIKalllid: arperaiiss MeTaJaHUX eJIeKTPOHHOL
MOIITH, BHYTPIIIHIX YaTiB Ta JIOTIB JAUCIETYEPCHKOTO 3B'SI3Ky (0€3 MopyIIeHHs
KOH(IIEHIIITHOCTI KOHTEHTY, aHATI3yIOThCSl YacOBl 1HTEPBAIM, 4acTOTa, OOCATH Ta
TEKCTOBI MapKepH TEPMIHOBOCTI YU TICUXOJIOTIYHOTO THUCKY).

JI>xepeno TOBEIIHKOBO-KOTHITUBHUX METPUK: HEIHBa3UBHUN MOHITOPUHT
napameTpiB B3aeMoJlli JroauHU-onepaTopa 3 iHTepdeiicom APM. Croam Hanexartb
nuHaMika HaTuckaHHd kinaBiml (keystroke dynamics), 3aTpuMKy peakiiii Ha IITaTHI Ta
MO3aIlITaTHI ~ CUCTEMHI  MOBIJIOMJICHHSI, 4YacTOTa TMOMWIOK TpU  BBEACHHI
JTUCIIETYEPCHKUX PO3MOPAKEHb UM MOJbOTHUX MUIaHiB. L1 naH1 € BXimHUM Oa3zucom
IUTsl OOUMCIIEHHS 1HAEKCY KOTHITUBHOTO HaBaHTakeHHS W cog Ta (ikcalii KpuTHYHOT
BTOMH OIEPATOPA.

2. MoayJib iHTeJIeKTyaJbHOIO aHaJji3y Ta Jjoriynoro BuBeaenHsi (Inference
Engine Layer) fIBisie co0010 aHANITHYHE «SPOY» CUCTEMU, PO3TOPHYTE HA 3aXUILIEHOMY
cepBepHoMy Kkiactepi. Ha 1mipomy piBHI peani3yeTbcs BeCh MaTeMaTUYHHUM amapar
JTOCHKeHHSI. MOoAyJib MICTUTh TPH T1JKOMIOHEHTH:

KomnoneHnT rpadoBoro anamizy: Ha OCHOBI arperoBaHUX KOMYHIKAI[IMHUX
MOTOKIB IMHAMIYHO BUOY/IOBY€E Ta OHOBJIIOE HEUITKUI HAMPaBIEHUH collialibHUl Tpad
G ~ . Po3paxoBye MaTpHIll CYMDKHOCTI Ta OOUHCITIOE THIEKCH IIeHTpaibHOCTI (Degree
ta Betweenness Centrality) nist koxHoi mocagoBoi ocoou ACTK.

KommonenT ormintoBanHs notyxHocti [IB: po3paxoBye MpOHUKHICTH KaHaJiB
3B'SI3KYy Ta MOTOYHUM piBeHb 3arpo3u W DIV 3a mapkoBChKMMHM MpoIecamu.

KoMIoHeHT iHTerpaibHOT0 MOJICTIOBAHHS: PO3B'sA3Y€ cucTeMy AudepeHITiaTbHIX
PIBHSIHb HEJIIHIMHOT CTIMKOCTI KOHTYPY Ta B peaJIbHOMY 4Yaci 00uncitoe iHhopMalliitHy
entpomnito H(X) moTokiB qaHux AJ1s1 BUSBJICHHS IPUXOBAHOTO Xa0Cy.

3. Moayab J0AuHO-IIeHTPUYHOI B3aemoii Ta intepnperanii (HDI Interface
Layer) Ilei#t piBeHb CIIPOEKTOBAHO 3T1IHO 3 IPUHIIUIIAMHU B3a€MO/I11 JIFOAUHU 3 JaHUMHU

(Human-Data Interaction). Moro rosoBHa MeTa — mo10J1aTu «€PEeKT YOPHOI CKPUHBKNY,
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BJIACTUBUN Cy4YaCHUM HEHUpPOMEpEeKEeBUM CHCTEMaM 3aXUCTy. Moayiab MICTUTh ABUTYH
[TosicuroBaHoro mry4yHoro iHTeNnekTy (Explainable Al — XAlI).

3aMicTh BIAOOpa)KEHHS CKJIAJHUX MAaTeMaTUYHMX MATPHUIb YU aOCTPaKTHUX
1HJEKCiB, 1HTepdeic Bidyamizye IJis aHalITHKa 3 KiOepOe3neKu 1HTEPaKTHUBHY
CeMaHTHYHY KapTy arak. Ha Hiil KOJIbOpOM MiACBIUYIOTBCS KPUTUYHI BY3IHU
(HampukIaA, KOHKpETHa 3MiHA aBlaJHCIETYEPIB UM OINEpPaTOpiB IJIAHYBaHHSA, SKa
Hapasi nepedyBae i1 IHTeHCUBHUM (DIIIMHTOBUM YH MPETEKCTUHTOBUM BILJIUBOM) Ta
HAJA€ThCA TEKCTOBE TMOSICHEHHs: ‘“YBara: 3adikCcOBaHO aHOMalbHE 3pPOCTAaHHS
eHTpoIIii 3B's13Ky Ha 45% Ta KpUTHUYHE 3HUKEHHS HENHIMHOI CTIMKOCTI oneparopa X
4yepe3 KOTHITUBHE TIEpeBaHTAKEHHS .

4. Moayar koopauHamii Ta aktuBanii konrp3axonaiB (Response Layer)
BianoBimae 3a mpeBeHTHUBHY HEWTpaiizaiiio 3arpo3 Ta MiHimizamito dacy T det
Monaynb mpaiffoe 3a TIOpUAHUM MPUHLIUIIOM: BIH MOXKE BHUKOHYBaTH aBTOMAaTHYHI
HU3BKOPIBHEBI TEXHIYHI Jii (HAaNpUKIad, 130JSis MIJO3PUIOro By3Ja MEpexi,
aKTHBAIllsl I0JATKOBOI IBO(aKTOPHOT aBTEHTH(IKAIIIT JIJIs1 oTiepaTopa il A€ CTpecy)
ab0 TMPOMOHYBATH AHANITUKY-JIIOJIMHI TOTOBI CLEHapli OpraHi3aliiHUX pIlIEHb
(mepepo3noninn  iHGOpPMALIMHUX TIOTOKIB, THMYacoBe JyOJFOBaHHS  (PYHKIIIH

NEPEBAHTAXEHOTO IUCTIETYEpa 1HIIIMM YJIEHOM KOMaH/IH).

4.4.3.2.1 AaropurM AMHAMIYHOI MOOYA0BH Ta aHAJI3y HEYIKKOro

COLIOTEeXHIYHOrO rpaga

[le#i anropuT™ Mpairoe 3a MPUHIUIIOM «KOB3HOTO 4acoBOro BikHa» (sliding
window) a1t 6e3mepepBHOI akTyati3allii CTaHy CUCTEMHU.

[TocninoBHICTh BUKOHAHHS aJITOPUTMY MICTUTh TaKl KPOKH.

Kpox 1. CxanyBaHHA 1H(pOpMalIMHUX MOTOKIB Ta I1JeHTU(IKaIId BY3IIB.
Cucrema i1eHTU(IKYye aKTUBHUX CYO'€KTIB B3aeMojlli Ta Kiacudikye ix 3a
MIIMHOKMHAMH BEPIIMH: JpKepena BIUMBY (Vsg), Kareropii aBiariifHOTO MepCoHAy

(Vu), BUKOpUCTOBYBaH1 NCUX0J0riyH1 Tpurepu (Vvr) Ta HasiBHI ypa3aUBOCTI 3aXUCTY

(VVul) .
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Kpoxk 2. ®azudikaris BXigHuX MapkepiB. SAKiCHI XapaKTEepUCTUKA KOMYHIKaIIii
(CTymiHb MaHIMYJATHUBHOTO THCKY, PIBEHb aBTOPUTETHOCTI JKepesia, KPUTUYHICTD
dakropa gedinuTy dyacy) TpaHCHOPMYIOTHCS B HiTKI YMCIOBI 3HAUEHHS 3 1HTEPBATY
[94, 95] 3a momomororw 3aznajerip MoOyAoBaHUX (YHKINN HaJeKHOCTI HEUITKOI
JIOTIKH.

Kpoxk 3. ®opmyBanHs MaTpulll HEUIKKOI CyMi>KHOCTI. Ha 0CHOBI po3paxoBaHuxX
(GyHKITH HaJIEKHOCTI Oy IyEThCS JUHAMIYHA MAaTPHUIIS, JIe KOXKEH eJIEMEHT BioOpaxkae
CHJTy HEUITKOTI'O 3B'I3KY Ug Vj, Vj) MIXK €JIeMEHTaMH COLIIOTEXHIYHOT CTPYKTYpH.

Kpok 4. O6uncieHHss METPUK IIEHTPAIbHOCTI. 3a JOIMOMOIOI0 aJalTOBAHUX
MaTpUYHUX  METOJIB  3AIHCHIOETbCS  PO3PAXYHOK  TOKA3HUKIB  TPAH3UTHOI
nenrpanbHocTi  (Betweenness Centrality) Ta crynens ueHtpanbHocTi (Degree
Centrality). By3mm mnepcoHandy, SKki MamTh aHOMaJIbHO BHCOKI TOKa3HUKHU
MOCEPETHUIITBA, MAPKYIOThCS SIK «KPUTHYHI TOYKHA TMPOPHUBY» — CaMe dYepe3 HUX
3JIOBMUCHUK HAaMaraTUMETbCSl MOLIMPHUTH JECTPYKTHUBHY I1H(QOpMALI0 Jail To
koMmaHaHiM BepTukaiai ACTK.

Kpoxk 5. PiBaeBa nexomnosunis. [IpoBoguThscst nocaiJOBHUI aHall3 ypa3iuBOCTI
KOHTYpPY Ha TPbOX PIBHSX: IHAUBIAyabHOMY (CyO0'e€KT), mapHOMY (Jiama — B3a€MOIis
MOPYUIHUKA Ta KOHKPETHOTO OMepaTopa) Ta rpyrnoBoMy (Tpiaja — JaHIIOTOBl peakilii
Ta MaHIMYJIIOBaHHS 4Yepe3 JOBIPY BCEPEAMHI AUCIETYEPCHKOI YU JILOTHOI 3MIHH).

PesynbpraTu nepenaroTbCs Ha HACTYITHUM QT OPUTM.

4.4.3.2.2 AJroputM PpoO3paxyHKy OINepaliiiHOr0 PpH3HKY Ta aKTHBAIil

TEXHOJIOTITYHUX NMPOoUeAYP NPOTHII

ANTOpPUTM TIpU3HAYEHUUN NJISl IPUUHATTSA PIllIeHb Y pealbHOMY 4Yaci Ha OCHOBI
iHTerpatii rpadoBUX, HEMHIMHUX Ta EHTPONINHUX MOKA3HUKIB.

Kpok 1. OGuucieHHsl 1HTErpaIbHOTO 1HJAEKCY PHU3UKY. AJITOPUTM 00'€qHY€
3HadyeHHs notykHocTi 1B (Wpyy), 1HOEKC KOTHITUBHOIO HaBaHTaxeHHs (W) Ta
MOTOYHY 1H(OPMALIIHY €HTPOII0 NOTOKIB nAaHux (H(X)), hopmyroun miICyMKOBHA

MOKA3HUK ONEPaLiiHOTO PU3UKY (Risko)s).
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Kpoxk 2. Ominka JuHaMi4HOI CTIMKOCTI COIIOTEXHIYHOTO KOHTYpY. Lllmsixom
YUCEJILHOTO PO3B'sI3aHHS CUCTeMH JudepeHIIaIbHUX PIBHAHD (MOJEIb 3 IMIIPO3LITY
2.4) anropuTM BU3HAYa€ 3amac HEMIHIMHOT CTIHKOCTI KOHTYPY (X) Ta MIBUAKICTH HOTO
HaOIMKEHHS 10 KPUTUYHO1 TOUKHU O1ypKarlii (BTpaTh KOHTPOIIO OIIEPaATOPOM).

Kpoxk 3. Knacudikariist crany 3a 30HamMu 0e3Meky Ta BUOIp CIIeHapii0 MPOTUIIL:

3enena 30Ha (Riskops < Risky,1): CucTeMa KOHCTaTy€ INTATHUN CTaH CTIHKOCTI.
3niiCHIOETHCSL (HOHOBUI MOHITOPUHT, OHOBIIIOIOTHCS €TalOHH] MPOQ LTl €HTPOITIi.

XKosra 30Ha  Riskm1< Risk,ps < Risky,>): ®ikcyerbes nateHtHa ¢asza [AIB abo

MPETEKCTUHTY (HAMPUKIIAJl, 3pOCTaHHS SHTPOIIIi B MOIITI YU 3alUTaxX oreparopa npu
30epexeHHl IMTAaTHUX TEXHIYHUX MapameTpiB). Cucrema aBTOMAaTUYHO BMHUKAE
pexuMHu  «aganTtuBHoro Ttepts» (adaptive friction): gomaroThcsi  10JATKOBI
Bepu(DiKalliiHI 3alUTH TPU 3aTBEPIKEHHI KPUTUYHUX JUCIETYEPCHKUX KOMAaH],
MapKYIOThCSI MOMNEpeKyBaIbHUMHU OaHepaMH BX1JIHI MOBIJIOMJICHHS 3 MiABUIIEHUM
PU3BUKOM MAaHIMYJISIiH, 0OMEXYIOTbCS JIPYTOpsiiHI 30BHINIHI KaHAJIA 3B'A3KY JUIS

3HUKEHHA Weog.

YepBona 3oHa (Risk,,s = Risky,2): Cursan nmpo 3arpo3y KpUTHYHOIO 3pUBY
yrpasiiHHs KoHTypoM ACTK. ACIM HeraiiHO reHepye TPUBOXKHE CHOBIIICHHS JJIs
aHaniTHKa Ki0epOe3neku, BUBOAUTh XAI-eKCIUTKAIII0 PO3BUTKY aTaKh Ta aKTUBYE
KOPCTKI MPEBEHTHBHI TEXHIYHI Oap'epu: 1304l aTaKOBAHUX MIJCHCTEM,
MepEHANPABJICHHS] KPUTUYHUX TOTOKIB JaHUX Ha pe3epBHI 1HGOpMAIHI TpakTH,
OJIOKYBaHHS CKOMITPOMETOBAHUX OOJIIKOBHUX 3alKCIB 13 MHUTTEBOIO Iepeayeto

YIPaBIIHHS AyOJII0I0U0MY ONEPATOPCHKOMY CKIIAIY.

4.4.3.3 TexHoj0risi MATPUMKH NPUAHATTH YHNPABJIIHCbBKUX PpillleHb Ta

OliHKa 1i e()eKTUBHOCTI

BnpoBamkeHHs TI01UHO-TICHTPUYHOT TEXHOJIOTIT MATPUMKH TPUHHATTS PIIICHb
(TTIITP) B xoHTYp O€3meku IMUBUIBHOI aBiallii KapJAUHAIBLHO 3MIHIOE POJIb KEpIBHUKA
Ta aHaJiTHKa Oe3MeKH: 3 MACHMBHOIO CIIOCTEpiravya HacliJIKiB aBapli JIIOJUHA CTa€

AKTUBHUM KOOPJMHATOPOM MPEBEHTHUBHOTO 3aXUCTY. 3aBISKH peanizallii MpUHIUIIIB
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Explainable Al (XAI), TexHojoris Hajaae JIHIKMHOMY Ta BHUIIOMY MEHEIKMEHTY
aBlamiIIPUEMCTBA IIPO30P1, MATEMAaTUYHO OOTPYHTOBAaH1 PEKOMEH/1allii, IO JI03BOJISIE
YCYHYTH Cy0'€KTHBI3M Ta MIHIMI3yBaTH 4ac YXBaJCHHs PIIICHb Ii]] 4ac KPU3H.

Jlis mepeBipKH TpaIe3aaTHOCTI PO3pOOJIECHUX MOJEIeH Ta alrOpPUTMIYHOTO
3a0e3nedeHAsT OyJi0 MPOBEACHO CEpPif0 EKCIEPUMEHTIB MUISXOM YHCEIBHOTO
MOJIETIIOBaHHS TpolieciB GyHKI[IOHYBaHHs corioTexHiuHoro koutypy ACTK (na 6a3i
MOJIEJIl IUCTIETYEPCHKOTO IIEHTPY YIIPaBIiHHA NOBITpsIHUM pyxoMm) [119]. V npoueci
MOJICTIIOBaHHSI IMITYBaJUCsl KOMIUIEKCHI TiOpHAHI aTakud COINaJIbHOI 1HXEHepii
(ckoopauHOBaH1 KammaHii 3 (QIMIMHTY, BIIIUHTY Ta MPETEKCTUHTY, CIOPSIMOBAaHI Ha
CIIOTBOPEHHS TOJIbOTHUX IUIAHIB Ta MAaHIMYJIIOBaHHA JISIMH TEPCOHATY 32 YMOB
IITY4YHO CTBOPEHOTO e(ilUTY Yacy).

EdexTrBHICTD 3alpONIOHOBAHOT JIFOIMHO-LIEHTPUYHOT TEXHOJIOT1i MOP1BHIOBAJIACS

3 TpaHHHiﬁHHMH TeXHiKO-HeHTpI/I‘IHI/IMI/I CUCTCMaMH 3aXHUCTYy 34 TPpbOMa KIIIOYOBUMHU

Kkputepismu (Tadi. 3.1).

Taoaunsa 3.1

[TopiBHSIHHS €(PEKTUBHOCTI TEXHOJIOT1i Oe3MeKn

Kpurepiii o . .
. Tpaauuiiini TexHiko- 3anponoHoBaHa EdexTuBHicTb
epexTBHOCTI .
cHCTeME HEeHTPUYHI cUCTeMH JIIOAUHO-IIEHTPUYHA BIIPOBA/I’KEHHS
SIEM/IDS TexHoJsorisa (ACIM e3yJbTar
oesnexn ACTK ( ) ( ) (pesy )
Busisnenus
BusiBnenns BinOyBaeTbcs 3MIIHCHIOETHCS Ha
Yac BUABJIEHHS . S : 3MeHIIeHHs
JIUIIIE Ha eTarl TeXHIYHO1 JATEHTHOMY €eTarti
NMPUXOBAHOI0 S . . yacy
peauizariii araku (crpoba (aHami3 HEYITKUX
ACCTPYRTHBHOTO oo aTarlii Bpa3JInBOCTI a¢1B KOMyHIKaLil BHSIBCHI Ha
BILTUBY (Tdet) y P 'p Y 35-40%
KOTY). Ta KOJIUBAHb
EHTpOTi).
oo OnTuManeHU piBEHb
Bucoxkuii piBeHb . 3HMKEHH
Innexc 3aBISKH QiIbTparlii .
. MepeBaHTAXKEHHS Uepe3 KOTHITHBHOTO
KOTHITHBHOTO . IITyMy aBTOMAaTHUKOFO
«JIaBUHY» TEXHIYHUX ™ cTpecy,
HABAHTAKEHHS . Ta HAOYHII A
. CTIOBIIIEHB Ta BETTUKY . o MiHimi3aiis
HA aHAJITHKA o Bi3yaumi3allii KapTu
KUIBKICTh XUOHUX . NMOMWIOK 1-ro
o0e3nexku (Weog) pu3ukiB 3 XAl-
CIparbOByBaHb. pony
MTOSICHEHHSIMH.
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Kpurepiii o . .

. Tpaauuiiini TexHiko- 3anponoHoBaHa EdexTuBHicTh
epexTMBHOCTI .
CcHCTeMI LHEeHTPHUYHI cucTeMH JIIOINHO-LEHTPUYHA BIIPOBA/I’KEHHSI

SIEM/IDS TexHoJorisa (ACIM e3yJbTar
deanexn ACTK ¢ ) ( ) (pesyrvran)
Bucoka cTifiKicTb,

CriiikicTb Hwu3sbka CTilKICTB, OCKUIBKH cHCTEMa CyrTreBe
COI[IOTEXHIYHOIr0  OCKUIbKH CUTHATYpHUU pearye Ha aHOMaUTI{ MiIBUILIEHHS
KOHTYPY /10 aHaJIi3 He 3/1aTHUI MOBE/IIHKH Ta iHTerpajabHOIO
KOMOIHOBaHHUX pO3ITi3HATH HOBI, paHiIIe CTPYKTYPH 3B'SI3KIB MOKa3HUKA
arak tumny Zero- HEB1OMI IICUXOJIOrYH1 HE3aJIE)KHO Bij criiikocTi
Day MaHIITyJISIIIT. TEXHIYHOTO SR_{st}$

IHCTPYMEHTY aTakH.

Pe3ynbraTty mOpiBHSHHS 3BOASTHCS 10 HACTYITHOTO.

Minimizaniss yacy peaxkuii (7uer). BKIIOU€HHA 1O KOHTYpPY aHaji3y HEYITKUX
COILIIOTEXHIYHUX TpadiB Ta EHTPOMIMHUX MapKepiB Xaocy J03BOJIMIO (iKCyBaTu
MIArOTOBYY (JaTeHTHY) (pa3y iH(popMalliiiHOi aTaku 3a10Bro 0 TOTO, SIK 3JJI0BMUCHUK
nepeiiie 10 aKTUBHUX TEXHIYHUX 1A y KOMIT'IOTepHiil mepexi. lle 3abesmneunso
punepemkarouni 3axuct ACTK.

Onrumizanis J10acbKoro pakropa. 3aBsaKy BIpoBaKeHHI0 X Al-iHTepdeiicy
aHATITUKU O€3MeKH OTPUMYIOTh HE TIPOCTO 1HAMKATOPU TPUBOTH, a YITKI MPUIUHHO-
HACJIIJIKOBl TIOSICHEHHSI JIOTIKM CHUCTEMH IITY4YHOTro 1HTeNekTy. Lle mo3Boiuio
VHUKHYTH 1H()OpPMAIIHHOTO TIepeBaHTAXKEHHSI TIEPCOHATY, 3HU3UTU TCUXOEMOIIIHE
HaIPY>KEHHS Ta MPAKTUYHO MOBHICTIO HIBETIOBATH WMOBIPHICTD MPOITYCKY KPUTUYIHOL
3arpo3u 4epe3 yTomy.

EmepaxenTHa  crilikicrb.  CuHepreTnyHa  IHTerpaiis  JIOAWHH — Ta
00UYHCITIOBAILHUX aJTOPUTMIB y Mexkax koHienuii Human-in-the-Loop 3abe3neunna
Oe3nepepBHICTh (PYHKIIOHYBaHHSI KPUTUYHUX TMPOIIECIB IIUBUILHOI aBiallii HaBITh 3a

YMOB 1HTEHCUBHOTO IIJIECIIPSIMOBAHOTO 1H(GOPMAIIIITHOTO THCKY HA IEPCOHAI.
BucHoBku 10 po3aiay 3

Y TpeThoMy pO3AULTI ITUCEPTAIIAHOTO JOCIIIKEHHS PO3POOJICHO TMpUKIAIHE,

apXiTEeKTypHE Ta aJTOPUTMIYHE 3a0€3IMEUEHHS JIFOJUHO-IIEHTPUYHOTO MOHITOPUHTY
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Oe3neKy aBlallifHUX COILIOTEXHIYHUX KOMIUIEKCIB, IO JIO3BOJIMJIO OTPUMATH Taki
BHUCHOBKH:

[IpoekTtoBaHo 1H(OPMAILIIHO-TEXHOJOTIYHY apXITEKTypy aBTOMATHU30BaHOT
CUCTEMH 1HTEJEKTyanbHOro MOHITOpUHTY (ACIM), sika, Ha BIAMIHY BiJ ICHYIOYHX
TEeXHIKO-II[EHTPUYHUX pIIICHb, 0a3yeTbcsi HA YOTUPUPIBHEBOMY MOAYIHLHOMY
OPUHLIWIIL Ta IHTETpye€ TOTOKK KiOepPI3WYHUX METPUK 1HPPACTPYKTYpH 1
MOBEIIHKOBO-KOTHITUBHUX MapKepiB JissIbHOCTI Jrojichbkoil taHku ACTK B enuHumii
AHATITUIHUA KOHTYD.

Po3pobiieno anroputMmiuHe 3a0e3neueHHs mpoieayp (PyHKIIIOHYBaHHS CUCTEMHU
Oes3reku, sKe BKJIIOYAE aJrOPUTM JUHAMIYHOI TOOYJOBH Ta aHali3y HEYITKHX
HaIlpaBJIEHUX COLIAILHUX I'padiB (13 TOKPOKOBOIO OLIIHKOIO YPa3IUBOCTEN Ha PIBHSX
cyO'ekTa, Nmiaayd Ta Tplagu) Ta AJITOPUTM IHUKIIYHOTO PO3PAXyHKY OIMEpaliifHOro
pU3MKYy ¥ aKTuBauUli KOHTp3axoAiB. CTBOpEHI alropuTMu 3a0e3MeuyroTh
aBTOMATU30BAHMUI TMEpeXiJl BiJl MEPBUHHOrO 300py CHUPHUX JIOTIB A0 IMPEBEHTUBHOIO
BBIMKHEHHsSI ~ 3ac00iB  «aJanNTUBHOTO  TepTs»  ab0  eKCTPEeHOi  130JAmii
CKOMITPOMETOBAHHX BY3JIiB.

3anponoHOBAHO  JIFOJIUHO-IIEHTPUYHY TEXHOJOTII0 MIATPUMKH TNPUHAHATTA
VIPaBIIHCHKAX pillleHb, TOOYJ0BaHYy Ha NPHHIMIAX IMOSCHIOBAHOTO IITYYHOTO
iHTenekty (XAI). Pe3ynbTaT 4MCENbHOTO MOJEIIOBAHHS Ta EKCHEPTHOIO
OI[IHIOBaHHS €(DEKTUBHOCTI ii BNPOBAIXKEHHS JOBEJH, 1110 CUHEPTETHYHA B3aEMO/IIS
JIOUHYU Ta cucTeMu y KOHTYpi Human-in-the-Loop no3Bossie cytteBo (Ha 35—40%)
3MEHIIIUTH Yac BUSABJICHHS MPUXOBAHUX 1HPOPMAIIMHUX aTaK HA JJATEHTHUX CTaIisX,
ONTHUMI3yBaTH PIBEHb KOTHITUBHOTO HABAHTAKEHHS Ha OMNEPATOPCHKUNA Ta
aHAJITUYHUMA CKJIAJ 1 3HAYHO MiABUIIUTU 1HTerpayibHy cTidikicte ACTK 1o

JIECTPYKTHUBHUX 1H(GOPMAIIMHUX BIUTUBIB 1 METOIIB COIIATBLHOT IHXXEHEPIi.

3AT'AJIBHI BUCHOBKHA
VY nmociKeHHI BUPIICHO BAXKIJIMBY HAYKOBO-TIPAKTHYHE 3aBJIaHHS — PO3POOJICHO
KOMIUIEKC  MOJEJIeH,  aIroOpuTMIB  Ta  JIIOJUHO-LICHTPUYHHUX  TEXHOJIOTIH

aBTOMATU30BAHOTO  IHTEJEKTYaJbHOTO  MOHITOPUHTY  KOMIUIEKCHOI  Oe3meku
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aBiariiHux comiorexHiuHux KomiuiekciB (ACTK) B yMoBax IijecnpsMOBaHUX
NecTpyKTUBHUX iH(MopMaliiiHux BIuiuBiB (J{IB) Ta aTak corianbHOi 1HXEHepii.

OTpuMaHi B XOJlI JOCHIPKCHHS HAyKOB1 Ta MPAKTUYHI PEe3yJbTaTH JO3BOJIMIH
chopMyTIOBaTH TaKi BUCHOBKH:

1. OGrpyHTOBaHO KOHIIENTYalbHI 3acajyd JIOAUHO-IEHTPUYHOTO MOHITOPUHTY
Oe3meKu aBiamiAnpueMCTB, OOy A0BaH1 Ha mpuHIKIax Human-in-the-Loop (mroanna
B KOHTYpI1 yrnpaBiiHHsa) Ta Human-Data Interaction (HDI). BctanoBneHo, 110 cydacHi
3arpo3u 3MIHIYIOTh (OKYC 13 CyTO TEXHIYHOTO pyHHYyBaHHS 1HQPACTPyKTypu Ha
KOTHITUBHE MaHIMyJIIOBaHHS JIAaHWUMU 4Yepe3 YpaslIMBOCTI Jtojickkoro (akrtopa. Ha
BIIMIHY BIJ TPaJUIIHHUX TEXHIKO-IGHTpUYHUX cucteM Oe3neku (SIEM/IDS),
3aMpONOHOBAHMM MIX1J 1HTErpye KiOep(di3uyHi METPUKH MEpPEXkl Ta MOBEIIHKOBO-
KOTHITUBHI ~MapKepu OINepaTopchKoro ckianay (MUIOTIB, aBiaJuCIIETYEpiB),
3abe3mneuyroun komruiekcHuit 3axuct ACTK.

2. Po3pobneHo MaremMaTHyHy MOJENb aHaNi3y Ypas3JIMBOCTEH MEPCOHANY [0
METO/IIB COIIAJIbHOI 1HXeHepil ((PIIIMHT, MPETEKCTUHT, BIIIIMHT) HA OCHOBI HEUYITKHUX
HaIlpaBJIEHUX collaabHuX rpagis. BuokpemieHHs piBHIB aHamizy (cy0’ekTa, Alaau Ta
Tpiaju), a TaKOK MaTpUYHE OOYMCIICHHS XapaKTepUCTUK meHTpaabHOoCT (Degree Ta
Betweenness Centrality) no3Bomwiu ¢dopmainizyBaTd 1 JUHAMIYHO JIOKaIi3yBaTH
KPUTHUYHI JIaHKH B CTPYKTYpl JIIOJCBKMX KOMYHIKalli, $IKI 3JOBMHCHHK MOXKE
BUKOPHUCTATH IS POPUBY OE3MEKH aBiariIMPUEMCTBA.

3. 3ampornoHOBaHO KOMILJIEKC Mojenedl oliHtoBaHHS mnapametrpiB [IB, sxuii
BKJIIOYAE JIBl B3a€EMOJIONOBHIOIOUI MaTeMaTndHi Mozeni. Ilepia 3abe3nedye OiHKY
MOTEHITIaTy Ta MPOHUKHOCTI JECTPYKTHBHOI 1H(OpMAaIli dyepe3 KaHalu 3B'S3Ky 3
ypaxyBaHHSM CIPUUAHSTIMBOCTI peuumieHTa. J[pyra mMojenb, 3aCHOBaHa Ha arapari
MapKOBCHKUX TIPOIECIB Ta 0al€CIBCHKUX MEPEX JIOBIPH, JO3BOJISIE CIPOTHO3YBATU
KYMYJISITUBHI €MEP/KEHTHI HACHIJIKM aTakd Ta pPO3paxyBaTH IMOTOYHHUM 1HIEKC
onepariitHoro pusuky (Risk,,s) 11 O€3MEKN MOJIbOTIB.

4. MaTemMaTU4IHO OOTPYHTOBAHO MOJIEII IHTETPAIBHOI CTIMKOCTI COIIIOTEXHIYHOTO
KOHTYpY. 3amnporoHOBaHAa MO/JIENb OI[IHIOBAHHS HEJIHIMHOI CTIMKOCTI HAa OCHOBI

cucTeMu TuepeHIiabHUX PIBHIHB I03BOJISIE BA3HAYATH IMHAMIUHI TTOPOTH «3JIaMy»
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Ta TOYkW Oidypkaiii CHCTEeMH IiJ CHIUJIBHOK €0 CTPECy Ta KOTHITUBHOTO
HaBaHTaXXEHHS (W.o4). PO3po0isieHa eHTpomiiiHa MOJIEb OLIHIOBAHHS CTaHy O€3IeKu
iH(MOpMAITIHHOTO CepeIOBHIIA T03BOJISE 3a JOITOMOTOI0 PO3PaxXyHKy Mipu xaocy H(X)
y MOTOKaxX JaHUX BUSIBJISATU MpuxoBaHl (JlaTeHTH1) da3u iHQOpMaLiHUX oOrepariii
MOPYIIHUKA Ha €Tarax po3BiJIKK Ta IEPBUHHOTO MaHIMYJIIOBAHHS OMIEPATOPOM.

5. IIpoekToBano 1H(MOPMALIHHO-TEXHOJIOTIYHY apXITEKTYpy ABTOMAaTH30BaHOI
CUCTEMHU IHTENIEKTyaaIbHOro MOHITOpUHTY (ACIM), sika Ma€ HOTUPUPIBHEBY MOTYJIbHY
CTPYKTYPY (piBHI 300py JaHUX, JIOTIYHOTO BUBEJACHHS, JTIOUHO-TICHTPUYHOT B3aEMO/TI]
Ta KOOPAMHAIlT KOHTP3axoAiB). Po3po0iieHo BiANOBIIHE aITOPUTMIUHE 3a0€3MeUeHHS,
[0 peanizye MOKPOKOBI MpoleAypu AuHamidHoi (asudikariii MapkepiB, mo0y10BU
HEYITKUX MaTpHIb CYMDKHOCTI cowiorpadiB Ta LUKIIYHOTO OOYMCIIEHHS PHU3HKIB
KiOepOe3neKku y peaTbHOMY Yaci.

6. 3ampornoHOBaHO JIOJUHO-LEHTPUYHY TEXHOJOTII0 MIATPUMKU MPUHHATTA
VIPaBIIHCHKAX pillleHb, MOOYJA0BaHYy Ha NPHHIMIAX IMOSCHIOBAHOTO INTYYHOTO
inTenekty (Explainable Al — XAI), mo HiBentoe eDeKT «4OpHOi CKPUHBKH» Ta
BI3yalli3ye HJis aHaJITUKa KapTy pPO3BUTKY arTaku. Pe3ynpTaTh YHCEIBHOrO
MOJICIIIOBAHHSI TIPOLIECIB  (PYHKIIIOHYBaHHS JUCIETYEPCHKOTO IIEHTPY TiA JI€I0
riOpUIHUX aTak JOBEJIH, 110 BIPOBAKEHHS TEXHOJOTII J103BOJIsiE CYTTEBO (Ha 35—
40%) 3MeHmMTH yac BusBIeHHS 3arpo3 (7yy), ONTUMI3yBaTh KOTHITUBHE
HaBaHTAXXEHHS Ha JIIOJAWMHY Ta 3HAYHO IMJABUIIUTH 1HTETPAJIbHY CTIHKICTh

COLIIOTEXHIYHOTO KOHTYPY LIMBLIBHOI aBialli.
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